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Abstract

The goal of this research is to develop methods for fingerprint damage simulations. In the first part of
this thesis the emphasis is placed on a summary of the current knowledge of synthetic fingerprint
generation and the damage to these fingerprints. Moreover, general information about fingerprints,
fingerprint recognition, and phenomena that damage fingerprints including skin diseases are stated
herein. This thesis contains the design and implementation of the SyFDaS application for generation
and modular damaging of fingerprints. The next part is a description of methods for damage by swipe
mode, narrow sensor, damaged sensor, pressure and moisture, skin distortion, warts, atopic eczema,
and psoriasis. Several other types of damage, including fingerprint spoofs, are analysed. Overall, there
are 43 basic damages which were visually verified. Due to damage combinations, there are 1,171 types
of damage and 348,300 fingerprint images generated, which were evaluated by four different quality
measurement methods.

Abstrakt

Cilem této prace je vyvinout metody simulaci poSkozovani otiskd prsti. V prvni ¢asti je kladen diraz
na shrnuti stdvajicich znalosti v oblasti generovani syntetickych otiskii prstii a jejich poskozovani. Dale
jsou uvedeny informace o otiscich prstu obecné, jejich rozpoznavani a vlivy, které otisky poskozuji,
véetn¢ onemocnéni kiize. Prace obsahuje navrh a implementaci aplikace SyFDaS pro generovani a
modularni poS§kozovani otiskd prstd. Dalsi ¢asti je popis metod pro poskozovani vlivem pritahového
rezimu, z(zeného snimace, poskozeného snimace, piitlaku a vlhkosti, zkresleni pokozky, bradavic,
atopického ekzému a lupénky. Déle je analyzovano nekolik dalSich typli poskozeni véetné falzifikati
otiski prsti. Celkové je uvedeno 43 zakladnich poskozeni, ktera jsou vizudlné verifikovana. Diky
kombinovani poskozeni je vyuzito 1 171 typa poskozeni a vygenerovano 348 300 obrazkt otiski prsti,
které jsou vyhodnoceny ¢tyfmi riiznymi metodami posuzovani kvality.
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1 Introduction

In the past decade, fingerprint technology has experienced an incredible boom. They moved from sci-
fi movies to just about every personal device. Nowadays, almost every smartphone has a fingerprint
reader and their placement in laptops now comes standard. The usage of these technologies in civil
areas, like access control or security systems, is now a reality. With this massive expansion, however,
there are problems that emerge. Mobile devices are focusing on minimalistic solutions. That usually
means the cheapest (for example, the sensor has to be as small as possible), but still workable solutions.
On the other hand, security and access control systems are focusing on the highest level of security. [1]

Keeping the performance with the smaller sensors means that algorithms must use every possible
information in the sensing area. Cracking these devices (usually smartphones) is a prestigious thing.
Producers of biometric systems have to react with new or better liveness detection subsystems.
Algorithms that extract features then have to work with liveness detection as well. As a result,
algorithms are becoming more sophisticated and complex. This leads to larger demands on testing and
testing requires fingerprint database — large databases with not only many fingerprints from one finger
but also many fingers. That means that many people (volunteers) are involved in the creation of various
databases. The capture of so many fingerprints is a very time-consuming operation. It might seem like
that when the database is finished, it can be used everywhere and everything is solved, but that is not
true. And that is because fingerprints are considered as personal data and as such they are protected by
various laws. The details of these laws can differ from country to country, so generally it can be said
that usage of these databases is difficult. [1]

If only there would be a way to get huge databases without these legal concerns, with a lot of
challenging fingerprints, and so on. There is one possibility and that is a synthetic fingerprint database.
There are already ways to generate a synthetic fingerprint. It is not connected to any real person, thus
it is not protected by legislation. The only problem is that they are usually perfect or only slightly
damaged. What is needed is challenging fingerprints — damaged ones, and not only with some damage
but with a specific damage. The challenge for mobile usage is small sensors (small sensing area); for
security and access systems it could be skin disease. When someone has a skin disease that influences
the fingerprint, the situation can occur where this person cannot use the access system or cannot get
past the security. Fingerprint spoofing is also a problem for all applications. The potential damage done
by successful spoofing to break into a smartphone or a highly secure building is different, but it is the
same problem.

There are fingerprints that are not so common in the population and these should be in the
databases as well. The situation where some kind of fingerprint has not been tested because it just did
not appear in the database is unthinkable. This topic is closely related to the so-called Doddington's zoo
[2] [3], which stated that the difficulty of comparing two biometric traits is not the same. The fingerprint
on a user’s left thumb could be easy to compare and the fingerprint on the user’s right thumb could
wreak havoc for the algorithms. Synthetic database could be prepared so it only contains the worst from
the worst. This challenging database could be very beneficial for all types of testing. The usage of
synthetic databases is not constricted only to test the algorithms — they can also be used as an educational



tool. Police experts on dactyloscopy can learn what diseased fingerprints look like, developers of new
systems can see the most challenging fingerprints in advance, etc.

This work focuses on how to specifically damage the perfect synthetic fingerprint so it can be
used in these exemplary applications. The main aim is to describe the present technology in generating
synthetic fingerprints with an emphasis placed on the simulation of a damaged fingerprint and to design
and implement methods that take the perfect fingerprint and transform it into a more realistic damaged
representation. These methods take in the input from various types of sensors as well as other
phenomena in order to simulate a very specific damage done to a real fingerprint when it is acquired.
This way it cannot only simulate a specific damage but also generate a fingerprint exposed to different
environments.

In the second chapter research goals of this work are described. The third chapter is dedicated to
the current state of the art. There is information about fingerprints, the process of fingerprint
acquirement, methods for generating synthetic fingerprints, and the phenomena influencing them. In
the fourth chapter there is the design and implementation of the SyFDaS application. Starting with the
theoretical Petri net background to the core design of the application, there are some basic touch-based
damages and database generation methods listed. The fifth chapter is dedicated to damage simulations
for swipe sensors. It shows the way in which the swipe sensor influences the phenomena created for
touch sensors and describes new phenomena that are specific only to swipe sensors. Methods for
implementation of these phenomena are included as well as examples and their evaluation. This chapter
also includes an extensive introduction of evaluation methods. In the sixth chapter, skin diseases that
influence fingerprints are described. This chapter also contains information about the simulations of
some diseases and their examples and evaluations. The seventh chapter is an introduction to other
potential damages. The last chapter is the conclusion, which sums up all essential information.



2 Research Goals

There are three main innovative goals of my research:

(i)

(i)

(iif)

Theoretical analysis of swipe fingerprint sensor effects on fingerprint acquisition and
simulation of these effects on synthetic fingerprints. This approach will uniquely simulate
fingerprint images from swipe fingerprint sensors — this simulation will consist of the
following damages (for more details see Chapter 5):

Narrowing of the fingerprint.

Skin distortion in swipe mode.

Pressure and moisture in swipe mode.

A physically damaged finger and sensor in the swipe mode.

Narrowing of the fingerprint in swipe mode.

AnaIyS|s of skin disease effects on fingerprint images. Sophisticated simulation of the
chosen skin diseases on synthetic fingerprints, consisting of (for more details see
Chapter 6):

a. Simulation of warts.

b. Simulation of atopic dermatitis.

c. Simulation of psoriasis.

Analysis of other chosen factors which could have significant impact on the fingerprints
(for more details see Chapter 7):

a. Effects of produced fingerprint spoofs from various materials.

b. Effects of lotion and detergent.

® o0 T

The theoretical model for the damage simulator (and generator) is the first part of the work. This
model is based on Petri nets. Afterwards, available databases (our own DBs in the team STRaDe and
DBs available online) of specifically damaged fingerprint have been analysed. After that theoretical
models with mathematical background have been prepared. Based on these models, simulations
mentioned in (i) and (ii) have been implemented. Simulations have been verified by several methods:
(i) if it is possible, by visual comparison of a fingerprint — with and without this specific type of
distortion, (ii) using the NFIQ standard, VeriFinger fingerprint recognition software, and experimental
new algorithm, (iii) if it is possible, by comparison performed by expert. Quality estimation of damaged
and undamaged fingerprints have been calculated. Comparison scores based on verification of perfect
and damaged fingerprint have been also determined. A large-scale database with specifically damaged
synthetic fingerprints has been generated.



3 State of the Art Fingerprint Technology

This chapter describes the general information needed to understand the rest of the work that was done
in this research. The main goal of this thesis is closely related to the fingerprints used in biometrics,
thus the basic knowledge of biometrics with an emphasis on fingerprints and methods to acquiring them
is covered. An integral part is also the way the recognition of fingerprints works, i.e. the processes that
are necessary to acquire a fingerprint. All terms related to biometrics are consulted with [4]. [1]

3.1 Fingerprints

This work is mainly focused on fingerprints, therefore, this subchapter studies them in more detail. The
fingerprint, since 1880, is one of the biometric characteristics that has been used to identify people.
Almost a hundred years earlier, it was already known that fingerprints are unique. Francis Galton
counted the likelihood of two fingerprints being the same as 1 in 64 billion. That is one of the reasons
why it is one of the most basic and widespread biometric characteristics that can be seen in everyday
life. In comparison with other biometric characteristics, its main advantages are its uniqueness,
permanence, performance, circumvention, and price. It is pretty decent in other properties as well, but
there are better characteristics for that (e.g. retina, DNA). [1] [5]

3.1.1 Ridges (Papillary Lines)

A fingerprint is created by capturing ridges (papillary lines)*, [5] [6] [7] [8] which are protrusions in
the internal side of hands (and feet as well). In Figure 3.1 the structure of the top side of the skin can be
seen. In the epidermis portion, some types of minutiae and sweat pores are shown, which are described
in Subchapter 3.1.2. The curvatures of the ridges are formed in the deeper layer — the dermis. The real
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Figure 3.1: Skin Structure (taken and modified from [5]).

! According to Harmonized Biometric Vocabulary (http://www.christoph-busch.de/standards.html)



ridges in the epidermis, which can be seen and captured as a fingerprint, are just a projection from the
deeper layer (for example, wrinkles are formed in the same layer). This means that one cannot alter or
delete the fingerprint by damaging the epidermis, for instance by a burn, abrasion, or cut. If damage
like that is done, it will regenerate with the growth of skin in the surface of the finger. The only way to
change ridges is by damaging the dermis. This will permanently alter that part of the ridges, thus
creating new unique pattern. [1] [3] [5] [7]1 [9] [10] [11] [12] [13] [14] [15]

3.1.2 Classification of Fingerprints

By simply comparing two images, the identification would be a difficult task, therefore fingerprints can
be divided into several particular classes. Using this classification system, it is possible to quickly reject
fingerprints from another class, which greatly accelerates the identification. IAFIS (Integrated
Automated Fingerprint Identification System), [16] uses the Henry's classification system [5], which
contains three classes. These are arch, loop, and whorl. Nowadays, extended versions, where these three
classes are split into more specific ones, are used. All these classes are not equally frequent in fingers.
[1] [51[8] [9] [17]

To understand how these classes can be distinguished, it is necessary to define some objects of
interest. The first of them is delta [5] [6]. It is a place where ridges run in three different directions; it
forms a triangular shape. The second of them is core [5] [6]. Core is the centre of the fingerprint and it
can be found in the innermost loop or in the middle of the spiral in the whorl class. All classes differ in
the quantity of cores and deltas or in the direction of the cores. [1] [5] [6] [8] [9] [18]

Classes alone are not sufficient enough to identify a person. The characteristic that is detailed
enough to distinguish every finger in the world is the fingerprint minutia. Minutia [5] is a special
formation created by ridges. In dactyloscopy huge amounts of these formations are distinguished. Each
type of minutia has a different likelihood of appearance in the fingerprint. In automated processing only
two basic types of minutiae are recognized: ridge ending and bifurcation. [1] [5] [8] [9] [19]

3.2 Fingerprint Acquirement

Nowadays, when fingerprint recognition technology is used, regardless of the precise usage (i.e.
verification or identification) the first thing to do is to get a fingerprint from the finger to the computer.
There are several methods of obtaining a digitalized fingerprint. The traditional dactyloscopic card,
where the fingerprint is obtained by moistening the fingertip in ink or a chemical substance (clean
fingerprinting), can be scanned. This method leaves fingers dirty and there is no certainty of making a
good fingerprint. It is better to have fingers scanned directly into the computer. The principle of these
direct methods can be found in the following subchapters. [1] [5] [7]

Fingerprint capturing sensors are divided into three main categories. They are swipe, contactless,
and touch (or area) sensors. When using touch sensors the finger is placed on the sensor area and left
there for a few seconds without moving it. These sensors are very easy to use, even for inexperienced
users. The only thing that could go wrong is a bad rotation or position of the finger. A bad rotation often
occurs when the thumb is being scanned (20° is usually enough for matching algorithms to stop



working). People with longer fingers frequently do not properly estimate the sensor’s area, and then the
core of the fingerprint is not scanned or appears in the edge of the scan, which is not an optimal position
for many matching algorithms. The biggest disadvantage of touch sensors is that latent fingerprints can
remain on them. Some technologies can get tricked by the reactivation of the last finger from a latent
fingerprint. In this matter, a related problem is that the sensor gets dirty with each scan and must be
cleaned, depending on the frequency of scanning. Dirty sensors produce dirty fingerprints, which can
result in a higher false rejection rate [7]. A good sensor should also have an area large enough to fit
everyone's finger. However, a larger area usually means a higher cost. [1] [7]

Swipe sensors are usually a little bit wider than a finger, but their height is only several
millimetres. When using swipe sensors, the finger is swiped vertically over the sensing area. The sensor
will then reconstruct the fingerprint from each smaller part captured when the finger was swiped. The
advantage of this type of sensor is its lower cost, because of the much smaller area. Also, there is no
latent fingerprint available (only the last part of it) and finger movement basically cleans the sensor
each time it is used. The rotation of the fingerprint, thanks to the vertical movement, is almost non-
existent. On the other hand, the sensor is harder to use. There are many things that can go wrong when
swiping a finger. The exact speed, position, and steadiness of the movement have to be maintained. In
case of the wrong speed or unsteadiness of the finger movement, the final image is discontinuous or
unrealistically long. In addition, when the finger is in the wrong position, the final image is simply only
half of a fingerprint. The sensor must be able to scan very quickly to permit a suitable swiping speed.
The image reconstruction is time-consuming and it is also a source of inaccuracy and errors in the final
image. The first swiping sensor was used with thermal technology, but nowadays the most widely used
technology is capacitive or RF capacitive. [1] [7] [20] [21] [22] [23] [24] [25] [26]

The last type of sensor is a contactless one. These sensors scan ridges even without a finger
touching the sensor. Usually they work in a similar way to touch sensors. Because of that, there are no
worries of a latent fingerprint, dirt on the sensor, or a bad speed or unsteadiness of the fingerprint
movement. On the other hand, the device is usually placed around the whole finger, which implies a
higher cost and a lower acceptability. The only thing that is needed is the right position of the finger in
the device.

In Figure 3.2 an overview of fingerprint recognition process can be seen. First, a digitalized
image of a fingerprint is needed. Nowadays, sensors tend to have liveness detection (anti-spoofing) as
a part of the scanning process. The next phase is the enhancement of image quality. This phase can be
divided into smaller ones — the orientation field estimation for each point, the estimation of the block
orientation field, and then the final mapping on the original image. Using this information, the image
is then enhanced. In this step many various methods can be applied on the image. The next step is
binarization. It is usually done by some thresholding method, e.g. by regional average thresholding or
by adaptive thresholding. At the end of this step is a binary image, where ridges are black and valleys
white. The following process is minutiae detection, and for this purpose only ridges are needed. So in
this step the ridges are thinned to be only one pixel wide. The last phase is minutiae detection and
extraction. After that, different approaches for recognition could be used; for example, global and local
minutia alignment, minutia cylinder-code, etc. [27]. [1] [5] [7] [8] [12]



Fingerprint Fingerprint image Thresholding
acquirement enhancement (binarization)

Ridges thinning Minutiae extraction

Figure 3.2: An overview of fingerprint recognition process (taken and modified from [17]).

3.3 Methods for Generating Synthetic Fingerprints

Synthetic fingerprint generation is an inverse biometrics problem [28]. According to input variables, it
is essentially the fingerprint recognition process (Subchapter 3.2) from the end to the start. Several
methods of how to generate a synthetic fingerprint can be found in [6] [9] [29] [30] [31] [32] [33], and
when these methods are thoroughly studied, one can find that they are all based on the same principle.
The method used by the SFinGe seems to be the oldest one and also the most commonly known, so it
will be described as a template for others. For example, very similar methods are used by Anguli, which
is an Indian Institute of Science fingerprint generator. [1] [14] [34]

The generating part ends with the so-called master fingerprint (a perfect fingerprint, equivalent
to the phase extracted lines from Figure 3.2). First, the fingerprint’s shape is determined The second
step is the directional field model. In this step the fingerprint class is chosen together with the position
of cores and deltas. The third step creates a density map. The last step is ridge pattern generation. This
phase uses all previous steps along with some initial seeds. Iteratively, the image with the initial seeds
is refined with the Gabor filter. Minutiae are automatically generated at random places with random
types. After that phase, the master fingerprint is finished. [1] [9] [14] [29] [30] [34] [35]

As can be seen, the SFinGe generating process is not exactly an inverted recognition process. If
this process is strictly followed, so-called fingerprint reconstruction is then performed. These are
methods that focus on the creation of a whole fingerprint from only the minutiae saved as a template in
fingerprint recognition [36] [37]. Another method lies between these two. It states that fingerprint
features are dependent on each other [29]. This method firstly determines singular points, after that it
is the orientation field, and finally the minutiae. Each step is dependent on the previous one. After all
of the steps are completed, the master fingerprint is made with the use of the AM-FM (amplitude
modulation, frequency modulation) method. The last described method (from SyFDaS generator) uses
minutiae as an input. The creation of a whole fingerprint is based on only these minutiae. Note that
instead of the initial seeds, this method uses minutiae as these seeds and the generation starts with them,
so precisely defined minutiae do not change in the generation process. [1] [9] [14] [29] [32] [34]



3.4 Phenomena Influencing a Fingerprint

Information in this subchapter is needed in order to fully revert from the master fingerprint to a realistic
looking. There are three main groups of phenomena that can damage the quality of a fingerprint. They
are finger condition, sensor condition, and environment. Almost all fingerprint scanners are influenced
by dirt on the finger, be it a small particle, a few grains of dust, or simply an oily finger. Conductive
materials and liquids are usually the most problematic types of dirt. The dry or moist finger is one of
the most typical cases of damage done to a fingerprint. Whether it is because the users wash their hands,
if they are nervous and their fingers are sweating, or if they have very dry hands and lotion was applied.
The physical damage of a finger, such as cuts or abrasions, is obviously damaging to a fingerprint.
There is a combination of physical damage and non-cooperative behaviour, which is often called
altered fingerprints [38] [39] [40]. This category includes surgeries that alter or replace ridges,
intentional cuts, mutilation by acid, attempts to change fingerprint class, or scorching. There are
numerous skin diseases [10], but it is hard to tell how many people are affected by these. Skin diseases
are explained further in Chapter 6. Pressure can turn the fingerprint into a big black oval. The change
of pressure, a very big or a very low pressure, is also considered to be part of the next category: non-
cooperative behaviour. All these activities lead to very thick, thin, or blurred images. The non-
cooperative behaviour of the user is typical when the user exerts unexpected pressure, moves when
the device is scanning, or places the finger in the wrong place or with a wrong rotation. The contact
region is a phenomenon which occurs when the user presents their finger to a sensor in such way that
only a part of it can be acquired. [1] [7] [8] [13] [14] [15] [34] [38] [39] [40] [41] [42] [43]

Another group of factors affecting the fingerprint images are those connected to the sensor. Dirt
on the surface has the same effect as dirt on the finger. Apart from fingers, there are other things that
can pollute sensor area: metallic dust, wooden dust, earth dust, fine sand, or excrement (in outdoor use).
The latent fingerprint is closely related to the previous topic. In some way it is a type of dirt on the
surface of the sensor. Physical damage is an extreme but possible influencing factor of the resulting
fingerprint. Sensor technology itself has a large impact on how the fingerprint looks (there are a lot of
things that could go wrong [44]). For instance, some technologies like ultrasonic or optical tomography
can access an image from a deeper level of skin and the resulting image is then shown without shallow
scars. [1] [7] [8] [13] [14] [15] [34] [41] [42] [43]

The last category of influencing factors are those that can be found in the surrounding
environment. Vibration in some degree is not a problem, but when the vibrations have a high amplitude
they can unfasten some internal components, causing the device to break down. Sometimes they can
also slightly change the position of a finger. This movement, as it was described in the user influencing
factors, can blur the fingerprint. The temperature can be different for the sensor, the finger, and the
environment. Taking into account extreme temperatures, it is possible to have very dry or very moist
fingers which can affect the resulting image. Surrounding light only affects optical and electro-optical
technologies because they have a light-sensing unit. Electro-magnetic radiation is an influencing
factor that affects every technology. The device as a whole can be influenced by electro-magnetic
radiation. Some devices will, for example, create a blurred image. [1] [7] [8] [13] [14] [15] [34] [41]
[42] [43]



4 SyFDaS — Synthetic Fingerprint

Damage Simulator

When designing an application for damaging synthetic fingerprints, it was determined to first create a
simulation of this application using P/T Petri nets. This simulation is called Fingerprint Generation Petri
Net (FGN). After that, the application is described; the primary focus is laid upon the core design and
graphical user interface. In this chapter, the enhancement of the generator is described. The biggest
portion of this chapter is dedicated to touch-based damages. Lastly, database generation options are
discussed.

4.1 Fingerprint Generation Petri Net

Petri nets [45] are specific modelling techniques. They can be defined either by graphs or by a purely
mathematical notation. The graphic notation is usually easily understandable, while the mathematical
one can be used for various analyses and proofs. Petri nets are primarily used in distributed and discrete
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systems. The goal of this subchapter is to create a Petri net that will simulate the generation of a
synthetic fingerprint. It is important to know that the Petri net only simulates the fingerprint generation
process. It is advantageous to use them as a clear way of showing all of the possibilities in synthetic
fingerprint damage simulation. They can also be used to show specific scenarios. To make Petri net
creation clearer, the generation process will be divided into four distinct parts. The first part is the
master fingerprint generation, the second part simulates the state of the environment, the third part
simulates the user and finger condition with the respective fingerprint damage, and the last part
simulates the sensor conditions that affect the fingerprint (as can be seen in Figure 4.1). [34]

4.2 SyFDaS Core Design

Following the simulation in Subchapter 4.1, the application can be divided into two parts. The first part
creates the synthetic fingerprint, and the second part takes care of all damage simulations. For the
purpose of fingerprint generation, the base generator (Chaloupka's fingerprint generator) from [9] is
used. This generator is using minutiae as an input (as covered in Subchapter 3.3). Unfortunately, it was
hard to create realistic looking fingerprints because of that. Too often the orientation field was not from
one of the fingerprint classes, which had a great impact on the look of the generated image. It was
decided to add the desired fingerprint class as one of the inputs for the generator. The methodology of
generation had to be preserved — the main inputs should be defined as minutiae. The original algorithm
started with an orientation field at 0° in point of the field, after that it was changed based on the given
minutiae. The new version changes this part of the algorithm. If a fingerprint class is given an
orientation field, it is first processed by the field generation for that particular class. By setting the filter,
orientation (with fingerprint class), mask, and density in their respective parts of the GUI, the generation
is prepared. Consequently, all possible damage simulations must be held in one clean interface. To do
that, it is essential to use the modular approach on this interface. The information about a sensor, a type
of sensor, damage and all the controls related to it has to be easily accessible. [1]

4.2.1 Damaged Sensor

There are databases (specifically with optical sensors) where this type of damage is clearly shown. It is
a thin black line usually connected to the edge of the acquired fingerprint. This line corresponds with
the crack on the protective glass. In extreme cases there could be a web of broken glass instead of one
crack. Some types of dirt on the sensor look like this crack. For example, an eyelash of straight hair
leaves the same trace on the acquired fingerprint. This phenomenon was also listed in Subchapter 3.4.
It is simulated by simply drawing a line in the desired area on the fingerprint. [1]

4,22 Pressure and Moisture

When it comes to applying intentional damage to the fingerprint, too much pressure is the first thing
that comes to mind. Similarly, as in the simulation of a damaged sensor, moisture influences the final
image in the same way as pressure. Both dampness and pressure increase the thickness and the contrast
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of the ridges. The more pressure the user applies or the damper their finger is, the thicker the lines are.
In extreme cases almost no lines are visible on the fingerprint, because the fingerprint is either entirely
black or white. This factor was also mentioned in Subchapter 3.4. Morphological operations of erosion
and dilation [46] will be used to simulate these effects. [1]

4.2.3 Fingerprint Distortion

Fingerprint distortion is typically done unintentionally. It is created due to skin deformation and the
non-orthogonal finger pressure to the sensor. In fact, every little finger movement when touching the
sensor glass creates this distortion. To make a non-distorted image the major focus would have to be
on not moving the finger and on applying the pressure exactly orthogonally. Even this might not be
enough, because two-dimensional images are created out of a three-dimensional finger, so the skin is
stretching and compressing and thus creating distortion. In Subchapter 3.4 the non-cooperative
behaviour of the user is described. The same distortion model as in SFinGe will be used to simulate this
distortion. In [47] a model was designed and also verified. The model divides the fingerprint into three
areas. The internal area where the finger is pushed so hard that the skin cannot be deformed. The second
is the external area where the pressure is so low that the skin is maximally distorted. And the third area
is the transition area, which combines the two previous areas. [1]

4.2.4 Database Generation

In addition to a single image processing it is often required to have a possibility to create a database (or
a batch) from several images. Massive processing is one of the biggest advantages of synthetic
fingerprints. The preparation of damage could be time-consuming (especially for swipe sensors)
because there has to be a way to save the damage. All input data (sensor information, damage
information, etc.) is saved. Often it is interesting to combine damages. For this, there is the full
combination setting. This means that all damages will be combined to all damages. If one image is
taken then all one damage combinations are done to it, all two damages combinations, etc.

If the full combinations of given damages are done then it could be problematic if the same type
of damage cannot be applied to the same image, i.e., it makes no sense that the image would be distorted
in two different ways at the same time. That is the reason for the restricted combination setting. This
setting allows only one of each damage type in each combination.

When discussing possible damage combinations, fingerprint sensors could be damaged in two
places at once. In that case the image should be damaged by two damages of the same type. Without
explicit semantics of the combinations of all damage types, there is no general solution to this problem.
Because of that, the last level of combinations was introduced — it is no combination. Using this, all
damages that are loaded will be made in that order to all images. In this setting all images only have
one damage impression.
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5 Swipe Sensor Damage Simulation

This chapter is focused on altering existing synthetic fingerprints in the master fingerprint phase to a
synthetic fingerprint that will look like a real fingerprint created by a swipe fingerprint sensor. At the
moment, there is no conclusive research on sensor specific variations of synthetic fingerprints. The only
efforts made in this area were some projects that tried to create a sensor specific background. A
description of swipe sensors could be found in Subchapter 3.2. The primary point is that the image
acquired by swipe sensors is a combination of several smaller images. These smaller images are from
different parts of the finger which is doing a swipe motion over the sensor unit. The reconstruction
algorithm [20] [21] [22] [23] [24] [25] [48] then merges these images into one final image.

5.1 Damage Analysis

The complexity of fingerprint acquirement using a swipe sensor is reflected in determining the new
influential factors for this type of sensor, and a skilled and trained user is capable of creating high-
quality results with it. That is because a reconstruction algorithm, which is merging individual acquired
images, can repair some damages done by the user. On the other hand, unskilled users can in the same
way create more damages because of bad cooperation between them and the algorithm. It was found
that it is possible to simulate a swipe sensor similar to the touch sensors. The main difference is that
each factor can appear in each small image, which are later merged to the final acquired image.
Influential factors can be divided into two groups: the first one with the factors that are altering damages
common with the touch sensors, and the second group with factors that are completely new in swipe
sensor usage. The first group contains already known damages like pressure, contact region, and skin
distortion used in swipe mode (see Subchapter 5.2). In the second group, this work focuses only on
narrowing the fingerprint image. Successful simulation of these factors leads to creating a fingerprint
which will be close to a fingerprint taken from the swipe sensor.

5.2 Swipe Mode

This group focuses on the already created touch fingerprint damages, however, those are used in a swipe
mode. Swipe mode is basically the recreation of a reconstruction algorithm. The algorithm works in
this way: the sensor usually acquires a short and wide part of fingerprint (based on the size of sensing
unit). This small image is called a slice. By swipe motions, the sensor gets a lot of slices and it stores
them in the order of their acquirement. Its responsibility is to reconstruct the fingerprint image based
on correlation, the swipe speed, and the known parameters of sensing unit (as can be seen on
Figure 5.1). Synthetic fingerprints are generated without slices. It is necessary to take steps in the
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inverse order. Synthetic images will be divided into slices. Each of them will be treated as an
independent image. After that, all slices will be merged together.

An important issue is how the input data will be transferred to these slices. There are several
solutions. Fully-automatic settings will be defined by the first (seed) settings as well as some optional
information about the trend of the values. Semi-automatic settings will be defined by the input data
spread out on a set of slices. Manual settings will be defined by providing input data for each slice.
Manual settings will be used in this work.

Generally, there are only a few boundaries regarding how many slices there are in one image.
It is dependent on user swipe speed and sensing unit height. This general swipe mode would be difficult
to use, and the user would have to pay attention if another slice is a few pixels away or shifted to the
right or really far down. For that reason, swipe mode is simplified. Slices are uniformly distributed in
the image, and they are not moved in horizontal axis. After this simplification, the variables needed for
this swipe mode can be defined. Primarily, it is the height and overlap of the slices. After knowing all
this information, the image can be easily divided into slices. All of them are damaged independently.
Now all there is left to do is to merge all of the damaged slices together to one image.
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Figure 5.1: Example of assembled slices to create a fingerprint (taken from [43])

5.3 Damages Exclusive to Swipe Sensors

This category describes the damages that are typical for swipe sensors. Of course, with some extra effort
and non-cooperative behaviour some of these damages can be replicated on touch sensors. Further
restriction is that damages in this category are not altered touch damages — these will be described in
Subchapter 5.2. The most important damage is the narrow sensor. The greatest advantage of this
technology is its price. To further leverage this advantage, the sensing unit is not only short, but also
narrow. Only a portion of the width of the finger is scanned. If the finger is swiped askew then the
behaviour is dependent on the reconstruction algorithms. Some of them are able to detect this anomaly
and move the next slice down and to the side (so translation in x and y axis). This results in images that
have higher widths than the sensing unit. Closely connected to the movement and unskilled user is the
acquirement of another phalange. Acquired images often start in the middle of the fingerprint and
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continue over the joint as the user is trying to make a long swipe. This is a very special type of
“damage”. To simulate this, it is needed to add a ridge line print from the inner side of the joint and the
second phalanx. When prolonging a synthetic fingerprint image, one can rely on the fact that the next
phalange of the finger usually has a very flat arch class. Faults or exploitation of reconstruction
algorithm is heavily dependent on the specific implementation and properties of the algorithm used
inside of sensor. Whenever the motion of capture is done slow at the start and then swiftly accelerates,
it is possible to also create unrealistically long images or ridges. The last damage to be discussed is
motion blur. Damage can be often seen on the edges of the fingerprint. Motion blur can be caused by
changing skin distortion or movement (translation, rotation) of the finger during the swipe, causing
problems with the reconstruction algorithm. On the other hand, it could be caused by a fall of precision
when a finger is getting out of range on the edge of the sensing area.

5.3.1 Narrow Sensor

This subchapter describes the implementation of damage done by the narrow sensor. The most
important part is to determine how much the image should be narrowed (narrow cut). There is a small
overlap between the clear image and the blank space where the sensor cannot take an image. Width of
the overlap is the next input to this damage simulation (smooth width). The last piece of information is
the position of the centre of the sensor (central width). Figure 5.2 shows how the fingerprint will be
narrowed along with the resulting image.

Figure 5.2: Narrow sensor simulation (before damage, preview and after applying the damage).

5.4 Examples of Damages

As stated in Subchapter 5.3, swipe sensors are usually narrow. On the contrary, synthetic fingerprints
are usually generated as undamaged live prints (oval shaped) [32]. To create realistic-looking
fingerprints it is better to have them narrowed. For that, a narrow sensor touch-based damage is used.

Pressure and moisture damage is one of the easiest to see. In addition, a change of pressure is
very frequent in a swipe motion. There are a lot of combinations of greater or lower pressures in the
database. In the end, these seven were chosen. All low (pm0) Figure 5.3bc, Extreme (pml)
Figure 5.3de, High to normal (pm2) Figure 5.3fg, Low to high to low (pm3) Figure 5.4ab, Normal
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to low (pm4) Figure 5.4cd, Recurrent normal to low (pmb5) Figure 5.4ef, Slowly high to low (pm6)
Figure 5.4gh.

Figure 5.4: Examples of pressure damage images 2 (a, c, e, g —real, b, d, f, h — damaged).

Usage of the narrow sensor in swipe mode can simulate different contact regions. The exact
results of contact region damage in swipe sensors are dependent on the used reconstruction algorithm.
In this case (same as in the acquired database), fixed sensing region is assumed. Wrong (not complete)
contact regions are in a high percentage of images. The use of non-traditional fingers in databases leads
to a lot of these damages. These are often made by the little finger or thumb. In the end, 11 damages
were chosen. All sideways sharp (narr0) Figure 5.5bc, All sideways steady (narrl) Figure 5.5de,
Cutdown (narr2) Figure 5.5fg, One side (narr3) Figure 5.6ab, Side zigzags (narr4) Figure 5.6cd,
Tip bottom jumpy (narr5) Figure 5.6ef, Tip bottom one side (harr6) Figure 5.6gh, Tip bottom
standard (narr7) Figure 5.7ab, Tip both sides (narr8) Figure5.7cd, Tip top round (narr9)
Figure 5.7ef, Tip top sharp (narrl10) Figure 5.7gh.

Swipe sensors are more resistant to damage. Based on the previous damages and the
simplification of fixed sensing, region expected behaviour can be simulated. Two types of damage were
chosen for this simulation. This damage is the one which has the same settings for all slices. If the
sensor is damaged it will be in all slices and in the same place. Long, narrow (dmg0) Figure 5.8b,
Long, wide (dmg0) Figure 5.8c, Short, narrow (dmg1l) Figure 5.8d, Short, wide (dmg1l) Figure 5.8e.
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Figure 5.7: Examples of narrow damage 3 (a, c, e, g — real images, b, d, f, h — damaged impressions).

The final example is using skin distortion. This damage is probably the worst to correctly
simulate. It is certain that skin has to be distorted when doing the swipe motion. Distortions are also
hard to see in real images. On the other hand, if the finger is moving sideways or too fast, for example,
there has to be distortion and it can be seen as motion blur. That is because the correlation part of the
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Figure 5.8: Examples of damaged sensor images (a — original, b, ¢, d, e — damaged impressions).
reconstruction algorithm finds non-distorted parts which are consistent with previous slices as well as
the distorted parts which are not. Some mistakes or inaccuracies will be surely made when this happens.
Distortion could also mean that part of the skin is not touching the sensing area, thereby creating contact
region damage. The chosen examples are a little extreme. On the other hand, they can be easily seen
and the motion blur (with translation or rotation) is obvious in each example. Real images with motion
blur and other damages can be seen in Figure 5.9efg. Extreme (disO) Figure 5.9b, Move X (disl)
Figure 5.9¢c, Move Y (dis2) Figure 5.9d.

Figure 5.9: Examples of skin distortion damage (a — original, b, ¢, d — damaged, e, f, g — real).

5.5 Evaluation

The first part of the evaluation can be found in the previous subchapters. It was done by describing the
solution and its similarities with real applications and also by comparing damaged images with real
ones. However, in order to quantify how much damage was done to the synthetic fingerprints, it is
necessary to find out the quality of them. Several methods for quality determination are used. Even

18



before that, however, it is necessary to present the testing database. All available synthetic generators
were used to generate testing databases. This database has 150 synthetic images: 60 from SFinGe [30],
60 from Anguli [31], and 30 from SyFDaS. Fingerprints were used in the state of master fingerprint.

Quality measurement is the second step of verifying the results. The premise is simple; damaged
fingerprints should be of lower quality than original images. Three different measurement methods are
used here. The first one is the NEUROtechnology VeriFinger — it is commercial software used primarily
for fingerprint recognition, however, a part of the algorithm quality is also determined. This quality
measurement and comparison score are used. The second method is from the National Institute of
Standards and Technology (NIST) called NFIQ (NIST Fingerprint Image Quality). This algorithm is
the only standard used for quality measurement. The last method used is the algorithm of quality
measurement designed by Mr. Oravec [49].

Evaluation is structured to all basic options (as described in Subchapter 5.4.) and then to
extreme damages (the most damaging combinations of basic options). There are graphs that show the
minimal value for all fingerprint images, the maximal value (red dots), and the median (shown as black
dash). It is important to note that damage which has the worst score (closer to minimal quality) has
done a higher damage to an image, thus is treated as the best damage.

Example images and more information about pressure and moisture damages can be found in
Subchapter 5.4. Figure 5.10 shows results in the comparison score. An enormous gap between no
damage and damaged images can be seen. The lowest values for the median are practically the same
for pmO (all low), pm1 (extreme), and pm3 (low to high to low) — the exact numbers being 1005.5, 1009,
and 1007.5, respectively. By the minimal score values it can be declared that pm1 is the best in this
metric. Both damages with high pressure (pm2 — high to low and pm6 — slowly high to low) have shown
bad results in the comparison score. Generally, the best results are achieved by pmO (all low), pm1l
(extreme), and pm2 (high to low). For most of the metrics, there is a substantial difference between no
damage and damaged images, which is another proof of verification.

VeriFinger's Comparison Score in Pressure and Moisture Damage
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Figure 5.10: Graph of VeriFinger’s comparison score in pressure and moisture damage (narrow).
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Example images and more information about sensor damage and skin distortion can be found
in Subchapter 5.4. Similar to previous subchapters, the focus is on the best damage. In Figure 5.11
VeriFinger’s comparison score (with the exception of no damage) sorted damages from the best to the
worst (from left to right). DisO (extreme) shows all basic damages with the worst results. The clear
winner of the best damage in this category is the disO (extreme). Since this distortion was prepared as
extreme, this result is not a big surprise. On the other hand, pressure damage and the edge parts of
distortion look similar. This suggests that it is the rotation of minutiae points, which made this damage
so much worse. From the damaged sensor category, the better one would probably be dmg0 (long), but
only narrowly. To sum up, all damages have lower results than the images without damage. It is close
in some metrics, but the difference is there.

Narrow damage is very interesting to examine. Deleting part of the image means deleting
some of the minutiae points, which should immediately result in a worse quality score. There are 11
basic damages in this category, which means that there are two graphs (part 1 and 2) instead of only
one. Nevertheless, graphs are shown one after another and the results are discussed together. Images
and more information about specific damages are in Subchapter 5.4. The best damages by the
comparison score (Figure 5.12 and Figure 5.13) are narr4 (side zigzags), narr? (tip bottom standard),
and narrl (all sideways steady) in this order. Narr4 has the lowest median score (barely), narr7 has the
lowest minimal score, and narrl is very close to these values. There are not any damages that would be
better than the no damage. This is probably because in the comparison score information about the
missing minutiae points in the edges of the damaged images is available. Thus, this small area reduction
is influencing the score. Narr4 is the only damage that could directly damage the fingerprint core. That
is a crucial point not only because of its importance for fingerprint classification, but also because there
is usually the highest density of minutiae points. Narrl presumably has the biggest area cut, but that is
heavily dependent on the exact location of the fingerprint.
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Figure 5.11: Graph of VeriFinger’s comparison score in distortion and damaged sensor (narrow).
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VeriFinger's Comparison Score in Narrow Damage Part 1
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Figure 5.12: Graph of VeriFinger’s comparison score in narrow damage — part 1 (harrow).

VeriFinger's Comparison Score in Narrow Damage Part 2
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Figure 5.13: Graph of VeriFinger’s comparison score in narrow damage — part 2 (narrow).

The database generated for the evaluation was composed of basic damages and also from the
combinations of these damages (extreme damages). Restricted combination settings were used (for
more information see Subchapter 4.2.4). This resulted in 1,152 combinations. From Subchapter 5.5 it
is known that there were 150 source images in the database. 150 image — each has 1,152 impressions,
which gives 172,800 images in total. This subchapter picks the seven best damage combinations to
evaluate. Pm2 disO narr4 dmgl Figure 5.14b, Pm2 disO narr4 dmg0 Figure 5.14c, Pm2 disO narrl
dmgl Figure 5.14d, Pm1 disO narr4 dmgl Figure 5.14e, Pm2 disO narr5 dmgO0 Figure 5.14f, Pm2
dis0 narr8 dmg0 Figure 5.14g, Pm2 disO narrl dmg0: Figure 5.14h.
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The top 3 in the comparison score (Figure 5.15) are “pm2 disO narr4 dmg0” followed by “pm2
disO narr4 dmgl” and “pml disO narr4 dmgl”. Based on the occurrences of damages in the chosen
combinations it is certain that disO is the most important (it appears in all combinations); the second in
that regard is pm2 (in all but one). On the contrary, dmg0 and dmg1 are doing some damage, but because
they are evenly spread they are not so important. In the case of a narrow category, it could be said that
narr4 and narrl are better than others, but perhaps not so much. Basically, if the best of the individual
damages are combined they create one of the most damaging combinations. There are, of course,
different weights for each damage category. Some damages which were not so good individually could
excel in combinations, but there is no specific combination that would cooperate so well to make the
result vastly better then looking at parts of that combination.

a) b) c) d) e) f) 9) h)
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Figure 5.14: Examples of extreme damages in narrow width images.
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Figure 5.15: Graph of VeriFinger’s comparison score in extreme damages (narrow).
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6 Skin Disease Simulation

The skin is the largest organ in the body, having a surface area of 1.8 m? and making up to 12-15 % of
an adult’s total body weight. It consists of three layers (see Figure 3.1) [50]: the epidermis (the outer
layer), dermis (,,true skin) and subcutaneous (fatty) layer. Structure and thickness of the skin vary by
site (e.g. thick epidermis on palms and soles due to mechanical protection — up to 1.4 mm). The first
category of diseases that influence fingerprints are diseases causing histopathological changes of the
epidermis and dermis. These diseases usually cause problems for all kinds of fingerprint sensors,
because they can influence either the colour or internal structure of the skin. The second group are
diseases that cause skin discoloration. These diseases may cause problems for optical fingerprint
sensors and also for sensors that use a fingerprint liveness detection checks based on the colour or
spectral analysis of the human skin [13]. The third and final category consists of diseases that cause
histopathological changes in the junction of the epidermis and dermis. These diseases could cause
structure changes underneath the skin in the junction between the dermis and epidermis —i.e. in the area
from which ultrasonic fingerprint sensors acquire fingerprint pattern images. [10] [11] [14] [15] [43]

6.1 Database of Fingerprints with Skin Diseases

It is rather difficult to get a fingerprint database with skin-diseased users along with information about
their disease. The creation of this type of database is even harder because of the cooperation required
of technicians, medical doctors, and patients. On the other hand, there is no other reasonable method of
testing how recognition algorithms can cope with skin diseases. The workspace which was sent to
several institutions to acquire fingerprints contains a three-dimensional touchless and touch optical
sensor, a swipe and touch capacitive sensor, and a digital microscope. Some institutions also acquired
fingerprints using a dactyloscopic card. Each image in the database has anonymized information about
the patient, severity, and type of disease. [14] [15] [42] [43] [51] [52]

6.1.1 Database Analysis

The raw, diseased fingerprint database was first analysed in order to provide a solid foundation for
future research. For every disease, common signs among all fingerprint images affected by this disease
were found, and a general description of each disease and its influences were defined. By observing
and comparing the fingerprint images, 12 common features were defined and seven of them are local
features [51]: straight lines (SL), grid (G), small ridges disruptions (SRD), small “cheetah” spots (CS),
larger round/oblong spots (ROS), large irregular spots (IS) and dark places (DP). The other five are
global image patterns [51]: blurriness of (parts of) the image (B), significantly high contrast of the
image (HC), the entire fingerprint area affected (EA), total deformation of the fingerprint image (TD),
and significantly high-quality and healthy fingerprint (HQ). [43] [51] [53]
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6.2 Directly Simulated Diseases

To create the impression of fingerprints having a skin disease it is necessary to implement an algorithm
that is designed to damage the master fingerprint and make it look like the fingerprint from a diseased
finger. The first method is to base the algorithm on the findings from Subchapter 6.1.1. That means
simulating the seven local and five global markings that can be found on the diseased fingerprints. After
that, the damage done to a fingerprint with these markings is based on the probabilistic distribution
of markings in the specific diseases. The second method for creating algorithms that will damage the
fingerprints is based on study of the diseases one by one. By conducting a thorough analysis of a
specific type of damage a unique algorithm can be created. There could even be a few algorithms based
on, for example, disease severity. Sometimes the effects of diseases are difficult to generalize. In that
case, it might be enough to adapt damage from the existing fingerprint images to a synthetic one.
This subchapter focuses on the algorithms based on the second approach.

6.2.1 Verruca Vulgaris (Warts)

The first skin disease chosen for simulation are warts, specifically common warts (verruca vulgaris).
The disease is described in detail (adapted mainly from [54] [55] [56]). Warts are caused by the human
papillomavirus (HPV), which belongs to a group of papovaviruses. Common warts are the most-spread
variant of warts (affecting approximately 10 % of the population [57]) and usually cause frustration on
the part of the patient. Common warts are usually located on the hands, favouring the fingers and palms.
Lesions range in size from pinpoint to more than 1 cm, most averaging about 5 mm. They grow in size
for weeks to months and are usually present as elevated, rounded papules with a rough, greyish surface.
In some instances, a single wart (mother wart) appears and grows slowly for a long time, and then
suddenly many new warts erupt. The database contains fingerprint images acquired by various methods
and sensors. To study the possible differences between images acquired by different sensors, three
fingerprints of the same finger affected by warts have been chosen (see Figure 6.1). In Figure 6.1ab, it
can be seen that the wart is located just on top of the whorl. It is a white oval with an irregular border.
Inside the oval are black dots. The ridge structure is completely disrupted by the wart. However, the
ridge flow continues normally around the border of the wart. Figure 6.18c, acquired by the UPEK
sensor, cuts the wart out of the image completely. [10] [11] [55] [56] [58]

and c¢) UPEK Eikon I1.
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Based on the analysis of the existing fingerprints with warts, a design of a method of disease
simulation is proposed. The algorithm consists of the following steps:

1. Localise the fingerprint area in the image.
2. Determine the new wart size and locate its centre point on the fingerprint.
3. Draw the wart into an image buffer.
a. Create an empty image buffer.
Generate a number of small circles around the centre point of the wart.
Draw the generated circles into the buffer.
Draw dark dots inside the wart.
Determine the final colour of each wart pixel.
f.  Blur the wart in the buffer
4. Draw the wart from the image buffer into the fingerprint image.
5. Generate possible secondary warts.

® o0 o

Five different settings of warts were simulated. Real images of warts can be seen in Figure 6.1,
images with generated impressions in Figure 6.2. Small warts with no secondary warts (warts0)
Figure 6.2a, Small warts with up to two secondary warts (wartsl) Figure 6.2bc, Large warts with
no secondary warts (warts2) Figure 6.2d, Large warts with up to two secondary warts (warts3)
Figure 6.2ef, Extreme (warts4) Figure 6.2gh.

a) b) c) d)

Figure 6.2: Examples of warts damage (a) warts0, b) ¢) wartsl, d) warts2, e) f) warts3, g h) warts4).
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6.2.2 Atopic Dermatitis

The second chosen skin disease is atopic dermatitis (also known as atopic eczema). In the following
subchapters, this disease is described in detail with a focus on hand eczema (adapted from [54] [55]
[56]). Atopic dermatitis [54] is a chronic, inflammatory skin disease that is characterized by pruritus
and a chronic course of exacerbations and remissions. As in the case of wart-affected fingerprints, in
order to study the differences between the images acquired by different sensors, three fingerprint images
of the same finger have been selected (see Figure 6.3). [10] [11] [55] [56] [58] [59]

The comparison of the three images shows no significant difference in the quality among them.
Abnormal white lines can be seen on all three of them, as well as patches of light and dark colours.
Light patches are located mainly on the outer parts of the fingerprint, while dark areas are concentrated
mostly in the centre of the fingerprint. [55] [56]

dactyloscopic card, b) Sagem MSO 300 and c¢) UPEK Eikon I1.

Based on the analysis of existing fingerprints affected by atopic eczema, the design of a method
for generating similarly damaged synthetic fingerprint images is proposed in this section. The algorithm
consists of the following steps: [55]

1. Localise the fingerprint area on the image.
2. Create an empty image buffer.
3. Draw eczema patches into a buffer.
a. Determine the centre and size of the patch.
b. Draw the patch of the determined type (light or dark).
4. Determine the final colour of each pixel of the patches.
Blur the patches in the image buffer.
6. Draw eczema white lines into the buffer.
a. Determine the starting point, direction, and length of the line.
b. Generate line points in the given direction and length.
c. Interpolate the generated line points.
d. Draw the lines in the determined thickness.
7. Blur the lines in the image buffer.
8. Draw the buffer into the fingerprint image.

o
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Nine different settings of atopic dermatitis have been simulated. Few horizontal lines only
(eczem0) Figure 6.4a, A lot of horizontal lines only (eczeml) Figure 6.4b, Few vertical lines only
(eczem?2) Figure 6.4c, A lot of vertical lines only (eczem3) Figure 6.5a, Horizontal and vertical lines
only (eczem4) Figure 6.5b, Horizontal and vertical lines, half thickness (eczem5) Figure 6.5¢, Small

number of patches only (eczem6) Figure 6.6a, High number of patches only (eczem7) Figure 6.6b,
All factors together (eczem8) Figure 6.6¢.
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Figure 6.4: Examples of atopic dermatitis disease damage (a) eczem0, b) eczeml, ¢) eczem2).
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Figure 6.5: Examples of atopic dermatitis disease damage (a) eczem3, b) eczem4, ¢) eczem5)
b) c)

a)

Figure 6.6: Examples of atopic dermatitis disease damage (a) eczem6, b) eczem7, c) eczem8).
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6.3 Simulation Based on Learning from Diseased

Images

As stated in Subchapter 6.2, some diseases are hard to describe and have very different effects based
on disease severity. It would be obvious to use some neural network or machine-learning methods for
their simulation. On the other hand, as stated in Subchapter 6.1, it is really difficult to get diseased
fingerprint images. The database used is not big enough to utilize these kinds of methods (e.g. deep
neural networks). Nevertheless, the core idea of these methods could still be used.

6.3.1 Psoriasis

To test this concept, psoriasis was chosen as a sample disease. It is the second most frequent disease in
the database. Also, it is one of the most frequent skin diseases. Around 2-3 % of the population suffers
from this disease. Psoriasis is caused by a failure of the immune system. It is too active, so skin cells
are created not in 28-30 days, but in three to four days. The body is not prepared for such an influx of
cells, so the old cells are accumulated on the skin’s surface as a result. ltchy, silver flakes known as
plaque are created. The more severe the disease is, the more plaque is created and the more the
fingerprint is damaged. Unlike other disease simulations, there is no need of a deep description of
individual damages done to a fingerprint. Anyway, in Figure 6.7 the images acquired by the
dactyloscopic card are shown. [10] [11] [58] [60] [61]

Figure 6.7: Different fingerprints affected by psoriasis acquired by dactyloscopic card.

Based on the described details of the disease, the idea of an algorithm for the damage extraction
from existing images can be designed. For the simpler processing of input images, only one of the
acquirement methods was chosen. The chosen method is the dactyloscopic card (as can be seen on
Figure 6.7). Algorithm consists of the following steps:

1. Load an input (real) image.

Detection, extraction, processing, and storage of subjects (Figure 6.8) from the image.
Repeat steps 1-3 until there are no input images.

Load the synthetic image.

Localize the fingerprint area.

Load the damage subject.

© gk~ wd
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7. Insert subject into the image.
8. Until there is a defined number of subjects in the image, repeat step 6-8.

) b)
P
. _X

Figure 6.8: Enlarged and coloured subjects - a) black, b) large white, ¢) small white.

In this case, six different settings of psoriasis are simulated. The real images of psoriasis can be
seen in Figure 6.7, generated impressions in Figure 6.9. Small number of subjects (psor0) Figure 6.9a,
Small number of subjects plus one black subject (psorl) Figure 6.9b, Small number of subjects
plus two black subjects (psor2) Figure 6.9c, Moderate number of subjects plus three black
subjects (psor3) Figure 6.9d, High number of subjects plus three black subjects (psor4)
Figure 6.9e, Enormous number of subjects plus four black and one larger white subject (psor5)
Figure 6.9f.

Figure 6.9: Examples of psoriasis damage (a) psor0, b) psorl, c) psor2, d) psor3, €) psor4, f) psor5).

29



6.4 Evaluation

Introduction to the evaluation process is the same as it was in Subchapter 5.5. The only difference is
that only basic damages are evaluated. The first part of the evaluation process can be found in the
previous subchapters. That is a visual comparison of the damaged fingerprint images and source
fingerprint images with skin diseases. To ensure that not only the images look similar to real one, but
that they really resemble the image of the disease, they were also discussed with doctors. Methodologies
and some example images were consulted with a dermatologist.

Information about the specifics of the warts damage and example images can be found in
Subchapter 6.2.1. It is possible to place the wart on different spots which could have an effect on the
final score. This graph (Figure 6.10) is a nice presentation of random effect evaluation. There is a stable
reduction in median quality score based on the severity of the damage. However, the minimal and
maximal values are scattered. Warts4 (extreme) confirmed the role of the best damage. In conclusion,
all damages have the same or lower quality scores than the reference damage.

VeriFinger's Comparison Score in Warts Damage

Damage nodamage warts0 wartsl warts2 warts3 warts4

Figure 6.10: Graph of VeriFinger’s comparison score in warts damage.

The structure of the atopic eczema damage is a little bit different than the other damages. The
last damage (eczem8) combines all previous damages. All this information and example images are in
Subchapter 6.2.2. Algorithms that create these damages have some parts that are stochastic. For
example, in one fingerprint it could randomly damage the core with a lot of minutiae, but in another
fingerprint it could randomly damage only a marginal. The system of damage composition can be
clearly seen in Figure 6.11 and Figure 6.12. First, the median reduction eczem4 (horizontal and vertical
lines only), combines previously tested horizontal (eczemO and eczeml) and vertical (eczem2 and
eczem3) lines. Second, a high reduction in quality is to be expected in eczem8 (all factors together)
because it combines the previous damages. This also means that lines and spots are posing different
damages to the images, so their quality reduction can be almost added together.

Detailed information and example images for the psoriasis damage category are described in
Subchapter 6.3.1. The severity of the damage should be sorted out (the higher number in the damage
shortcut should mean more severe damage). The choice and position of generated subjects are
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stochastic, so again, a little bit of volatility in maximal and minimal values can be excepted. Figure 6.13
shows a clear quality trend. Nevertheless, the extreme minimal value for the psorl (small number of
subjects plus one black subject) can be seen. In the comparison with the swipe mode, the psor2 is on a
par with the best swipe mode damage. Psor3, psor4, and psor5 being the most damaging variants.

VeriFinger's Comparison Score in Eczema Damage Part 1

250

Damage nodamage eczemO eczeml eczem2 eczem3 eczem4
Figure 6.11: Graph of VeriFinger’s comparison score in atopic eczema damage — part 1.
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Figure 6.12: Graph of VeriFinger’s comparison score in atopic eczema damage — part 2.
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Figure 6.13: Graph of VeriFinger’s comparison score in psoriasis damage.
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7 Other Inspected Damages

Other researched areas are described in this chapter. Theoretically, any damage from any source can be
simulated to the synthetic fingerprints. The simulation of a fingerprint spoof and the simulation of
factors caused by the use of everyday detergents or lotions are described in this chapter. The exact
influence on the fingerprint is determined and following that, a consideration of them as a possible
extension of the application is described. In the scope of (other) specific damages, interesting work on
altered fingerprints is shown in [62].

The simulations of factors that are specific for fingerprint spoofs can be useful in recognizing
these spoofs directly from the fingerprint image they produce. First, however, a database of images to
analyse the damage done to the fingerprint is required. In the following images and experiments, a PCB
mould is used. With the prepared mould (using source fingerprint image), the only missing thing is the
material from which the spoof will be created. Materials can be divided into three groups: Technical
industry: aquarium silicon (black and transparent), epoxy resin kit for Epoxy CHS 1200, epoxy resin
“Havel Composite L.285”, and epoxy resin “HobbyKing”. Food industry: gelatine, aspic, and gummy
bears. Creative materials: Fimo standard, Fimo air, Kera, WePAM, Oyumare, Play-Doh, Premo, glass
colours, Cernit, gel wax, Kato, Siligum, latex, and wax sheets. When the material is in the required
shape, i.e. it is dry, it supposedly perfectly fills the mould, then it is taken out and a fingerprint spoof is
done. [42] [63] [64]

Fingerprint spoofs generally have a lower quality than real fingerprints, and these flaws in
quality could be simulated as fingerprint damage done by using a spoof fingerprint. A couple examples
of these flaws are: air bubbles in the material, broken ridges in the edge of the fingerprint, and
imperfect edges of the fingerprint. Some of these imperfections can be avoided by the thorough
creation of a mould and fingerprints spoofs, but some materials make creation of a fingerprint spoof
without flaws almost impossible. There are several flaws described in the literature [65]: background
noise, overall shape, clear external contours, missing sections, unreal distortion, unexpected appearance
(residue from spoof material), air bubbles, absence of sweat pores, narrow valleys, and reproducible
artefacts. Nevertheless, the difference between the damages of real, damaged fingerprint and an almost
perfect spoof is a very difficult task. There are some software-based liveness detection systems (more
recently called “presentation attack detection systems” [66] [67]). In summary, it was determined not
to simulate this type of damage. There is some promising research going on regarding presentation
attack detection using user-specific effects [68].

The last part describes fingerprints influenced by detergents and lotions used in everyday life.
There are situations where the users are forced to clean their hands. On the contrary, it is really common
that the user has unclean hands. The situation when a user is going through a fingerprint access device
after washing their hands or using hand lotion can be very common as well as the situation when a user
is unlocking his or her mobile phone or laptop, utilizing fingerprint technology with a polluted hand.
Only a small preliminary database was acquired. Damage can be very specific, which can lead to either
a specific simulation or to adapting the damages from the database. Overall, this is a promising area of
future research. [43]
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8 Conclusion

This extended abstract thesis covers the state-of-the-art techniques of fingerprint acquirement and
recognition. What has also been described are the methods of generating a synthetic fingerprint and
fingerprint reconstruction. This description was focused on the SFinGe generator and its methods. All
of the phenomena that can supposedly damage the image of a fingerprint created by a biometric device
are listed. Based on this information, a Fingerprint Generation Petri net was created. The SyFDaS
application that was implemented follows the Fingerprint Generation Petri net. It contains a fingerprint
generator and a damage simulator in a clear GUI, which is suitable for expansion. There are described
algorithms for database generation, for basic damage simulations — a damaged sensor, pressure and
moisture, and fingerprint distortion and for advanced damage simulations — a swipe mode, a narrow
sensor, warts, an atopic dermatitis, and psoriasis.

The core of this extended abstract of doctoral thesis is the discussion of the phenomena that are
specific to swipe sensors, skin diseases, and other interesting damages. A thorough analysis of the
phenomena specific to swipe sensors are shown in two categories. The first category consists of the
phenomena that are directly specific to these sensors, i.e. a narrow acquired fingerprint and a long
fingerprint. The second category focuses on phenomena that are common to touch sensors but have to
be simulated differently with a swipe sensor. The main idea is that the swipe sensor can be divided into
small segments of a touch sensor that are merged together. Damage simulations have to be done for
each segment with the acknowledgement that the input data of these simulations have to be similar and
then merged together.

Skin diseases can be a big problem when using widespread biometric systems. The systems that
are currently used are not capable of detecting skin diseases or enhancing the quality of fingerprints
with diseases, which basically makes the biometric system unsuitable for some users. The main reason
is that it is very difficult to obtain access to a database of fingerprints with skin diseases. The available
database of skin diseases that influences fingerprints has been analysed. Skin diseases and an algorithm
for their detection has also been proposed. The several possibilities regarding how to simulate the
damage done by skin diseases to fingerprints is also described. The first possibility is to directly
simulate the effects of a disease. Warts and atopic dermatitis are examples of this approach. A more
thorough description of these diseases is given and algorithms to simulate them are proposed. The
second possibility is to use machine learning or neural networks. An algorithm to simulate psoriasis is
an example of using this method.

The last area of interest is fingerprint spoofing and detergents. The methods for the production
of fingerprint spoofs have been described. VVarious materials which can and were used to produce spoofs
have been analysed. The possible damages made when producing fingerprint spoof were discussed, and
the next category deals with the effects of detergents or lotions on fingerprints. The preliminary
database needed for research in this area is described.

As an input, there were 300 undamaged synthetic fingerprints (from three generators and in two
width variants), 20 basic damages from diseases, and 1,151 basic and combined damages in swipe
sensors used. Overall, 348,300 different damaged synthetic fingerprint images were generated. All of
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the 43 basic damages were visually checked and compared with real images with respective damage.
Reference fingerprints with no damage and all 1,171 damages were verified using four different quality
measurement methods (VeriFinger’s quality score, VeriFinger’s comparison score, NFIQ, and Oravec’s
quality metric). All damages have their median scores lower than the respective scores of the reference
images. The best of the damage was extreme psoriasis damage (psor5), which has its average median
scores only 38 % of the reference scores.

These results show that fingerprint images were successfully damaged. The generated database
and all of the results can immediately be used for the analysis of quality measurements methods as well
as for the creation of new methods for quality estimation. The size of the database (and the possibility
to generate new data if needed) allows for the use of machine learning or neural networks to assist with
this task. Fingerprint image enhancement methods could be analysed and their limitation could be found
through a generated database. For both of these tasks there is the possibility to define new instances of
damage (by changing the input values for the desired damage type, or in the case of swipe sensor
simulation by giving different inputs to merging algorithms). There are a great number of possibilities
in the area of public education regarding synthetic images and their damaged impressions. One of the
reasons is that there is not a risk of revealing a person’s identity with the exemplary images shown.
Images mainly focused on diseases could be used for educating forensic experts and dermatologists.
The achieved results are a stepping stone for other areas of research.

Future work can be focused on several areas. The first of them being the extension of simulated
damages. Different diseases can be simulated (the probabilistic method could be used), some damages
in swipe sensor simulation could also be done (the second phalange, faults of reconstruction algorithm,
another approach on the merge algorithm), and generally some new damages can be simulated like the
effects of sensor technology (or the background of the images in general), motion blur made by non-
cooperative behaviour and effects of detergents, lotions, and other everyday products.

The second area of the future research could deal with synthetic images for the development of
new algorithms or the enhancement of existing ones. Examples could be the development of the
detection and extraction of the damaged regions in fingerprint images, the reconstruction and
enhancement of quality in these damaged regions, or “only” the recognition and evaluation of severity
of these damages. Created database of images could be used for this purpose right now, but it would be
even better to have a precise annotation of the damage done to images (which is possible with the
damage simulation done to perfect images). All these algorithms together could expand the usability of
fingerprint recognition in general.

The final area of research could focus on using machine learning and neural networks. These
approaches require a huge database as an input, but if these input images are provided they would show
incredible results. A synthetic database is great for this. On the other hand, there is a risk of overfitting
these synthetic damages (a method will then detect only synthetic damages and not generalized ones).
Nevertheless, machine learning and neural networks could be used to address the problems mentioned
in the second area. In addition, the method for presentation attack detection as an optional part of
fingerprint image enhancement could be imagined with synthetic images damaged to look like spoofs,
thus avoiding the question whether it is more important to detect a spoof or to enhance the quality of
an image.
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In summary, the theoretical description of fingerprint acquirement, recognition, synthetic
generation, skin diseases, and other damages was given and a practical solution to synthetic fingerprint
damage simulation (and generation) with a focus on swipe mode, narrow sensor, damaged sensor,
pressure/moisture, fingerprint distortion, warts, atopic dermatitis and psoriasis was also described. A
lot of damages were proposed, all of which were verified to inflict the assumed damage to the
fingerprint image. New and interesting areas for future research were proposed, some of which are very
promising and can be researched with some additional work. Other areas, however, can now be explored
with the presented results.
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