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ABSTRACT

Doctoral thesis creates an integrated algorithm for airborne system safety and reliability assessment.
In “general aviation” (mostly up to EASA CS-23) and "non-military unmanned aerial vehicles industry’-
safety and reliability assessment process still rely almost exclusively on human judgment. Current
processes of system modelling and assessing are based on analyst understanding of a particular
system. That is a difficult and extremely time-consuming process. Commercial computation aids are
extremely expensive with restricted or even closed access to the solution algorithms. Together with
this problem, the rapid development of modern airborne systems and their increasing complexity
elevates the level of interconnection, safety and reliability analyses which have to be continuously
evolved and adapted to the extending complexity.

The given integrated method utilizes the graph theory and fuzzy logic in order to develop integrated
and partially computerized mean for reliability analysis of sophisticated and highly interconnected
airborne systems. Through the use of the graph theory, it is possible to create the model of particular
systems and its sub-systems in the form of universal data structure. It is even possible to assess various
systems and items interrelations. And it also enables to evaluate particular item position and topology
within the system and on the global level. Extended criticality evaluation is conceived as the fuzzy
expert system that emulates decision making by a human expert. The integrated method also provides
additional mean how to evaluate the system design. Fuzzy robustness assessment evaluates e.g.
system diversity rate, redundancy, separation and environmental protection.
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ABSTRAKT

DizertaCni prace se zabyva ndvrhem integrované metody hodnoceni bezpecnosti a spolehlivosti
palubnich leteckych systém za pouziti teorie grafl a fuzzy logiky. Navrzena integrovana metoda je
univerzalné pouzitelna v oblasti hodnoceni bezpecénosti a spolehlivosti, nicméné je primarné navrzend
pro pouZziti v oblasti General Aviation a civilnich bezpilotnich prostfedkd. Sou¢asna podoba hodnoceni
spolehlivosti je témér vyhradné zavisla na Usudku analytika. Pouziti komercénich softwarovych nastrojl
pro hodnoceni spolehlivosti je extrémné ndakladné, pficemZ moZnost pfistupu a Upravy pouZitych
algoritmi je minimalni.

Soucasny prudky vyvoj palubnich letecky systému je spojen s jejich zvySujici se komplexnosti a
sofistikovanosti. Integrovana metoda pouZziva teorii grafu, jako nastroj modelovani funkcnich zavislosti
mez jednotily prvky systému. PoufZiti teorie grafu soucasné umoZiuje dany systém analyzovat,
hodnotit hustotu vzajemné funkéni vazebnosti, identifikovat disledky ptipadnych poruchovych stavda.
Aplikace fuzzy logiky umoZiuje manipulovat s expertni znalosti a stanovit kriticnost daného prvku a
systému. Kritiénost prvku zohlednuje pravdépodobnost jeho selhani, moznost detekce dané poruchy,
zavazinost téchto selhani vzhledem k vlivu na alokované funkce.
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CHAPTER 1

INTRODUCTION

Nowadays aerospace engineering might be characterize as rapidly growing and diverse. The
sky upon our heads is literally occupied by a thousands of airplanes with different shapes, propulsions
and weight. It is essential to ensure safe and secure air traffic. Increasing number of airplanes is
speeding up the need for means of ensuring its safe flight and landing. Modern airborne systems
provide advanced full-scale assistance. In the era of “More Electric Aircraft” flight data, autopilot,
warning system, diagnostic system, control of engine, flaps, trims, landing gear might be integrated
into the glass cockpits.

This aircraft airborne systems are getting more and more complex and sophisticated. Hence
safety and reliability analyses have to continuously evolve and adapt to the extending complexity.

Modern and complex airborne systems first started to appear in the field of general aviation recently.
Previously separate components for communication, navigation (global positioning systems) have
been integrated into the glass cockpit to provide flight management functions and advanced support
for flight crew (e.g. terrain and traffic avoidance, etc.). Recent generation of airborne systems started
to appear as automatic and partially autonomous system adding new level of safety to the aircrafts.
These systems are becoming standard components also in avionic systems of general aviation aircrafts.
Therefore, safety and certification requirements are evolving, getting more detailed and essential.

At the same time, unmanned aerial systems are skyrocketing to the top of current interest. UAS
includes e.g. autopilot, communication, warning systems, engine control system, expensive payload
and other significant components. Due to that there is a deep necessity to evaluate UASs safety and
reliability.

Aircraft level FHA |

h |
/”/‘- System level FHA
,
7’
¥
PSAA
Aircraft FTAs - _
System FTAs N
\\
\\
A |
SSA

System FMEAs
System FTAs

Figure 1 Simplified ARP 4761 process

Safety assessment process still relays almost exclusively on human judgment (in lower categories).
Recommended practices define processes for system modelling are based on analyst understanding of
a particular system. Reviewing of system components, assemblies, elements function followed by
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assessing of all failure modes and their resulting effects on the system is at least sophisticated and
perplexing process. Assessment methods and techniques are integrated into a coherent safety life
cycle (Figure 1).

Development of general aviation airborne system, e.g. (Flight control system, Fly-by-wire, engine utility
system, etc.) and development of non-conventional highly automated airborne systems is reaching
point where it is not possible to avoid computerized support for system analysis (at least in minimal
level). Increasing level of complexity elevated the level of interrelation which brings a need to thing
how to make safety process more transparent, accessible and results comprehensible.

Further airborne systems of light airplanes along with unmanned aerial systems suffer with lack of
relevant reliability data. The absence of detailed studies focused on probability of successful
performance of an airborne system at any time, creates safety assessment inconclusive. The successful
performance of any system depends on the extent to which reliability is designed and built. In the real
conditions, even almost identical systems, operating under similar conditions will have different
lifetime. Therefore, the failure of the sophisticated systems could be described only probabilistically.

It is crucial to understand the patterns and modes of failure related to the particular system, item or
element. A huge difference could be noted between the failure’s patterns of e.g. mechanical or
electrical. The electronic and mechanical systems (the most important in aviation system engineering)
deteriorates during usage as a result of elevated temperature changes, mechanical wear, fatigue or a
number of other reasons. (Partially [13])

The reliability of component is associated with the system operation and component function. It is
almost impossible for general aviation manufacture to provide reliability testing for each component
of the system in relevant conditions.

This thesis intends to prepare algorithm for safety and reliability modelling and evaluation of a complex
systems (usually) with safety critical function regardless of reliability data or absence. The results of
methodology implementation to the formal assessment process will be also included into the doctoral
thesis.

Doctoral thesis outputs should be an integrated process allowing to estimate item criticality and
system reliability (when reliability data are available) while using the same data structure along with
additional outputs. It is assumed that integrated method usage will be in the range of general aviation
and unmanned aerial systems.
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MAIN OBJECTIVES

Doctoral thesis proposal established set of main and additional objectives for the doctoral thesis. These
objectives are implemented to the thesis according to the its structure and logic:

e Airborne systems design critical review in the main field of interest- General aviation.

e Preparation of graph theory as a mean of airborne system representation usable during system
safety assessment (focused on complex and non-conventional systems).

e Preparation of graph theory results into a form of solid bases for fuzzy criticality assessment.

e Adjusting of fuzzy criticality assessment for application in various airborne system, where lack
of input data prevents assessment using traditional methods. Creation of fuzzification
techniques (score tables, scales, etc.), specific fuzzy base rules and appropriate de-fuzzification
methods in order to estimate relevant system criticality number.

e Finally, incorporation of graph theory application together with fuzzy criticality assessment
study into the integrated algorithm of safety and reliability evaluation.

e Integrated process applicability demonstration in on case study.

ADDITIONAL OBJECTIVES

e Summary of regulation requirements imposed on aircraft equipment (including safety and
reliability requirements).
e System robustness additional evaluation (Not included in doctoral thesis proposal)
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CHAPTER 2

STATE OF THE ART

2.1 DOCTORAL THESIS DRIVERS

The word complex (complexity) characterizes something, consisting of many elements, where those
elements interact with each other in multiple ways. Complexity studies assess, how elements
relationship affect a collective behavior of the system. For instance, modern modular avionics units
(MAU) are connected by Ethernet in particular house. In this architecture, functions are spread across
common system modules and the operational functionality of the system is imparted by software [18].
This is the model example of increasing system complexity.

What is the complex system in aerospace engineering?

The most fundamental question is- what is the complex or more precisely sophisticated airborne
system? The best way how to get the answer, it is to begin with FAA advisory circular AC 23.1309-1E
definition, where the complex system is defined:

“A system is “complex” when its operation, failure modes, or failure effects are difficult to comprehend
without the aid of analytical methods or structured assessment methods.” [1]

To exceed problem with growing interconnection between system components which results in high
complexity, it is imperative to find means of system easy and accessible representation in form of data
structure.

2.2  FIELD OF INTEREST

Integrated method presented in following chapters of this doctoral thesis should be, after
development and debugging process, universally applicable on general systems. Nevertheless, critical
reviews, experiences and method adjustment are done especially for airborne systems. The most
probable application of suggested method is in general aviation. However, it could be successfully
applied on Unmanned Aerial Vehicles as well.

Method, results and outputs should be in a sufficient form for less complicated systems of small
aircrafts and most likely for aerial vehicles. These categories do not have well-structured and detailed
safety assessment targets and procedures defined in regulation requirements and certification
requirement are not so strict and intense in term of formal structure.

For safety and reliability assessment of larger aircrafts (like EASA CS-23) it should provide advanced
mean of complex system representation, accessible manageable for system engineering department
personal.
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What is General Aviation?

The term General Aviation is mainly considered as equal to the EASA CS-23 category. It covers airplanes
in the normal (limited to non-aerobatic operations), utility (limited operation due CS-23.3), aerobatic
and commuter (propeller driven, twin engine, up to 18 passengers, take-off weight of 8618 kg or less)
categories.

The airborne systems are certified under EASA CS-23-part F (safety assessment 23.1309), typically with
advisory circular FAA AC 23. 1309- 1E (recent). The advisory circulars are not mandatory and do not
constitute a regulation. It is a set of acceptable means for demonstrating compliance with applicable
regulation (EASA CS-23).

2.3  GENERAL REQUIREMENTS

2.3.1 Certification Requirements

Doctoral deals with various airborne systems of airplanes. Special attention is given to the unmanned
aerial vehicles and systems. At first it is necessary to define certifications bases for each of those classes
and listed basic requirements.

Table 1 General description of relevant regulation requirements

Regulation
Category Definition (European Union/ Czech
Republic)
CS-25Class | Turbine powered Large Airplanes. EASA €5-25
AC 25.1309-1A
Airplanes with excluding the pilot seat(s), EASA C$-23

CS-23 Class of nine or fewer and a maximum certificated take
off weight of 5670 kg or less

CS-E Requirements for engine design and testing EASA CS-E

AC 23.1309-1E

Very light Weight less than 750kg; Stall speed no more than EASA CS-VLA
83 km.hr-1

Light sport Weight less than 600 kg; Stall sped no more than EASA CS-LSA
83 km.hr?
Weight less than 300kg for single seat EASA

Weight less than 450kg for two seats

Ultra-light Basic Regulation
8 Weight less than 472,5kg for two seats and g
. . 216/2008
aircraft with parachute rescue system
U 4 aerial vehicles (d 4 sicul Doplnék X (CAA
UAS, UAV nmanned aerial vehicles (depends on particular regulation- Czech

state regulation)

Republic)
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2.3.2 EASA CS-23 Certification Base

In the case of absence of proper certification base and recommendations, it is imperative to use
Regulations requirements of closest upper class, EASA CS-23.1309 and advisory circular FAA AC 23.
1309- 1E (most recent at the time).

The advisory circulars are sets of acceptable means for demonstrating compliance with applicable
regulation (EASA CS-23/ CS-25). They are not mandatory and do not constitute a regulation. A simply
stated, ACs establish definitions of classification of failure conditions, relationship between
probabilities, severities of failure conditions. Further, ACs describes safety assessment objective, which
is to ensure an acceptable safety level for equipment and system installed on the airplane. [1]

According to the ACs instruction analyst classifies consequences of each failure conditions and chooses
appropriate combinations of the assessment methods.

FAA AC 23.1309-1E failure conditions classifications:

(1) NO SAFETY EFFECT- no probability

(2) MINOR- may be probable

(3) MAIJOR- must be no more than remote

(4) HAZARDOUS- must be extremely remote

(5) CATASTROPHIC- must to be extremely improbable

Advisory circulars are based on related industrial documents such as SAE ARP 4754A (Guidelines for
Development of Civil Aircraft and Systems), SAE ARP 4761 (Guidelines for Development Conduction
the Safety Assessment Process on Civil Airborne Systems an Equipment) and RTCA documents
(RTCA/DO-160, RTCA/DO-178B, RTCA/DO-254).

As it was stated, all those documents serve as support for demonstration of compliance with applicable
regulation. It is up to each analyst to choses appropriate assessment procedures, methods and
evaluation means.
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2.4 THE AIRCRAFT SYSTEMS AND ARCHITECTURE

Aircraft is highly developed piece of modern engineering. It consists of sets of interacting systems
working together which enables aircraft to perform its operation. Any system can be described as
particular combination of items controlled (or not) by controlling unit that provides particular function.
Several systems are formed by collection of sub-systems. These sub-systems work together to perform
as single system.

Airborne systems are diverse, airplane is equipped by high integrity system like flight control, real-time
gathering and processing like fuel management (mostly airliners, jets or fighters) or simply logical
processing systems. They all affect airplane safety in some way. [18]

As it was mentioned above, airborne systems of any modern airplane is getting more complex and
sophisticated. Means of safety and reliability has to evolve as well. First step of that kind of evolution
is to understand field of interest principles. Basic description of airborne system is following with
illustration on Figure 2.

ENVIROMENT ELECTRICAL
CONTROL POWER

AIR DATA

INTERCONNECTIONS
FUEL

MANAGAMENT ENGINE CONTROL . -
\/ NAVIGATION COMMUNICATION

FLIGHT CONTROL
AVIONICS SYSTEM
GENERAL SYSTEMS

EMERGENCY ADDITIONAL
SYSTEMS SYSTEMS

PASSENGER
SERVICES

CABIN SYSTEMS
Figure 2 EASA CS-23 Commuter aircraft basic systems example (based on [18])

2.4.1 General Systems

The general systems are essential for airplane to conduct safe flight and landing. Engine control system,
electrical power generating and distributing system, flight control, hydraulic system, fire protection,
fuel management or environment control are integrated parts of each airplane. These systems are
mandatory included in system safety assessment. They are usually combination of mechanical and
electrical parts. For instance, safety assessment of electrical system is one of most difficult analysis in
SSA process. It is imperative to find equilibrium between analysis deep and clarity. Extensive variability
of this system creates necessity of methodical approach to safety and reliability assessment.

17 Doctoral thesis



The Integrated Method Utilizing Graph Theory and Fuzzy Logic for
Safety and Reliability Assessment of Airborne Systems

2.4.2 Avionics System

Avionics covers cockpit displays (PFDs, MFDs, etc.), navigation system, communications, aircraft
managament system, warning system, aerometric system (Pitot-static system, airspeed indicators,
attitude indicators, etc.). It is most rapidly evolving airbone system.

INTEGRATED
MODULAR
FEDERATED
DIGITAL
DISTRIBUTED
DIGITAL
DISTRIBUTED
ANALOG
1960s 1970s 1980s 1990s

Figure 3 Avionic system evolution (based on [18])

During last sixty years avionics system architecture evolved (Figure 3). Huge boost of aircraft
peformance speeds a need for avionics system evolution. To utilize growing improvements, capability
and complexity of avionic system hugely growed. Perfomance, reliablity and computatiton power is
increasing together with costs.

Using just standard reliability methods like FMEA the safety and reliability assessment is extremely
complicated and expensive. For instance avionics system without glass cockipit of EASA CS-23
Commuter aircraft constist of a least of 28 airborne components (GTNs, Indicators, artifical horizonts,
etc.), 90 electric components (fuses, relays, swtiches, etc.) and 10 antennas (communicatios, GPS, etc).
Without computerized aids the assessment process is realy complicaded with non-coherent outputs.

2.4.3 UAVs and UAS

The common mistake related to the UASs is that UASs reliability is marginal problem. If it crashes, there
is no one on board and it is no big deal. This idea is getting more and more outdated. Unmanned aerial
vehicles are expensive and provides important operations. Any UASs crash can cause property
damages, injures or fatalities to over flown people and property.
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UAS Systems
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Figure 4 UAV system example

In near future UAS will be subject of mandatory safety and reliability assessment. As it was mentioned
in this doctoral thesis, UAS are typical example of system which consists of items without available
probabilistic data. Integrated method is designed to at least partially overcome lack of reliability data.

2.5 STANDARD RELIABILITY TECHNIQUES AND TOOLS

2.5.1 System Modeling

To manipulate and evaluate complex system it is imperative to find a proper way how to represent a
system. System modelling is a multidisciplinary study of model usage to system conceptualization.
There are numerous means of system modeling. In engineering reliability studies, they are usually
specialized for particular purposes.

Reliability Block Diagrams

Reliability block diagrams are assessment methods, which show logical connection between
components of a system. The system is described within serial (AND gate) and parellel conections (OR
gate). Block diagrams can be used for description of failure condition as well. In that case serial
connection represents OR gate, parallel connection AND gate.
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Figure 5 Failure of one main bus supply block diagram

Block diagram on Figure 5 represents failure of one main bus supply of modern aircraft system. RBD
analysis are highly useful in analysis of traditional system consists of separate elements. For example,
RBD is not suitable technique for evaluation of avionics system consisting integrated modular parts.

Fault trees

Fault Tree Analysis is a deductive, top-down method based on oriented graphs and Boolean logic. This
method was created during development of intercontinental ballistic missile LGM-30 Minuteman in
1960s. Soon, the method was adopted in Boeing and is widely used in aviation.

Fault tree analysis uses probability to assess whether a particular system or architecture will meet the
requirements. Its starts from consideration of system failure effect, referred to the “Top Event”. The
analysis proceeds by determining how these failures can be caused by individual or combined lower
level failures or events. The analysis procedure and structure is also described in detail in SAE ARP4761.
The Top Event is usually failure condition.

TOP. SELECTED FAILURE MODE

Primary mechanical Secondary mechanical F Ifuncti Rel Ifuncti
connection malfunction || connection malfunction usSe maifunction ele mafiunction
| QA)=1.10° | | Q(C)=1.10° | | QD)=1.107 | | QD)=1.10* |

L 2 L 2

Figure 6 Fault Tree Example

The Figure 6 shows example of top event representation (Loss of ability to change position of elevator
trim). In the lower layer two examples of an AND gates are showed (output TOP event occurs only if
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all inputs occur). On the higher layer is example of an OR gate is showed (output occurs if any input
occurs).

Markov Chains

Markov analysis is associated with failure probability and probability of being returned to an aviable
state invented by Russian mathematician Andrey Markov. It is mostly applied to safety assessment of
mantained systems or in combination with fault tree analyses. The one main benefit is relatively easy
computerization.

In Markov chains a single component can be in one of two basic states- fail or available. Probability of
transition from state available to state fail is called state transition. Every state and transition with
probablities in the existing states are modelled in state-space diagram (example Figure 7). The
aviability of system can be than solved by using tree diagram. (Partially[18])

- 0
o)

Figure 7 Markov Chain Example

Disadvantage of Markov chains is complexity of solution in the case of complex system. System with
two components may have 2" different states. Anyhow aircraft is considered as non-repairable
system.

Petri Nets Model

It is a tool for description of relation between events and conditions. Technique is also known as place/
transition net and it is based on directed bipartite graphs, where nodes represent events which may
occur. Petri nets were developed by mathematician and computer scientist Carl Adam Petri and
presented for the first time in his doctoral thesis.

Figure 8 Petri Net Example
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Petri net is directed bipartite graph with degrees. The arc represents places which are previous and/or
post conditions for transition with arrow. It is used for graphical notation for stepwise processes which
includes choses, iteration and concurrent execution. (Partially [18])

2.5.2 Standard Safety and Reliability Assessment Tools

This chapter gives a brief overview of reliability tools, which are used during safety assessment of
complex system. Assessment process starts with identifications of system requirements, design
specifications and functional principles. Following methods are stated according to their use in safety
assessment.

Functional Hazard Assessment

Functional Hazard Assessment identifies potential system failures and the effects of these failures.
Failures are tabulated and classified according to their possible effects, and the safety objectives are
assigned according to the criteria. [24]

This analysis creates ground work for determination of individual system criticality during first phase
of development of an aircraft. The analysis also defines system specification which will be subject of
further quantitative analysis.

This failure conditions were identified during functional hazard assessment. Development phase of
project identified basic requirements and establish preliminary draft of electric system.

Failure Mode and Effect Analysis

FMEA is structured, qualitative method used for identification of failure modes and resulting effects
on system operations. It was created within study of military malfunction in 1950s.

It is probably recent most used reliability analysis method. The principle of FMEA is to consider each
mode of failure of every component of a system and to assertion the effects on system operation of
each failure mode in turn. [19]

There are three basic FMEA levels- Functional, Design and Process. It can be extended to the qualitative
and quantitative analysis by adding criticality level. The analysis procedure and structure is described
in detail in SAE ARP4761. In the process of airborne system evaluation is FMEA most important part of
analysis. The FMEA analysis describes failure modes of each element considered in safety assessment.
FMEA identifies critical elements, functions, which should be analyzed in depth.
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Common Cause Analysis

According to the ARP4754A Common Cause Analysis (CCA) establishes and verifies physical, functional
separation, isolation and independence between systems and items. CCA techniques are an extension
of deductive safety assessment targeted to the detection of dependence between events which would
be otherwise treated independently. Generally, CCA analyze independence between systems,
functions or items, which may be required to satisfy the safety requirements. There are three basic
subparts of the CCA which are used in aviation- Zonal Safety Analysis (ZSA), Particular Risk Analysis
(PRA) and Common Mode Analysis (CMA).

e Zonal Safety analysis: It consists of consideration of installation aspects of individual systems
and components and the mutual influence between several systems/components installed in
close proximity on the aircraft. [3]

e Particular Risk Analysis: Its task is to assess the aircraft design for external threats that may
compromise continued safe flight and landing (ARP4761 Particular Risk Assessment). {3]

e Common Mode Analysis: It contributes to the verification that independent principles have
been applied when necessary. Considerations should be given to the independence of
functions and their respective monitors. [3]

CCA is needed, when it is necessity to prove, that several components can fail (or just became

unavailable) due to the particular cause of failure, which causes the condition for multiple components
to be affected by the same cause. [25]
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2.6  CRITICALITY EVALUATION

Criticality as a term might be explained in field of aviation as a state of being critical to sustain safe
flight and landing. 1t is a descriptive number interconnecting severity of component failure together
with its probability of occurrence. In common system safety assessment, it is usually defined in various
ways. This doctoral thesis presents two most important.

2.6.1 Criticality analysis

Criticality analysis ranks each potential failure mode identified in the process of FMEA, according to
the combined influence of severity classification and its probability of occurrence based upon best
available data. This technique is usually applied in aviation industry. Following description is based on
Military Standard MIL-STD-1609a [3].

Qualitative approach [3]

It is appropriate when specific failure rate data are not available. Failure modes identified in failure
mode and effects analysis are assessed in the terms of probability of occurrence. Individual failure
mode probabilities of occurrence should be grouped into distinct, logically defined levels, which
establish qualitative failure probability level.

Quantitative approach [3]

Quantitative approach adds failure rate data to the criticality analysis, while the source of this data
should be the same as that used in the rest of safety and reliability assessment. The date shall be
derived for example from operational data, commercial databases (NPRD-2011C, FMD-97CD, EPRD97-
CD, VZAP-95C, etc.) or military handbooks Reliability Prediction (MIL-HDBK-217 Reliability prediction
of electronic equipment).

Failure mode criticality number [3]

Criticality number is the portion of the criticality number for the item due to one of its failure modes
under particular severity classification.

Cn :B-a-/lp-t Equation 1 [3]
Where:

C,,  Criticality number for failure mode

B Conditional probability of mission loss

a Failure mode ration

Ap Part failure rate

t Duration of applicable mission phase usually express in hours or number of operating

cycles (based on analyst judgment)
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Failure effect probability ()

It is a conditional probability that the failure effects will result in the identified criticality classification
result in the identified criticality classification, given that the failure mode occurs representing an
analyst judgment.

Failure mode ration

A part of failure rate 4, related to the particular failure mode under considerations should be
evaluated and noted. It is a probability expressed as a decimal fraction that the part or item will fail in
the identified mode. Sum of the all failure modes rations for that part or item will equal one. In the
case, that failure data are not available, the a values will represent analyst’s judgment based upon
analysis of the item or part function.

Item criticality numbers [3]

An item criticality number is number of system failures of specific type expected due to failures modes.
The specific type of system failure is expressed by the severity classification for the item failure mode.
For a particular severity classification and mission phase, item criticality number is the sum of failure
mode criticality numbersC,,.

C. = Z{!(ﬂ AV t)n Equation 2 [3]
Where:
n=123..j
C, Criticality number for the item
n The failure modes in the items that fall under a particular criticality classification
j Last failure mode in the item under the criticality classification

2.6.2 Risk Priority Number

RPN method adopts linguistic terms to rank the chance of failure mode occurrence (labeled P), the
severity of its failure effect (S) and chance of undetected failure (D) using numeric scale 1-10.
Technique uses previously prepared “conversion” tables (like Ben-Daya and Raouf 1996, etc.) as bases
for the linguistic judgment scales used to estimate the quantities which are used to calculate the RPN

value.
RPN =P-S-D Equation 3 [6]

RPN method can be labeled as quicker and cheaper in comparison with criticality analysis. Nerveless
RPN as quantitative method is essentially based on qualitative assessment and results are only
educated guesses at best. [6] This technique is usually applied in automotive industry
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2.6.3 Outcome

To exceed a problem with vaguely defined basis methodology based on fuzzy logic is presented. This
methodology has been proposed by several researchers and development groups (Bowles and Pealez
1995, Adbelazis 1999, Braglia and Frosolini 2001, etc.) as a tool for direct manipulation with linguistic
terms used in criticality assessment. The linguistic terms in criticality assessment process can be
directly handled with some advantages compared to the strictly numerical methods.

2.7 RECENT DEVELOPMENT OF SAFETY ASSESSMENT METHODS

Shortcomings of existing procedures partially described in previous chapters, especially in relation to
the complex safety critical systems, where insufficient inputs are available led to research works with
intend to overcome these shortcomings. Most relevant works include:

/a/ Method combining various solution techniques for dynamic fault tree analysis. It is specialized
for computer systems presented by R. Manian, J.B. Dugan, D. Coppit and J. Sullivan from
University of Virginia. It extends the DIF-tree analysis capability to model several different
distributions of time of failure, including fixed probabilities, experimental, Weibull and log
normal probability distributions. Used approach extends both the binary decision diagram and
Markov analytical approaches. [21]

/b/ One way how to overcome Markov method problems (even simple system has a 2"states) is
to use Fuzzy Markov model. It is a technique for analyzing fault tolerant designs under
considerable uncertainty, like compilation of component failure rates. It works in conjunction
with fuzzy fault trees. It provides alternative to the probability paradigm possibility. Main
disadvantage of this methods is still computation complexity. [22] However the concept of
adding fuzzy logic as an alternative of probability paradigm strongly influenced doctoral thesis
method.

/c/ A method of evaluation of power system using the node-weighted network proposed by Peng
Zahng and Qishaung Ma [23], which is based on nature connectivity is one of this doctoral
drivers. The electric system modeled by using the no-weighted network is closer to the real
system than standard RBD. Application of a basic graph theory principles together with
knowledgebase of particular system among others leads to the different treatment of system
during design and test phases. However, the presented scope of graph application is
insufficient. The possible graph theory applicability is much larger. This doctoral thesis intends
to use graph theory as essential instrument of system representation.

/d/ The most promising starting point for advanced way how model and evaluate complex
airborne system is the technique described in [16]. Suggested reliability technique using a
combination of graph theory and Boolean logic provides easy accessible system representation
along with qualitative evaluation of the system interconnection and reliability. Technique is
described during its integration and extension to the doctoral thesis method.

However, none of abovementioned research studies is alone suitable for application subject of
doctoral thesis main interest: Safety assessment of complex safety critical systems even in the case of
insufficient input data.
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Therefore, doctoral thesis presents integrated technique which consist of combination and extension
of several diverse approaches and techniques adjusted for safety assessment of airborne systems.

As a starting point for integrated method architecture development, critical review revealed possible
several approaches related to the other industries.

Critical review of state of the art revealed strong need to find a proper way, how model particular
system. There was a possibility of graph theory usage. Sinnamon and Andrews study of “New
approaches to evaluating fault trees” [17] deals with uses binary decision trees for FTA evaluation.

Indian study focused on Systematic failure mode effect analysis using fuzzy linguistic model deals with
combination of fuzzy logic and prioritizing failure cases of hydraulics system (element of feeding
system) [8]. Usage of fuzzy logic as a tool of handling risk assessment led to fuzzy logic application in
airborne criticality evaluation.

Function- oriented Risk model for Engineering System presented in the paper by Weijing Zhou and
Huairong Shen [32] served as inspiration for function oriented modelling used in integrated method
(described in following chapter).
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CHAPTER 3

INTEGRATED METHOD ARCHITECTURE

3.1 INTRODUCTION

Reliability assessment in the field of modern aviation is long extensively complex process involving
analysis of huge number of mutually connected elements of different systems. Each system affects
other systems in different way. Easily accessible data structure should make safety and reliability
process more effective.

Method how represent complex airborne system suggested in this doctoral thesis uses a simple
mathematical tool the graph theory. It is natural step to represent system by drawing a graph. A set
consisting of points along with lines joining pars of these points represent particular system and its
interconnection. Then it is possible to define each component, subsystem or assembly as a set of
interconnected elements.
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NAVIGATION
COMPUTER

AIR DATA
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NAVIGATION

FLIGHT
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BOARD
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TRANSPONDER
Figure 9 Avionics system example in the form of graph

In standard safety and reliability studies are usually used another special graphs- reliability block
diagrams and fault trees. Block diagram is a kind of pseudo graph. It is used for modeling of a system
with assumption that system will operate if any sequence of components operates. The fault trees are
used to represent important failure modes identified by the functional hazard assessment. However,
both techniques (RBD, FTA) require extensive calculation for just one failure mode. Also, there is only
a poor correlation between real system and its representation.

Second part of suggested integrated method deals with insufficiency of input reliability data. The
criticality assessment could partially substitute input reliability data. In the order to establish solid basis
for criticality and robustness evaluation fuzzy logic is included to the method. This technique is
practically used in several industry branches (nuclear power plants, different process plants, etc.).
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Common technique of criticality evaluation (MIL-HDBK Criticality Analysis) used in general aviation is
not sufficient for all types of modern systems, especially for non-conventional systems with limited
input data.

Standard criticality number used in safety and reliability analysis of airborne system is defined as a
relative measure of the consequences a failure mode and its frequency of occurrence according to
Military standard MIL-STD-1629A.

Integrated method extends this definition to the wider level (see Chapter 5). It uses term Extended
criticality to distinguish between standard criticality and criticality developed in this doctoral thesis.

Generally, system engineering deals with vaguely defined qualitative terms and results. The fuzzy
criticality analysis uses linguistic variables to describe the severity, frequency of occurrence, and
detectability of the failure. Fuzzy criticality application as integral part of proposed method aims to
even extend classical fuzzy criticality assessment to a next level.

Proposed integrated method presents way how to preliminary express system ability to resist ambient
influences without adapting its initial stable configuration without full scale Common Cause Analysis
by establishing robustness number/ level. Analyst is able to evaluate system inference, protection
from external influences (system separation/ segregation, diversity, etc.) using robustness evaluation
guidelines.

Function oriented graph modeling, extended criticality evaluation and robustness evaluation form
integrated method of safety and reliability assessment. Particular parts of integrated method are
based on state of the art critical review, literature study and especially on previous experiences.

3.2 FUNCTION HIERARCHY

Aircraft is highly developed, interconnected and sophisticated system. It has to perform dozens of
functions at once just to sustain at flight. Modern airplanes combine heterogeneous system with
different characteristics and requirements.

Flying object has to provide sustainable propulsion, high maneuverability with reliable flight control,
precise navigation, continuous communication with air traffic control and many more other. Fuselage,
leading edge, pitot-static system has to be protected against ice and rain, fuel system and engines
against fire, flight crew and passengers against lack of oxygen, cold and suffocation. Electrical
generators must provide DC and AC power for autopilot, indication system, navigation, external lights,
etc.

Process of airborne system safety and reliability assessment ordinarily consists of many interrelated
but separated processes. Various analyses are proceeded during whole design, starting with basic
aircraft level functional assessment. As the aircraft and its systems are evolving from initial
requirements to the detailed design, analysis must verify resulting influences on the airplane safety
and reliability.

Concept of aircraft safety is based on Main Safety Objective (MSO): The ability to sustain at flight
and land safely.
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Reliability is the probability that item (in this case aircraft) can perfrom a required function under given
conditions for a given interval. Aircraft’s main function is to be able to sustain flight and land safely.
Probability is a mathematical tool expressing the likelihood of occurence of a specific event. Probability
estimations are based on engineering and historic data, these data should include some measure of
uncertainty.

Uncertainty expresses the degree of belief analysts have in their estimates. Uncerntainty decreases as
the quality of data and understanding of system improve. The initial estimates of failure rates or
failure probability might be based on comparison to similar equipment, historical data (heritage),
failure rate data from databases or expert elicitation. [26]
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Figure 10 Simplified portrayal of safety process [18]

Figure 10 illustrates simplified process of safety assessment used during aircraft design. It shows, how
system design evolves in cooperation with reliability analysis. Process of aircraft evolution starts with
aircraft level requirements, then this evolution leads to the system architecture, which in turn define
potential software requirements and implementation. Various types of analysis are conducted during
that process.

Results of every particular analysis supposed to serve as base for following design step forward. As it
was mention above, all these analyses mainly relay on human judgement (especially in the field of
doctoral thesis field of interest). Results are handled manually in particular steps. Process starts with
functions identification, Functional Hazard Assessment (FHA) is proceeded at Aircraft level, then
lowers down to the System-level.

This process could be with some limitation generalized. Basically, Aircraft level FHA identifies airplane
“higher” functions. These functions are directly interconnected with aircraft’s ability to sustain safe
flight and proceed landing.

Otherwise, System-level FHA explains functions of particular system. How they are bounded to the
higher functions.
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A complex system functions should be arranged into fixed hierarchy. Functions are than ranked above
(or at same level) each other according to their influence on main safety objective. Safety influence is
possible to express in form of degree of decisive importance with respect to the crucial outcome in
relation to the main safety objective. Functions with direct influence on main safety objective are
labeled as Main function (MF). MF implements main safety objective. Functions which are designed
to facilitate or support main function are labeled as Support function (SF). Support function could be
taken as means to ensure higher functions. Functions division is simply illustrated in Figure 11.

Function without relation to the main safety objective or not significantly contributing to the supply
function performance are labeled as Additional functions (AF).

<SUSTAIN FLIGHT AND SAFE LANDING )

AVIONICS SYSTEM
CONTROL SURFACES ENGINES LANDING GEAR

Figure 11 Functions hierarchy- illustration

Functions hierarchy serves during system modeling as key element. Unlike traditional modeling
methods, integrated method uses function- oriented modeling. Event- oriented models usually used
in reliability analysis (for instance fault trees) are designed to identify combination of events (usually a
failure) causing particular failure and it is possible to estimate probability of this failure. Each model
describes combination of events for single case (failure). It does not sufficiently describe complexity or
connectivity of system items and functions.

Suggested function- oriented modeling adopts graph theory principles to describe system
interconnection. Particular system consists of various items. Items are mutually interconnected to
ensure particular function; these connections are modeled as direct vertices between parent and child
nodes (items) in direction to the function. For example, electric generator provides electrical power.
Electrical power is distributed through sequence of relays and buses to the electrical loads. These loads
ensure their particular functions. Using previous example, automatic direction finder (ADF) is one of
many aircraft electrical loads. It is a radio- navigation instrument measuring and displaying relative
bearing to suitable radio station.
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Figure 12 Function- based modeling

Function oriented model allows to describe interconnection between various systems (electrical,
avionics) in relation to the particular function. Modeling principles and integrated method architecture
are described in deep in following chapters.

3.3 AIRCRAFT MAIN FUNCTION

Aircraft functions are divided into main and supporting functions. Functions which directly influence
system main safety objective are labeled as Main functions (MF). What are the main functions? It is
possible to abstracts essence of aircraft main function definition (with some amount of reserve).
Object movement through the atmosphere (flight) is achieved by generating sufficient aerodynamic
lift. Aerodynamic lift is air flowing past surface of wing, tail and fuselage. To achieve it, there must be
object has to have sufficient propulsive thrust. Flying object has to be equipped by some kind of flight
control system. When it is orderly flying, it has to be navigated through the air to reach intended
destination. Crew must be able to communicate with air traffic control (ATC). Every flight has to be
ended by safe landing.

This trivial thought experiment illustrates the logic of function division into a hierarchy. Main functions
definition is summarizes in Table 2.
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Table 2 Aircraft main functions

MAIN FUNCTIONS
PROPULSION Loss of propulsion during landing and takeoff phases

usually leads to the hazardous or catastrophic
situations.
Result: Direct influence on the higher safety objective
fulfillment.
FLIGHT CONTROL Inability to control flight directly jeopardize crew and
passenger’s safety. During all flight phases there is

high probability of hazardous or catastrophic outcome
in the case of significant failure. It could lead to serious
injury or fatality, loss of structural integrity of wings,
tail or fuselage. It could case collision with other
aircrafts.

Result: Indirect influence on the highest safety

objective.
NAVIGATION AND Result: Indirect influence on the higher safety
COMMUNICATION objective.
LANDING AIDS Loss of ability to extend landing gears leads to hull loss

and possible fatal injury. Inability to use landing aids
(ILS, MLS) potentially also leads to the hazardous or
catastrophic consequences.

Result: Direct influence to the higher safety objective

(more precisely safe landing)

Aircraft as object of reliability study consists of various sub-systems, which cooperate together to
achieve system goals. Equally support functions cooperate together as a mean to ensure main
functions.

Safety criticality definition

It is essential to define synergy between integrated method definitions (Main function, support
function). Functions are performed by item or items cooperation. Items contributing to the function
performance carries share of function criticality. Term safety- critical (item/ sub-system/ system) is
defined by Military handbook MIL-STD 882E [26]. It states, that safety critical item is a hardware or
software item that has been determined though analysis to potentially contribute to a hazard with
Catastrophic or Critical mishap potential, or that may be implemented to mitigate a hazard with
Catastrophic or Critical mishap.

Iltem level of contribution to the main function performance determines level of safety criticality.
Process of criticality evaluation is described in deep in following chapters.
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3.4  AIRCRAFT SUPPORT FUNCTION

Functions providing necessary resources are labeled as Support functions (SF). Its objective is support
of main function realization. These functions are auxiliary to main functions.

Using the rational level of abstraction, support functions could be categorized:

(1) Provide a motion or source of motion (fuel system provides “source of motion” for engine,
hydraulic power)

(2) Instrumentation and control of main function (engine control, flight control indication)

(3) Provide an appropriate operating environment (pressure, temperature, humidity)

Note. Based on [32]
3.5 AIRCRAFT ADDITIONAL FUNCTIONS
Additional functions do not contribute to performance of main function. Therefore, they are not

influencing Main Safety Objective. Essentially, absence of these functions does not affect aircraft
operations. For instance, passenger’s entertainment system, on board lighting, etc.
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PROPULSION
(Engine unit, engine control, ignition, propellers,
fuel systemetc.)

Possible failure modes
Loss of propulsion, Not possible to ignite engine,
etc.

Direct effects

Loss of ability to sustain flight

Loss of ability to execute landing
Crew and passengers injury or fatality

Results:
MAIN FUNCTION

NAVIGATION and COMMUNICATION
(Airspeed, altimeter, altitude, GPS, VOR, ILS, etc.)

Possible failure modes
Loss of stall speed warning, Loss of airspeed
indication, Loss of attitude, etc.

Direct effects

Loss of ability to sustain safe flight
Loss of ability to execute landing
Crew extensive workload

Results:
MAIN FUNCTION

Py
<

FLIGHT CONTROL
{Ailerons, Horizontal and vertical stabilizers, etc.)

Possible failure modes
Surface spurious extension, Jam, disengagement,
etc.

Direct effects

Loss of ability to sustain flight
Loss of ability to execute landing
Crew extensive workload

Results:
MAIN FUNCTION

LIGHTS

Possible failure modes

cabin or crew cockpit lights
L 410UV P-E8 Aircraftindustries, a.s. [40]
Direct effects

Slightincrease of crew workload

Results:
ADDITIONAL FUNCTION

ELECTRICAL POWER
(Starter/ generator, alternators, batteries, relays,
etc.)

Possible failure modes
Loss of DC generation, Loss of power distribution
to avionic busbars, Loss of battery connection

Direct effects

Loss of ability to sustain flight
Loss of ability to execute landing
Crew extensive workload

Results:
SUPPORT FUNCTION

Figure 13 Aircraft function examples

(Outside, passengers cabin, cockpit lights)

Loss of outside position lights, loss of passenger
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3.6 FAILURE IDENTIFICATION AND INDICATION

System Indication [1]

If warning, caution or advisory lights are installed in the cockpit, they must, unless otherwise approved
by the Agency, be —

A. Warning - Red, for warning lights (lights indicating a hazard which may require immediate

corrective action)

B. Caution - Red, for warning lights (lights indicating a hazard which may require immediate
corrective action)

C. Safe operation- Red, for warning lights (lights indicating a hazard which may require
immediate corrective action)

D. Any othercolour, including white, for lights not described in sub-paragraphs (a) to (c), provided
the colour differs sufficiently from the colours prescribed in sub-paragraphs (a) to (c) to avoid

possible confusion

3.7 FAILURE MITIGATION MEANS

When determining the mitigation means and the resulting severity of a Failure Condition, the following

may be considered (based on [42]):

MMO.

MM1.

MM2.

MM3.

MM4.

MMS.

MM6.

Additional function or system

Other systems could take over (at least partially) function of system in failure.

Fault isolation and reconfiguration

System is able to change configuration in order to sustain functional. Typical examples are
electrical system consisting of multiple generators and batteries, fuel system or propulsion.
Configurable nature of system allows eradicate failure mode consequence with only
minimal loss of functionality.

Redundancy (e.g. heading information may be provided by an independent integrated
standby and/or a magnetic direction indicator)

System is designed as redundant- particular functions have backup by separated items. For
instance, avionics system.

Availability of, level of, and type of alerting provided to the flight crew

Multi-level indication means- note, caution, warning (see previous definition)

The flight phase and the aircraft configuration

There is different severity in various flight phases- some functions are not required. Aircraft
configuration could influence resulting severity.

The duration of the condition

Time period effects flight crew response and severity of failure.

The aircraft motion cues that may be used by the flight crew for recognition

Collateral effects indicate flight crew occurring failure. It strongly depends on nature of
failure.
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MM7.

MMS.

MM9.

Expected flight crew corrective action on detection of the failure, and/or operational
procedures (Pre-identified failure mode)

Flight manual should contain emergency procedures in the case of occurring failure.

Ability of the flight crew to control the airplane after a loss of primary attitude display on
one side in some flight phases

Cockpit is designed to controllable after one side failure.

For multiple failures (e.g. primary and standby) the non-simultaneity of the failures

MM10. Protections from other systems (flight envelope protection, augmentation systems)

(included in robustness)

Note: Means to assure continued performance of any system design mitigation means should be
identified.

The safety assessment should include the rationale and coverage of the Display System protection and

monitoring philosophies employed. The safety assessment should include an appropriate evaluation

of each of the identified Display System Failure Conditions and an analysis of the exposure to common

mode/ca

use or cascade failures in accordance with AMC/ ACJ 25.1309. Additionally, the safety

assessment should include justification and description of any functional partitioning schemes

employed to reduce the effect/likelihood of failures of integrated components or functions. [42]

3.8 FLIGHT CREW RESPONSE

Terminology definitions

e Airplane Flight Manual (AFM)- Document that contains information (operating limitations,

operating procedures, performance information, etc.) necessary to operate the airplane at the

level of safety established by the airplane’s certification basis. [43]

e Flight Operating Manual (FCOM)- A document developed by a manufacturer that describes, in

detail, the characteristics and operation of the airplane or its systems.

Procedures
A procedure is a step-by-step method used to accomplish a specific task.
A. Emergency- A procedure requiring immediate flight crew action to protect the
airplane and occupants from serious harm.
B. Abnormal or Non-normal situation- A procedure requiring immediate flight crew action to
protect the airplane and occupants from serious harm.
C. Normal- A procedure associated with systems that are functioning in their usual

manner.
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Emergency Procedures

The emergency procedures can be included either in a dedicated section of the AFM or in the non-
normal procedures section. In either case, this section should include the procedures for handling
any situation that is in a category similar to the following [43]:

/a/ Engine failure with severe damage or separation.

/b/ Multiple engine failure

/c/ Firein flight

/d/ Smoke control. At least the following should be clearly stated in the AFM:
After conducting the fire or smoke procedures, land at the nearest suitable airport, unless it is
visually verified that the fire has been extinguished.

/e/ Rapid decompression.

/f/ Emergency descent.

/g/ Uncommanded reverser deployment in flight.

/h/ Crash landing or ditching.

/i/ Emergency evacuation.
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3.9 METHOD ARCHITECTURE

The main idea of integrated method is to establish mean how to combine particular parts of safety and
reliability assessment. Function- oriented system model in the form of directed graph serves as a
universal platform for the whole assessment process.

KNOWLEDGE
DATABASE

EXTENDED
CRITICALITY

SYSTEM GRAPH

REPRESENTATION 0.7_COMPONENT B
0.2_COMPONENT C

0.1_COMPONENT A

RELIABILITY

ROBUSTNESS
Rs_SYSTEM

Ra_ITEM A
Rb_ITEM B
Re_ITEM C

SEPARATION/ SEGREGATION_44%
=" DIVERSITY/ REDUNDANCY_11%
COMPLEXITY/ MATURITY_79%
ENVR. CONTROL 50%

EVALUATION

Figure 14 Integrated method architecture

General idea is that, analyst decompose aircraft into systems, and subsystems consisting of items. Each
system structure is designed to provide specific function or multiple functions. Items are connected by

various types of interconnection e.g. (mechanical, electrical supply, electrical control, data, indication)
to achieve intended function.

SYSTEM MODEL

SYSTEM GRAPH
REPRESENTATION

SYSTEM MODEL

RELIABILITY

Rs_SYSTEM
Rx_SUB-SYSTEM X

Ry_SUB-SYSTEM Y
Ra_ITEM A
Rb_ITEM B

Figure 15 System modeling

Integrated method algorithm of failure mode detaching allows to model rough failure tree for specific

function failure. One of main advantages of function- oriented model is usable in many ways and easily
accessible.
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Figure 16 Rough failure tree “System Example-Loss of function”

Each item has a specific attribute (for instance failure rate, probability of failure detection, physical
location- zone, severity of failure, rate of interconnection with other items). System functions and
operation are not defined just by item interconnections. System functionality is influenced by huge
number of factors. Each item has specific contribution to the function performance. As it is mentioned
above functions are arranged into hierarchy according to their relation to the main safety objective.
Extended criticality level could be defined as “degree of this influence”.

System as a unit is also evaluated. Robustness evaluation asses how system is protected against
ambient influences, level of redundancy and diversity and environmental testing.

In the doctoral thesis field of interest, system sometimes consists of items without appropriate
probabilistic data (due to various reasons, see state of the art). System configuration is result of
engineering process and it is possible to describe it by expert knowledge. Abstract knowledge consists
of vague statements (it is not possible to express these in precise mathematical definitions).

Therefore, extended criticality by doctoral thesis definition cannot result from exact formula.
Integrated method must adopt means how to handle vague definition. Fuzzy logic is adopted to
extended criticality and robustness level estimation. This process is described in deep in Chapter 5
System Criticality and Robustness.

What are the factors influencing system functionality? Safety and reliability process intents to identify
possible failure modes and resulting effects on system functions (in general to the MSO). Specific
failure modes have different severity of influence. They occur in with different probability (precisely
defined in Chapter 5) and with deferent possibility of detection. Integration method provides
knowledge database (Appendix A) which contains preliminary failure classification related to the MF,
SF and AF, usually applied remedies and extended criticality evaluation inputs.

System functionality is also highly influenced by its physical installation. Various systems are deployed
through the airplane. Cockpit is sort of nerve centrum. Controlling mechanisms, system indication is
routed from wings, engines, tail and many other to dashboard. Connection separation and segregation
plays leading role in system protection against ambient influences (temperature, electric short cut,
etc.), which could threaten the MSO.

Employment of technology with different physical principles potentially increases system diversity.
Redundancy build on diverse system rooting could lead to the system safety increase. Diverse
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redundancy together with essential items (or functions) duplication could create even higher system
safety (in the case of highly complex systems).

_

=i iy |
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D

| —T T L
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Figure 17 System installation routing example

System complexity is an important factor influencing system design, emergency procedures and crew
training. Maturity and experiences with application of complex system influence system architecture.
Complex system maintenance procedures are directly connected to the potential failure detectability.
Human interface during design and maintenance is other factor, which must be counted into sum of
influences.

Process of robustness level evaluation helps to create larger picture of system functions and
operations. This process is described in deep in Chapter 5. Integrated method offers guidelines for
robustness evaluation (Appendix D).

Integrated method intends to establish connection between item failure, common cause failure,
function hierarchy, criticality, robustness on the platform of systems model in the form of directed
graph. Following chapters explain particular steps of the procedure.
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CHAPTER 4

SYSTEM MODELING

4.1 INTRODUCTION

Various systems may be easily represented by a graph. That kind of data structure is highly universal
and easy to process. Graph representation finds a usage during whole SSA process. It can be expanded,
modified and assigned to a lager unit. During the failure mode effects evaluation phase data servers
as a tool for components interconnection investigation. Physical interconnection rate can be easy
estimated (describe in further chapters). The failure mode consequences classification can be partially
automated considering physical interconnection and affected components.

In the case of complex failure modes selected according to the FHA analysis, sub-system or sub-
function of the system may be detached from general system data structure. Then its probability of
failure or reliability is established.

Figure 18 illustrates a graph theory application example. Figure show largely simplified model of flight
control mechanism. It is just a part of larger system representation. Engine movement is transformed
intro electrical energy and then transferred to the actuator. It demonstrates clarity and simplicity of
graph representation.

SYSTEM MODEL

SYSTEM FUNCTION

Figure 18 Simplified trim system model example
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A graph representation is main part of integrated method. Whole process and graph theory
contribution to the other parts is discussed in following chapters.

4.2 MODEL PROCESSING

System representation in the form of graph should serve as a universal data structure for subsequent
manipulation and assessing. Using the common tools for graph creation general-purpose diagramming
programs and open source programing languages it is possible to establish accessible parametric
model of particular airborne system.

It is very easy to find a parallel to data structure. In modern computer aids for 3-D interactive
application (Dassault Systemes CATIA, Autodesk Inventor, etc.) is particular model or assembly
described by a tree. A tree represents lines, curves, surfaces, components and its parameters
(dimensions, material, density, etc.) in form of a graph as well. Tree elements may be modified, re-
connected or implemented into another model.

A graph representation is one of the most universal data structures. Further trough computerization
it is possible to properly adjust algorithm for real application integrating knowledge and experiences
collected during the critical review, case study and potential real test applications.

Through the top-down layering of graph representation, the system and its functions (from essential
to non-significant to the system safety) may modeled. Computerization brings huge potential for
method development, its usability, tabulated or graphical results and adaptability.

FUNCTION HIERARCHY

MAIN FUNCTIONS
pmmmmmmmmmmee SUPPORT FUNCTIONS SYSTEM MODEL

GLOBAL SYSTEM MODEL

! |
| |
| |
|
| :
------------- I i
r— [runeron 1 T oneron | | |
HIGH-LEVEL SEVERITY/— FUNCTION ! FUNCTION i i
|
””””””” T 1 [ Fowcrion || : |
| ! | | SYSTEM MODEL
FUNCTION | | !
! FUNCTION | |
1 -
FUNCTION | !
|
_____________ ]

NODE TOPOLOGY
PARAMETER MODEL EVALUATION

Figure 19 Graph theory application
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4.3 MODELING PRINCIPLES

Applied function oriented approach basically models system functions. Unlike design scheme, function
base modeling represents sequence of functions provided by items. Item is represented by a node
(vertices). For each node, there are various basic attributes like type, system participation, zone,
occurrence, detectability, severity and criticality. These attributes will be described in deep in following
chapters. Interconnection is represented by an edge. For each edge, there are also various basic
attributes type, system participation, occurrence and zone. Set of attributes could be extended or
reduced for particular application.

ELECTRICAL SCHEME FUNCTION ORIENTED MODEL

i
! 1
! 1
[ 1
! 1
! 1
[ 1
! I
| i
i :
I | u v |
} ! SYSTEM FUNCTION
! 1
! ]
[ 1
! 1
! ]
[ 1
! 1
! I
! 1

Figure 20 Function based modelling example

Example in Figure 20 describes fundamental difference between physical interconnection provided by
drawing or scheme and function model. In example, item u represents engine. ltems w, X represents
two channels of electric supply from airborne batteries or cross-feed (alternate generator). ltem v
represents changeover switch (flight crew selected one or other way to start the engine based on a
given scenario). Physically, items w, v and x are not connected. However, their functions are
fundamentally connected.
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4.3.1 Function propagation principle

Function based modeling is (in this doctoral thesis) based on so called function propagation. Items
functions are interconnected to the chain in order to provide function. For instance, generator
provides electrical energy. Energy is transferred though the sequence of wires, relays and buses to
particular loads. Through chain of functions is the intended high function provided. Functionality of
particular item is influenced by controlling mechanism (generator control unit or logic relay).

o0 00

TMP  FGINFEPEED  FUFLFLOW  ITTTEWP  FNGTRO
™ R-SEN R-SEM R-SEN

ITTTEMP on BREss FUFL PRESS
LSEN L-gEN LSEN

Figure 21 Case study engine indication model

Table 3 presents list of possible node-edge relation. It describes their nature and gives visual example.

Table 3 Node- edge relation explanation

Node- edge relation | Description

Item functionality is conditioned by function of preceding item in the direct
line of function.

Item functionality conditions function of succeeding item in the direct line
of function.

Item functionality is conditioned by at least one of preceding items. Edge
type is identical. Note. In the case of failure propagation, it is basically AND
gate.

Item functionality is conditioned by function of two preceding items in the
direct line of function. There are two types of inputs (therefore there is no
redundancy). For instance, red one is electric power and black data sensing.
Note. In the case of failure propagation, it is basically OR gate.

Item functionality is conditioned by function at least one of redundant

AR RGeS

preceding item and the function of other one.

S ,,,,@ It represents final (A/1) — acting item- providing the function itself) node in
direct line of function. Node is excluded from graph topology evaluation.
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4.3.2 Global and local models

One of the key elements of integrated method
architecture is to identify interconnection
between items on the wide level. To adopt
outlook of global level.

Iltems are usually associated with several
functions on system or local level. However,
multiple of them are associated with many
more function on the global level.

Model analysis is conducted on these two
separate levels. Some network parameters are
influenced by this division, other not.

As example see Figure 21, L DAU fuse is on the
local (system level) only connected to the L DAU
unit. Logically, fuse is just safety mechanism,

GLOBAL LEVEL mopeL  hOow to protect electrical system from shortcut.
On the global (airplane) level, L DAU fuse is

Figure 22 Global and local model connected to the electrical bus.

Item functionality could have much larger influence to MSO on the wider global level. Function based
modelling significantly assists in the process of interconnection identification.

4.3.3 Interconnection layering

In the chapter 4.3.1 Function propagation principle, types of items interconnection had been
already discussed. It is essential to distinguish between particular types of connections in order to
organized model to precise operational mode- complex system like avionics or electrical could be
reconfigured for different modes like engine start or generator loss.

There is a huge physical difference between mechanical, electrical, signaling or data interconnection
in the detectability of failure, occurrence of failure, etc. As it is mentioned many times in this doctoral
thesis, model is interconnected in order to provide particular function. Interconnections themselves
contribute to providing this functions.

Operational modes

Function oriented model should be developed for various operational modes. These modes reflect
system configuration in particular situation. Operational modes selection is based on expert
knowledge of analysis and system designers.
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Operationa

a)
b)
c)
d)
e)
f)
8)

Doctoral thesis case study is restricted to flight mode operational mode.

| modes examples:

Standard function

Engine start/ Engine cross-start

One engine or generator failure

Multiple engine or generator failure
Hydraulic system failure

Fuel distribution malfunction

Primary flight control means malfunction

Nature of interconnections

Items could be associated with multiple functions. Otherwise, edge is usually associated with specific

function. Functions are provided by sequence of items functionality. Type of function could be labeled

in the model to clearly identify node and edge allocation.

Figure 23 shows case study avionics system with labeled various types of interconnection.
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Figure 23 Case study avionics system with various types of interconnection illustration
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Interconnection significance

Influence of all nodes and edges is not equal. It is based on their function allocation, detectability,
occurrence, etc. System model could be filtered in order to analyze only significant function
sequences based on NO SAFETY EFFECT, MINOR, MAJOR, HAZARDOUS, CATASTROPHIC classification
(see

2.3.2 EASA (CS-23 Certification Base). It is quite useful during formal and structured safety and
reliability analysis.
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Figure 24 Case study avionics filtered for HAZARDOUS associated nodes and edges (restricted for illustration)
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4.4 A GRAPH THEORY BASICS

In last fifty years, a graph theory is getting more and more interest. Any mathematical object involving
points and connections between them may be called a graph. If all the connections are unidirectional,
it is called a digraph. [15]

Graph theory could be used to model any types of physical interconnection between elements.

Airborne systems decomposed into subsystems consist of physical items. These items could be
considered as a vertices and mutual interconnection as edges. This pair is a key element of graph
theory.

4.4.1 Basic definitions

Graph [15]
A graph is a pair G = (V, E) which consists of two sets V and E.
Where:

- The elements of V are called nodes (vertices).

- The elements of E are called edges.

- Each edge has a set of one or two vertices associated to it, which are called endpoints.
And edge is said to join its endpoints.

Figure 25 V = (w,v,w,x); E = (a,b,c,d, e, f)
Directed graph [15]
A directed graph (or digraph) is a pair G = (V, E) which consists of two sets V and E.
Where:

- The elements of V are called vertices (nodes).
- The elements of E are ordered pairs, called arcs (or directed edges/ arrows)

An arc e = (x,y) is directed from x to y. Simply stated y can be called the head and x the tail. An
orientation of graph is reached by assigning a direction to each edge. Any directed constructed this
way is oriented graph. A directed is an oriented graph if and only if it has none self-loops nor 2-cycles.
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Figure 26 Oriented graph example

Graphs could be easily mathematically represented by several ways. Most common is graph
representation by adjacency matrix. An adjacency matrix for simple graph G example, where vertices
are in ordervy, vy, V3 ... U, ris . x n matrix 4q.

Where:

Ac(if) = {1 if thre is edge from v; to v;
b 0 other than that
Equations 1

Adjacency matrix for graph example.

0100

0001
0100

0000

AG:

Equations 2
It is also possible to represent graph by incidence matrix. For simple graph example G, it is a matrix |
—1if edge e is dircted to vertex v

I(v,e) = {1 if edge e is dircted from vertex v
0 other than that

Equations 3
-1 0 0
I[viel= 1 -1 1
0 0 -1

Equations 4

Furthermore, there is a possibility to use adjacency list. It is used for mathematical representation of
graph G = (V,E). Adjacency list is an array L of |V| lists (one of each vertex). Pointer L; is linked to a
list containing all vertices j adjacent to i.

v, = {v,}
vy = {vy, V3,03, V4}
v3 = {v3, 14}

vy = {v,,V3}

Equations 5
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For practical purposes, it is necessary to extended simple graph (where two vertices are connected by
just one edge) by using multigraphs (two vertices can be connected by number of edges and loops
also). Multigraphs allows to model a system with parallel connection between items.

Figure 27 Multi-graph example

0000
_ [ 2000
Ilv.el = 5100
0100
Equations 6

Subgraph

A subgraph of graph example G is a graph Q where V, € V and E; < Ey. Induced subgraph of graph
example G with set of verticesv; = {wy, ... w; } denoted W, has W vertex-set and it contains every edge
of graph G whose endpoints are in W. [15]

V(G(W)) = W and E(G(W)) = {e € E(G)|the endpoints of edge e are in W}
Equations 7 Subgraph definition [15]

Graph theory fundamentals are intentionally left out. These principles and rules are for example
described in Handbook of Graph Theory [15].

Shortest-path Problem and Dijkstra’s algorithm

It is one of the most basic and essential problem in graph theory. Path between two nodes, whereas
the sum of the weight of particular edges is minimal possible. Most frequent usage of problem solution
is in road navigation, communications, etc.

There is a plenty of important algorithms for problem solving. One of them is Dijkstra’s algorithm
developed by computer scientist Edsger W. Dijkstra in 1956.

It allows finding shortest path form given initial node to the final node assuming there is numerical
edge length (witch can represent various quantities related to the graph usage, for instance failure rate
in reliability assessment). The distance between two nodes in a graph is length of a shortest path from
initial to final node

The shortest path is a tree rooted at initial node, contacting all nodes that are reachable from initial
node. Figure 28 illustrates shortest path tree, where length of edges is described by a < b; c = e =
d.
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Figure 28 Shortest path tree for graph example

Nowadays there is lot versions of Dijkstra’s algorithm adjusted to the particular situations. Solution
made by using Dijkstra’s algorithm could be enormously time consuming. Therefore, it effective to
implement priority queues (for instance binary heap) for short path problem solution in the case of
complex system.

4.4.2 Graph handling in doctoral thesis

Presented definitions and principles serves as very essential base for further system graph (or network)
modeling, processing and evaluating. This doctoral thesis is focused on creating integrated method of
safety and reliability assessment of airborne system. Graph theory is applied as a modelling platform.
It also provides means how to describe model and evaluated its structure.

Graph theory is extensively applied on various engineering and scientific problems. Biology is one of
most interesting example of graph theory application. It is used for visualizing molecular interaction
and biological pathways. Graph theory application is inspired from biology application, uses graph
(network) structure description parts, not estimation and probabilities. Doctoral thesis adopts several
biology based means and principles for instance [49], [34], [37], [38], [52].

Therefore, it is possible to use already existing open-source software to model, process and evaluate
system instead of painfully creating new and potentially bugged codes.

Model itself is created in graph modelling and editing program on xml format platform. Each node has
a set of created attributes (see 4.2 Model Processing). Edges has a similar set of attributes. These
attributes will described in full in following chapters (Chapter 5).

& »(3

¢ Cyto
% y

Figure 29 Processing platform [Cytoscape. org]

Model processing and evaluation is done in open source Cytoscape 3. Cytoscape is an open source
software platform for visualizing networks. Although Cytoscape was originally designed for biological
research, now it is a general platform for complex network analysis and visualization. Cytoscape core
distribution provides a basic set of features for data integration, analysis, and visualization. Additional
features are available as Apps (formerly called Plugins). Apps are available for network and molecular
profiling analyses, new layouts, additional file format support, scripting, and connection with
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databases. They may be developed by anyone using the Cytoscape open APl based on Java™
technology and App community development is encouraged. [Cytoscape. org]

4.5 BASIC GRAPH ATTRIBUTES

System data structure in the form of graph allows to easily assess particular items, systems or function
interconnection. This ability is highly useful for analysis itself, it could be applied during initial design
phase of project or final formal evaluation. Data structure is accessible and modifiable. Analyst is able
to model system in various operational modes and configurations

Interconnections of items allows to combine (“cluster”) items function in order to provide intended
high function. These interconnections influence particular items functionality, diffuse failure effects
through the systems. Typically, it is subject of strongly structured and formal types of analysis like
FMEA. Function based modeling (and storing in the form clusters of nodes and edges) serves as
effective mean of identifying mutual influence.

Predecessors

Predecessors are defined a set of nodes (vertices) coming before a
given node in a directed path. This trivial attribute of graph is
actually quite useful and illustrative.

The figure on the left shows example of set nodes preceding a given
node. The node represents R MAIN electrical bus of case study
(defined in 7.2.1 Electrical System). It is quite obvious, that R
MAIN functionality (ability to provide electrical power to its loads)
is conditional to functionality of various items. Electrical power is
supplied from right generator or battery or through the bus-tie
interconnection from left generator. Drive of generators is provided

Figure 30 Case study R MAIN bus by engines. Generators are governed by controlling unit RCU, LCU

predecessor example respectively.

Logically, system function is influence by many other factors (like control unit setting, engine regimes,
operation modes). However, presented mean is highly useful for the analysis purposes or system study
itself.

Successors

The other side of a coin is a successor. It is set of nodes coming after a given node in direct path.
Continuing using the same example, the case study R MAIN is used in the Figure 31 (a) as initial to
whom other succeeds. Electric power is supplied to left axillary bus (AVION LAX), directly to the
elevator trim fuse and possible to the main bus from right main bus. Than the electrical power is
distributes though various buses and fuses to the particular loads. These items provide particular
function. Combination of support function provides intended high function resulting in Main Function.
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Figure 31 (a) Case study R MAIN bus successors example (restricted for illustration purposes) (b) Pitch trim sequence

Item-function relations

Function modeling serves in this case as powerful mean to analyze particular failure mode. Further,
Integrated method includes (beside other things function) item extended criticality evaluation (see
Chapter 5). As it is stated above Items contributing to the function performance carries share of
function criticality. It is based on various factors- one of them is severity of failure consequence.
Severity is based on item level of contribution to function(s) provision. Function base modeling
provides item interconnection to the system function through the predecessor/ successor sequence.

Figure 32 Case study GTN #2 succeeding function
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In combination with knowledge database (Appendix A), integrated method provides items relation to
the function and their(s) preliminary classification. Knowledge database also provides preliminary
severity membership volume for fuzzy criticality assessment. This input represents expert knowledge
(analyst is able to adjust this volume to better correlation with evaluated system).

Table 4 Case study GTN #2 functions severity preliminary classification (restricted for illustration purposes)

Function Flight Preliminary classification/
phase membership volume
ALL
34-50 Dependent Position Determining- Global (except MINORFS 2
positioning system- loss of function. LDG)
LDG HAZARDOUS FS 7,5
34-50 Dependent Position Determining - VHF
S . ALL MINOR FS 2
omnidirectional range- loss of function
23- 50 Audio Integrating- loss of function ALL HAZARDOUS FS 7,25
APR MAJORFS 6
23- 40 Instrument landing system- loss of function. LDG' IFR/IMC/

CATASTROPHICFS 10
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4.6 THE ROUGH TREE AND RECURSION ALGORITHM

A tree in graph theory is a connected graph with no cycles, so it is acyclic. Trees are important to the
structural understanding of graph and to the algorithmic of information processing, and they play a
central role in the design and analysis of connected networks. [15]

From the system engineering point of view, trees are already essential part of particular failure mode
analysis. Fault trees analysis proceeds by determining how failure can be caused by individual or
combined lower level failures or events (described in 2.5.2 Standard Safety and Reliability
Assessment Tools). Creating FTAs is difficult deductive process. It involves deep understating of system
functions and mutual interconnection. Function based modeling presented in this doctoral thesis
covers all of it. Through the local system model it is possible to obtain mutual influence of items toward
particular items, failure propagation toward assessed failure mode.

4.6.1 Recursive algorithm

By using system model in the form of graph based data structure it is possible to create a rough fault
tree. The term rough implies that fault tree has to be inspected before it could be incorporate in the
formal analysis. Integrated method contains simple recursive algorithm designed to evaluate
particular failure (due to function based modeling).

Figure 33 Recursive algorithm block- Field-operator-field

Recursion process is a procedure which goes through the data structure step by step. A step involves
re-calling of the procedure itself. A procedure is established as a set of steps defined by set of rules.
To run a procedure means that to perform a step and follow the given rules.

Process could be described by using a linguistic terms- Process asks to a given node- what is the failure
probability that system is not working to the given item level? This probability depends on a given node
failure rate and failure rate of preceding nodes combination. When inputs to node are of the same
type- it corresponds with FTA gate AND (input A and B have to fail) and when inputs are of different
type- it corresponds with FTA gate OR (input A or B have to fail).

Figure 34 System example- partially in failure
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When a node is terminal, probability of failure depends only on its own failure rate. Recursive process
is possible to define by two parameters:

e Base case- Rule terminating the recursive process
e Set of rules- It drives a case toward the base case

Failure mode evaluation starts with Given function- than it goes “back” through the system model
using the set of rules express in doctoral thesis by Recursive algorithm block. It uses local tree data
structure.

Recursive algorithm block

Block uses tree data structure. It provides a way how to evaluates relation between nodes. This relation
dependency is expressed by a given operator.

Figure 35 Recursive algorithm block- single input example

In the Figure 35, the left field is for assessed node and the right filed is for preceding node or set of
nodes. Operator depends on type of inputs.

Table 5 Recursion operators application

Operator | Inputs Description
. . Failure of both nodes results in failure up to given
Single input
level.
OR Multiple inputs of Failure of any nodes results in failure up to given
different type level.
Any A node is defined as OR gate for preceding items.

Multiple inputs of
AND same type
Any A node is defined as AND gate for preceding items.

There has to be failure of all input nodes.

If there are multiple inputs, right filed (of the recursive algorithm block) is filled by lower level recursive
algorithm block (see Figure 36).

Figure 36 Recursive algorithm block- multiple input of same type example
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This procedure continues until right filed is occupied by a terminal node. It means that algorithm
reached to the point where a given node failure rate express probability of failure on a given level
(when the node is terminal).

* -
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Figure 37 Recursive algorithm block- complex inputs example

4.6.2 Recursion example

In the Figure 38, system example (slightly adjusted for illustrative purposes) used through the doctoral
thesis is evaluated by recursive algorithm. Direct edges connecting nodes w and x with node v are
defined as same type (for instance electric wires). Directed edges connecting nodes z and y with node
x are defined as different type.

TOP
A

______

O] =

G -
© =
[61

- [@]]

Figure 38 Recursive algorithm logic applied on system model example

Example illustrates how recursive algorithm is propagated thought the system model from initial node
to the terminal. Each node could have several failure modes which could result or at least contribute
to the system failure. Knowledge base B (Appendix B) gives a limited summary of various items failure
rates and failure modes. It is up analyst to select which failure modes are relevant to the particular
failure mode.
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Figure 39 (on the left side) shows rough tree resulting from system example evaluation. This failure
mode probability could be estimated by using FTA direct technique described in following chapter. The
right side of same figure shows rough tree after OR gate aggregation.

TOP

O
@ © &
) @ & ®

Figure 39 Recursive algorithm out before (left) and after OR gates aggregation (right).

4.6.3 Rough tree failure rate estimation

Using the recursion algorithm, it is possible to obtain rough fault tree (explained above). It is possible
to estimate failure rate of this rough tree by using FTA direct technique.

Table 6 FTA direct technique estimation [14]

AND GATE OR GATE
P@ = [P P@=1-] [1-Pay
i=1 i=1
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4.7 GRAPH MODEL STRUCTURE AND TOPOLOGY

There are a lot of potentially useful algorithms and tools. System model structure could be evaluated
through various parameter. These parameters describe model topology, node positon and importance.
It provides a bigger picture of node (or edge) interrelations.

High Closeness Centrality

O

High Betweenness Centrality Degree=4

High Clustering Coefficient

Figure 40 Centrality, degree and clustering coefficient definition

Graph model processing results in several types of importance lists. These lists are based on selected
node parameter. For instance, centrality measure indicated how densely is node is linked with other
node in a given system or on global level. Node in and out degree give an information how is node
functionality related to preceding node and how influences subsequent nodes.

4.7.1 Fundamentals of graph

Indegree and Outdegree

The indegree of a vertex v in a graph G is the number of arcs directed to v. The outdegree of vertex v
is the number of arcs directed to from v. Each self-loop at v counts one towards the indegree of v and
one toward the out degree. [15]

In directed graph, the sum of the indegrees and the outdegrees both equal the number of edges. [15]
A walk

A walk in a graph G is an alternating sequence of a vertices and edges, W = v,, e, 14, €1 ..., €, U
Such that for j=1,..., n, the vertices v;_; and v; are endpoints of the edges e;. If, moreover, the edge ¢;
is directed from v;_; to v}, the W is a directed walk. The initial vertex is v, final (or terminal) vertex is

vy, The internal vertex is a vertex that is neither initial nor final. [15]
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Distance and connectivity [15]

The directed distance from a vertex u to a vertex vin a directed graph is the length of shortest directed
walk from u to v.

- Agraphis connected if between pair of vertices | s walk.

- Adirected graph is (weakly) connected if its underlying graph is connected

- A directed graph is strongly connected if from each vertex to each other vertex is a
directed walk

- The eccentricity of a vertex v in a connected graph is its distance to a vertex farthest from
%

- The radius of a connected graph is its minimum eccentricity

- The diameter of a connected graph is its maximum eccentricity

Figure 41 A strongly connected (left) and weakly (right) connected directed graph

Network (model) diameter

It is the largest distance between two nodes. If the network is disconnected, it is maximum of all
diameters of its connected components.

4.7.2 Network Position

Centrality

It is a structural (geometrically related) property of network. For these network measures, centrality
refers to the geometric center or the level of importance. [35]

Betweenness centrality (BC)

BC of a node n is computed in the process as:

Cg(N) = Ygunzt (U“(n)) Equation 4

Ost

Where s, t are nodes in the graph different from n. o, denotes number of shortest path from s to t.
0s:(n) is the number of paths from s to t that n lies on. BC is computed only for graphs that do not
contain multiple edges. The betweenness value for each node n is normalized by dividing by the
number of node pairs excluding n: (N — 1)(N — 2)/2 where N is the total number of nodes in the
connected component that n belongs to. Thus, the betweenness centrality of each node is a number
between 0 and 1. [33]
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The BC of a node reflects the amount of control that this node exerts over the interactions of other
nodes in the network. [34]
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Figure 42 Example system betweenness centrality illustration (BC correspond to the edge size)

This measure identifies and favors nodes that join separated systems (electrical with avionics, electrical
with engine control, etc.), dense subnetworks respectively, rather than nodes inside particular system.
Betweenness centrality ranking determine item importance on the wider (global level).

Closeness centrality (CC)

CC of a node n is defined as the reciprocal of the average shortest path length. It is defined as:

Cpc(n) = Equation 5 [35]

1
avg(L(nm))
Where, L(n,m) is the length of the shortest path between two nodes n and m. The CC of each node is

number between 0,1 [35].

Unlike betweenness centrality, closeness centrality is a measure of how particular function are tied
together through the function of particular item or items. Closeness centrality ranking determines
node importance due to function concentration.
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Figure 43 Classlessness centrality example
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Edge betweeneess

This attribute stores the edge betweenness of each edge normalized by dividing by (M-1)(M-2), where
M is the number of edges in the connected component that the edge belongs to. The edge
betweenness of e = (v, w) is defined as the number of shortest paths between two nodes s and t that
go through e divided by the total number of shortest paths that go from s to t. [36]

Subgraph Centrality (SubG) [38]

Method for characterizing nodes in network according to the number or closed walks starting and
ending at the node. Close walks are appropriately weighted such that their influence on the centrality
decreases as the order of the walk increases.

These closed walks are directly related to the subgraphs of network. Subgraph centrality of the node
is i as the sum of closed walks of different lengths in the network starting and ending at node i. The
contribution of these closed walks decreases as the length of the walks increases. That is, shorter
closed walks have more influence on the centrality of node than longer closed walks.

Subgraph centrality of the vertex i as the sum of close walks of different lengths in the network starting
and ending at vertex i.

O i (D)
k!

CS =
k=0

Equation 6 [38]

Number of closed walks of length k starting and ending on edge i in the network is given by local
spectrum moment p,, (i), which are simply defined as the ith diagonal entry of the kth power of the
adjacency matrix A

e () = (A9 is
Equation 7 [38]

Detailed description of subgraph centrality is provided in ESTRADA E., RODRIGUEZ- VELAZQUEZ J.,
Subgraph centrality in complex networks, Physical Review E 71, 056103, 2005 [38]

This centrality measure was tested on several artificial regular graphs and compared to other centrality
measures.

Centroid value

The centroid value is complex centrality index. It is computed by focusing the calculus on couples of
nodes (v, w) and systematically counting the nodes that are closer (in the term of shortest paths) to v
or w. The calculus proceeds by comparing the node distance from other nodes with the distance of all
other nodes from the others, such that a high centroid value indicates that a node v is much closer to
other nodes. Thus, the centroid value provides a centrality index always weighted with the values of
all other nodes in the graph. Indeed, the node with the highest centroid value is also the node with the
highest number of neighbors (not only first) if compared with all other nodes. In other terms, a node
v with the highest centroid value is the node with the highest number of neighbors separated by the
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shortest path to v. The centroid value suggests that a specific node has a central position within a
graph region characterized by a high density of interacting nodes. Also here, high and low values are
more meaningful when compared to the average centrality value of the graph G calculated by
averaging the centrality values of all nodes in the graph. [37]

Ceen(@) = min(f(v,w):w € V(v)) Equation 8 [37]
Where: f(v,w) =y, (w) — v, (Wwv) and y,(w) is the number of vertex closer to v than w.
How to interpret Centroid value in airborne system application?

Particular sub-system or item is functionally capable to influence other system and modules. Thus,
item with high centroid value, compared to the average centroid value of the network, will be possibly
involved coordinating the functionality of other highly connected items. A network with a very high
average centroid value is more likely influencing functional units or modules. It is useful to compare
centroid value to other means detecting dense regions in graph. [Inspired by 37]

Local patterns and Clustering

Express likelihood of items mutual influence on their functions. It is expressed by clustering coefficient
of anode is C,, defined as

2-e,
(kn - (kp—1)

Equation 9 [37]

Cyv(w) =

Where k,, is the number of neighbors of node n and e, is number of connected pairs between all
neighbors of n. Clustering coefficient is a ration N/M, where N is the number of edges between the
neighbors of n, and M is the maximum number of edges that could possibly exist between the
neighbors of n. The clustering coefficient of a node is always number between 0 and 1.

G(i)=1/3 Clij=1

Figure 44 Clustering coefficient

Network clustering could serve as a sort of additional control mechanism. If it is applied on the
system network.
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Figure 45 Graph centralities illustration [49]

4.8 MODEL PARAMETERS
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System model (consisting of nodes and edges) could be evaluated as whole or by particular nodes. It
gives additional information about model structure and topology. Following chapters show difference

between different systems.

Global parameters show, that model clustering coefficient reflect, how particular node cluster
together, how dense the network is. It partially reflects system complexity. Avionics system clustering
coefficient is similar to the global network. Elevator trim model is structured as acyclic graph- a tree.
There are no multi-edge nodes pairs- it is single purpose system designed to trim the elevator. This
information could be stored for further comparison. A database with different applications will be

established for following development of integrated method.
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Table 7 Case study model parameters (global)

GLOBAL
) o Number of nodes 102
Clustering coefficient 0,015
Number of edges 132
Diameter 12 Multi edges node pairs 11
Average number of
Shortest path 1193 (11%) . 2,37
neighbors
Table 8 Case study model parameters (avionics)
AVIONICS
) o Number of nodes 39
Clustering coefficient 0,012
Number of edges 40
Diameter 5 Multi edges node pairs 4
Average number o
Shortest path 130 (8%) erag f 1,846
neighbors
Table 9 Case study model parameters (elevator trim)
ELEVATOR TRIM
. o Number of nodes 13
Clustering coefficient 0,0
Number of edges 14
Diameter 6 Multi edges node pairs 0
Average number o
Shortest path 53 (33%) ) g f 2,154
neighbors

66 Doctoral thesis



The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety
and Reliability Assessment of Airborne Systems

4.9 EVALUATION PROCESS AND OUTPUTS

The main goal of graph model processing is to identify important nodes (and possibly edges) of a
system. The node importance is established on various bases. Node influence on connecting multiple
system (function cross-connection). Particular nodes cluster various functions of items in order to
provide particular function. Engine data acquisition unit is a typical example of it. Dozens of sensors
measure various engine parameters. These data are collect in these units in order to establish engine
functionality.

Evaluation process results in node topology parameter (NTP), which is one of the inputs to the fuzzy
criticality evaluation. It also provides several important node lists to the analyst. These lists could be
extremely useful during formal safety and reliability assessment.

4.9.1 Evaluation process outputs

Evaluation process is demonstrated on case study systems set (see Chapter 7Chapter ). Application on
this set of systems proved usage of graph theory based measures. At the Table 8 partial results are
presented. List shows most important nodes sorted due to their betweenness centrality parameter.
This parameter represents node importance as connector of various sub-systems clusters and system
(on the global) level. The most important node is in this case is L MAIN electric bus. It is a logical result.
Electrical system is taken as example of node importance overlap on global level. L MAIN bus supplies
essential parts of avionics system as well as elevator trim system. Difference between left and right
main buses importance is partially result of case study restriction (for instance elevator control, flaps,
ailerons are left out due to case study simplification). On the third spot is BUSTIE contactor. The
contactor interconnects both main buses in the case of generator (or distribution sequence) failure.
Avionics buses (AVION LMB/ RMB) and line contactors (LLC/ RLC) as a key parts of distribution
sequence are pointed out.

Data acquisition units are first items on the list other than electrical system members. These units
collect engine parameters, process them and display to the flight crew. They also process and transmits
notification information, warning and caution indication. Be aware that these result do not reflect
importance of particular function.
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Table 10 Case study evaluation process output

System | Node name In- out- centralies Centroid #
degree | degree BC # SubG | # volume
L MAIN 3 4 0,0441 1 6,61 9 54 11
R MAIN 3 4 0,0383 2 6,42 | 11 54 11
BUSTIE 2 2 0,0250 3 2,79 | 35 54 11
AVION 1 7 0,0220 5 9,63 6 23 14
LMB
AVION 1 5 0,0204 6 6,61 | 10 22 15
RMB
EIND L DAU 10 5 0,0181 7 24,86 | 1 8 39
EIND R DAU 10 5 0,0181 8 24,78 | 2 8 39
LLC 1 0,0163 9 2,59 | 42 55
RLC 1 0,0163 | 10 2,57 | 45 55
TRIM FUSE A10 1 0,0129 | 11 2,59 | 43 11 19

As last item on the list is elevator trim fuse. This item interconnects elevator trim to the electrical
network and protect it in the case of shortcut. High volume of betwenness centrality is logical.

Table 11 Case study evaluation process output 2

System Node name In- out- Contro s Centroid #
degree | degree BC # SubG # volume

EIND L DAU 10 5 0,0181 6 2486 | 1 8 39
EIND R DAU 10 5 0,0181 6 24,78 | 2 8 39
AVIO AUDIO #1 6 2 0,0046 | 20 | 13,76 | 3 1 77
AVIO GTN #2 7 2 0,0067 | 15 | 12,25 | 5 4 61
AVIO GTN #1 6 1 0,0016 | 36 |10,83 | 6 2 74
-] AVION LMB 1 7 |o00220] 4 |963] 7 23 14
AVIO DME #1 2 3 0,0024 | 27 9,11 8 5 54
AVIO TRANS 1 3 0,0020 | 28 7,87 9 5 54

L MAIN 3 4 0,0441 1 6,61 | 10 54 11

- AVION RMB 1 5 0,0204 5 6,61 | 11 8 39

Next table shows evaluation process output from the different point of view (Table 11). Nodes are
sorted by their subgraph centrality parameters. Subgraph centrality prefers local node importance.
Typical examples of local importance are processing and controlling components. Case study
evaluation identified as most locally important items DAU units, audio panel, GTNs, etc. These outputs
are quite intuitive. Node local importance in this context means high subgraph centrality parameter.
This parameter represents node closed walks, that start and ends in a given node. Contribution (to the
subgraph centrality) of these closed walks decreases as the length of the walks increases. Results show
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that DAU unit in-degree is ten and out-degree is five. For the case study model it is unprecedented.
Even GTNs has lower in and out degree ratio (partially due to model limitation and simplification). It
indicates high level of function clustering. Function related to these items are hugely depends on their
functionality. Temperature and pressure sensors are relatively simple components (and usually
designed as multi-redundant). Provided information could be at least partially subtitled by reaming
inputs in the case of failure. However, these inputs have to be processed and presented to the flight
crew. Pressing units are logically the most important nodes at the system (local) function sequence.

All these parameters expand and complete (at the possible level) analyst understanding of a given
system and airplane level relations. It is not possible to stated which parameter is generally most
important. It depends on particular application. Analyst could choose the dominant parameter (or
adjust its preference) for node topology parameter establishing. Nevertheless, importance list main
usage is to put substantial nodes to the spotlight for further evaluation and possible re-design.

4.9.2 Weight of function

In previous subchapters, node local and global importance is evaluated based on graph model
interconnections. However, this evaluation does not include function allocated to the particular node
(and their severity). Particular function has a position in the function hierarchy (3.2 Function
Hierarchy) based on its relation the main function and severity of failure consequences. Particular
nodes and edges have different weight of severity.

Position parameters of a node are weighted by allocated function to the node. Weight is related to the
amount of function severity (logically subjective measure).

Table 12 Case study evaluation process output and allocated functions

System Node name
Allocated functions

L MAIN EL4 X X X X X

R MAIN EL4 X X X X X

BUSTIE EL4 X X X X X

AVION LMB | EL4 X X X X X

AVION RMB | EL4 X X X X X
EIND L DAU LEIS | LEI2 | LEI7 | LEI3 | LEI6 | LEI1
EIND R DAU REIS | REI3 | REI6 | REI1 | REI4 | REI7

LLC EL4 X X X X X

RLC EL4 X X X X X

TRIM FUSE A10 ET1 ET2 X X X X

Severity input is defined in following chapter (5.2.1 ) as an input to the fuzzy criticality evaluation.
Each node and edge has an allocated function in the graph model. Function has specific identification
code. Table 12 shows allocated function to case study the most important nodes base on betweenness
centrality. Case study definition, complete importance lists and allocated function are described in the
chapter (Chapter 7).
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Selected graph position parameter is multiplied by aggregated severity (see 5.2.1 ). These
adjusted measures could be used during system analysis (and possible re-design) or used as basis for
node topology parameter instead of regular position parameters.

Table 13 Case study evaluation process output- weighted

Centralities

In- Out- - Centroid
System Node name BC # Weighted # #

degree | degree volume

SubG*

E.IND R DAU 10 5 0,0181 | 6 93,55 1 8 39
E.IND L DAU 10 5 0,0181 | 6 92,90 2 8 39
AVIO GTN #1 7 2 0,0032 | 23 77,00 3 3 70
AVIO GTN #2 7 2 0,0038 | 20 76,90 4 3 70
AVIO TRANS 1 3 0,0016 | 34 37,47 5 4 59
TRIM TR REL 2 2 0,0105 | 14 32,74 6 7 43
AVIO AUDIO #1 6 2 0,0046 | 19 31,84 7 1 77
PEEESEN Avion LvB | 1 7 |0,0226]| 4 29,00 8| 24 |14
AVIO EHSI #1 4 2 0,0022 | 27 26,05 9 4 59
AVIO EHSI #2 4 2 0,0026 | 24 25,87 10 4 59

Weighted evaluation process results show that locally most important nodes are DAU. Its subgraph
centrality is even after weighting process still dominant.

4.9.3 Node topology parameter

Node topology parameter (NTP) serves as one of the inputs to the fuzzy criticality assessment
described in following chapters. It express node interconnection in the system. NPT reflects node
influence on local and global level. It is based on previously defined and describe parameters-
betweenness centrality, subgraph centrality and centroid volume which reflect node position in the
model. To determine relative importance is used Metfessel allocation. In this case analyst has to
guantitatively evaluate importance of parameters based on their influence on network (airplane
systems).

In the set of parameters, not all elements of the set P, have the same relative importance in relation
to the particular problem under consideration. This relative significance or importance is simply
referred to as a weight parameter W,. The analyst evaluates the it parameter with value bi, if it lies in
the scale, e.g., bi <0, 100>. The more important the parameter is, the higher its score is. While the
scoring method requires the user to provide quantitative evaluation of indicators, it also allows for a
more differentiated expression of subjective preferences than in, e.g., the ranking method. [39]
by |
Wi = W,l = 1,2,...,7?,
Pa “Pa

Equation 10 [39]
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Where W; weight assigned to each parameter, b; is the number of assigned points, n is the number of
all considered parameters, bp, parameter, i index of the parameter, bp,—the total number of points
assigned to all parameters. The resulted weights, determined from expert assessments. [39]

Node parameters- betweenness centrality, subgraph centrality and centroid volume processed using
described Metfessel allocation. Resulting node topology parameter is computed by following equation.

NTP; = pgc * BC; + Psubg * SCi + pev * CV;
Equation 11

Where, pgc is between preference, BC; node processed betweenness centrality, ps,»c processed
subgraph centrality, SC; node centrality, pcy centroid volume preference and CV; processed node
centroid volume.

Table 14 Case study importance list based on NTP and weighted NTP

System Node name NTP System | Node name WeI:'Ithed
E.IND R DAU 65,29 E.IND R DAU 68,60
E.IND L DAU 64,94 E.IND L DAU 68,25
L MAIN 62,15 L MAIN 56,80
R MAIN 56,93 = R MAIN 51,64
AVION LMB 43,51 AVIO GTN #2 46,71
BUSTIE 40,81 AVIO GTN #1 46,06
AVIO GTN #2 36,14 TRIM TR BUS 42,15
AVIO GTN #1 35,74 TRIM TR REL 40,90
LLC 35,47 TRIM FUSE A10 40,90
RLC 35,44 - AVION LMB 38,41
Preferences:
Pec = 0,3 Psubc = 0,5 pey = 0,2

Final output from graph theory based model processing is NTP importance list. Table 14 show two
types of importance list. Un-weighted topology parameter results show, that most important items a
L DAU a R DAU units followed by various electrical buses, contactor and GTNs. Calculation
configuration prefers local importance over the global. Calculation configuration is adjustable to
particular application and analyst judgment. For case study evaluation weighted NTP is chosen (on the
left side of previous figure. In this case GTNs are most important items. These results at best
correspond with analyst judgment in this particular application.

As it was mentioned in previous sub-chapters many times NTP is used in following chapters as input
contributing to the particular node criticality.
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CHAPTER 5

EXTENDED CRITICALITY AND ROBUSTNESS

5.1 INTRODUCTION

System safety and reliability assessment system is standardly derived from certain attribute-
probability that item (or system) could perform required function (probabilistic reliability).

The concept of reliability as a probability means that any attempt to quantify it must involve the use
of statistical methods. Engineers try to ensure one hundred percent reliability, but experience tells us
it is not always possible. Therefore, reliability statistics are usually concerned with probability values
which are very high (or very low: probability that a failure occurs, which is 1- reliability). Quantifying
such numbers brings increased uncertainty, since it needs more corresponding information. Other
sources of uncertainty are introduced because reliability is often about people who make and people
who use the product, and because of the widely varying environments in which typical products might
operate. [19]

The significant degree of uncertainty is brought to reliability assessment by its definition. In the case
of general aviation airborne system degree of uncertainty rises because of non- relevant reliability data
or its absence. As it was mentioned in doctoral thesis introduction, the absence of detailed studies
focused on probability of successful performance of an airborne system at any time, makes safety
assessment inconclusive. The successful performance of any system depends on the extent to which
reliability is designed and built. In the real conditions, even almost identical system, operating under
similar conditions will have different life-time. Therefore, the failure of a sophisticated systems, e.g.
the airborne systems are described only probabilistically.

As it was mentioned above, integrated method intent to adopt descriptive attributes in order to
evaluate system. Extended criticality and robustness numbers are built on expert knowledge
(designers, maintenance personal, flight crew).

To handle expert knowledge gained based on critical review as linguistic terms integrated methods
uses fuzzy logic. Fuzzy criticality assessment was used and published (for example [5], [6], [7], [8])
before by several researchers and development groups. However, doctoral thesis aims to extend this
concept as integral peace of larger method and adjusted for airborne system safety and reliability
assessment application.

This concept fits into presented integrated method, it uses system model in the form of graph and its
outputs resulting from Graph theory application. Figure 46 illustrates combined influences on the
item/ sub-system criticality.
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5.2 EXTENDED CRITICALITY EVALUATION

Extended criticality evaluation concept is way how to overcome these problems. Criticality by MIL-STD-
1629A definition is a relative measure of failure mode its frequency of occurrence. Then criticality
analysis is a procedure by which each potential failure mode is ranked according to the combined
influences (by MIL-STD-1629A [3] definition severity and probability of occurrence).

Extended criticality level (and number) is generally descriptive attribute of item (sub-system)
contribution to system (airplane, high level function) state of being critical to MSO (sustain safe flight
and landing). This doctoral thesis intends to extend criticality level concept by combining different
influences based on precise critical review.

EXTENDED
CRITICALITY

DETECTABILIT

EXPERT

HIGH- LEVEL KNOWLEDGE

SEVERITY

SYSTEM SYSTEM

L?&-Eﬁ"l'l‘fl- PARAMETERS <€——— COMPLEXITY/
DEFINITION Y\I\M'rumw
k'\\\\\ GRAPH MODEL
OUTPUTS
RELIABILITY EXPERT ENVIRONMENTAL
DATA KNOWLEDGE DESIGN INFLUENCES

INFLUENCES

Figure 46 Combined influences on the extended criticality

Several aspects influence item criticality. These influences are projected in to set of inputs. There are
four inputs in to the fuzzy criticality evaluation (see Figure 46). Severity, occurrence, detectability and
system topology are those inputs. Following chapters describes in the process of extended criticality
evaluation, process of fuzzification, fuzzy inference and de-fuzzification.
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5.2.1 Severity definition

Severity is defined by the MIL-STD-1629A as the consequences of a failure mode. It considers the worst
potential consequences of a failure, determined by the degree of injury, property damage, that could
ultimately occur. In system architecture definition of an aircraft, main, support and additional
functions were established. Failure mode consequences are possible to express by High-level severity
(HLS) established according to its relation to MF, SF, AF and MSO.

Function severity (FS) is related to the aircraft function high and low critical functions (MF, SF, AF).
Severity distribution to the separated levels allows precisely describe failure mode consequences for
separated system and airplane itself.

FUNCTION HIERARCHY

MAIN FUNCTIONS GLOBAL SYSTEM MODEL

SUPPORT FUNCTIONS _______SYSTEMMODEL
el R ae— ! |
1
] =
FUNCTION E ADDITIONAL FUNCTIONS: 4 :
1 1
oo ]| | Lol [ roncron ]| |
HIGH-LEVEL SEVERITY FUNCTION | FUNGTION E !
i
i FUNCTION i | r !
|
i i [ SYSTEM MODEL
FUNCTION | ! ! r ]
reron 3| | [ vorn ]|
| I R e ———
FUNGTION | | i
! i
,,,,,,,,,,,,, i i
77777777777777 i
SYSTEM FUNCTION  [<-———— 3

Figure 47 High-level severity evaluation process

Function severity is based on evaluation of failure effect on three main aspects- Airplane (functional
capabilities), flight crew (ability to operate airplane) and passengers (comfort, physical distress and
injuries). This evaluation is derived from FAA AC23.1309-14 advisory circular [1].

Table 15 Function severity

FUNCTION SEVERITY EVALUATION

Base Related
Effect level membership Description classification
volume
There is no significant effect NO SAFETY
NO EFFECTS (N/E) 0
any of all three aspects. EFFECT

Only a slight effect on all
SLIGHT EFFECTS (SLIGHT) 1 MINOR
three aspects.

There is a significant effect
SIGNIFICANT EFFECTS (SIGN) 4 MAIJOR
on all three aspects.

There is a large effect on all
LARGE EFFECTS (LARGE) 7 HAZARDOUS
three aspects.

There is a catastrophic effect
CATASTROPHIC (CAT) 10 CATASTROPHIC
on all three aspects.
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All main aspect of failure (airplane, crew, passengers) direct effects have to be evaluated and classified
separately. These classifications are than aggregated in order to obtain resulting Function severity.
Highest level of effect classification (N/E, SLIGHT, SIGN, LARG, CAT) sets base membership volume.
Each aspect classification in the same level adds 1 point. Each aspect level classification in the closest
lower level adds 0,5 point. Lowest aspect classification adds 0,25.

025 + 05 +| 7

A

N e
l Passengers SLIGHT |
|

b e e e e e e =l
N e
l Flight crew SIGN |
|

e e e e e — |
A el
I Airplane LARGE ;
|

Figure 48 Function severity failure effects aggregation example

Figure 48 shows example of system failure effect aggregation. Highest aspect of failure consequences
is on airplane (LARGE), function severity membership base than equals to FS=7. Closest lower
consequences aspect classification is on flight crew (SIGN), FS=7,5. The lowest aspect classification is
on passengers (SLIGHT), therefore FS=7,75.

Integrated method provides functions preliminary classification and membership volume of airborne
systems failures in Appendix A. Systems are coded according to the ATA 100 numbering system which
is a common referencing standard for commercial aircraft documentation.
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Item High-level severity

As at it was mentioned multiple times, system items are interconnected in order to provide a given
function. Therefore, item could be associated with various functions. Iltem severity of potential failure
depends on its allocated functions, their severity respectively (FS). Appendix A provides function
severity for several systems. Term High-level severity (HLS) is in integrated method related to the item.
Process of function severity is described in previous sub-chapter. Item HLS strongly depends on system
configuration. Item function could be designed as redundant or could be backed up by auxiliary system
or configuration.

FUNCTION #1 ~_

| #1 FS=7 Y
FUNCTION #2 [——=—~
| #2 FS=5 -

FUNCTION #3

#3 FS=2

HLS=7,75

C di

P g Coresponding
| #1 FS=7 | + aggregation volume + aggregation volume

0,5 0,25

i

| #3 FS=2 |

| #2 FS=5 |

Figure 49 Item HLS and FS

Severity aggregation process starts with function with highest severity allocated to the item. To this
severity is added aggregation volume of other function. Appropriate aggregation volume is taken from
Table 16.

Table 16 HLS aggregation volumes

Severity level Function severity | Aggregation volume
NEGLIGIBLE 0 0
LOW 1-3 0,25
MEDIUM 3-6 0,5
HIGH 6-8 0,75
VERY HIGH 9-10 1

High level severity is classified as NEGLIGIBLE, LOW, MEDIUM, HIGH and VERY HIGHT. These
classifications are related to the formal classification MINOR, MAJOR, HAZARDOUS and CATASTROPHIC
required by authority (see 2.3.2 Certification bases). For each item, it is derived from is allocated
functions and their severity.

These classifications are not linearly distributed. There is essential difference between MAJOR and
HAZARDOUS and especially between HAZARDOUS and CATASTRPOPHIC. Aggregation process is a
measure how to ensure distinction between these classifications.
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In the Figure 50, adjusted system example present distinction between is HLS and FS. Nodes w and x
are associated with FUNCTION #1. This function has FS=5. However, HLS for both items equals to 5.
These nodes have redundant function.

#2 HLS 3

#2 HLS 3

#1HLS 2,5

FUNCTION #1 <7 u
L _FS5 | #1 HLS 5

FUNCTION #2 K-

[ Fs3 | #2 HLS 3

#2 HLS 3

Agregated
HLS 5,5

Figure 50 Item High-level severity aggregation

Node v is associated with functions #1, #2. Its HLS=5,5 according to the aggregation processed
described above.

Corrective measures

A few corrective measures are applied on the process of HLS aggregation in order to achieve higher
level of correlation with reality.

Table 17 Cumulated severity corrective measures

ID | Definition Example
If the function of a given item is redundant to | Case study elevator trim could be controlled
1 | anotheritem or items. HLS is for all of them by two separated items- PT TR Pl a PT TR
divided by the amount of redundant items. COPI.
Case study DAU units have seven MINOR
5 Cumulated severity could not be higher than allocated function. Classification of one
classification of allocated highest function. engine failure is MAJOR. Resulting

cumulated severity is HLSp 4y = 5
Case study CROSS STAT/ DYN valves are

Item function serves as auxiliary measure in designed to interconnect both channels of
failures. It is designed as Adjusted HLS is applied (HLS/2)
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5.2.2 Occurrence definition

Reliability is the probability of successful performance of a system in any time. The successful
performance of any system depends on the extent to which reliability is deigned and build in to it. In
practice, it is observed that even seemingly identical system, operating in under similar conditions, fail
in different times. [13]

As stated earlier, in the field of doctoral thesis interest (mainly UAVs and light weight aircrafts) it is not
possible to provide relevant reliability data. Yet, precise reliability analysis should determine the
possibility and probability of particular failure mode. There is a need to somehow establish at least
probability of failure mode occurrence and probability of failure mode detectability. These influences
contribution to the item extended criticality has to be taken under consideration.

Probability of occurrence

Probability of failure mode occurrence is most essential complementary measure to quantify system
reliability- ability to perform its function. Presented integrated method uses two ways how to express
probability of occurrence- quantitative (relevant reliability data are available) and qualitative using
the linguistic term to established occurrence level.

Occurence level
Precise definition of occurrence level .,  r————————-

CRITICALITY

I

!

Evaluated item ASSESSMENT |
I

]

Available reliability data?

Occurrence level is established |~ L ———————— .
based on liguistic terms

A

EXPERT SYSTEM

Figure 51 Occurrence levels

Occurrence levels are used as strong inputs to the fuzzy criticality assessment representing (precisely-
available data or linguistically based on expert knowledge) probability of occurrence. Input parameter
handling is described in chapter 5.2.2 Occurrence.

Critical review summarizing basic items for specific type of system is attached as Appendix C. It is sort
of guide for occurrence score definition. These reliability data are taken from various commercial
reliability databases, representing typical items of particular system.
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5.2.3 Detectability definition

Probability of failure mode detection is crucial factor influencing item or system criticality. It is
extremely difficult and highly expensive to establish precise probability of failure mode detection using
the reliability and maintainability testing.

Nevertheless, there is a possibility to establish change of failure mode detection using the expert
knowledge expressed in form of linguistic terms and score tables. Doctoral thesis adopting different
criteria for item failure mode detectability reflecting various type of systems. Chapter 5.5.1

Detectability defines score tables for particular types of systems. Resulting scores are taken
into a fuzzification process. Doctoral thesis established detectability levels- Latent, low detectability,
moderate detectability and very high detectability. These levels are defined by score range. Worst
case scenario- latent failure level equals FAA AC23.1309-1E definition- A failure is latent until it is made
known to the flight crew or maintenance personnel.

Table 18 Detectability criteria definition

Direct detectability Failure of evaluated system is indicated to the crew. Flight crew
(indication) is able to respond to the failure effects and proceed according
to the flight manual.

YES (Multiple levels) Multilevel crew alerting system- alert, caution, warning.
YES (Single level) Loss of function indication.
NO There is no direct indication to the crew.

Indirect detectability
(results of non-function)

Failure is indirectly indicated to the crew by its collateral
effects. Flight crew is able to derive occurring failure without
significant workload.

YES Fulfill indirect detectability definition.

Partially It is possible to reasonably assume that there is at least partial
indirect detectability of occurring failure.

NO Does not fulfil detectability definition.

External pre-flight test

Item malfunction is possible to detect during standard external
pre- flight test. Flight crew execute pre- flight maintenance
outside the aircraft according to the flight manual.

YES

Fulfill indirect detectability definition.

NO

Does not fulfil detectability definition.

Internal pre-flight test

Iltem malfunction is possible to detect during standard external
pre- flight test. Flight crew execute pre- flight procedures inside
the aircraft according to the flight manual.

YES

Fulfill indirect detectability definition.

NO

Does not fulfil detectability definition.

Detectability levels are defined as score intervals. Resulting detectability level is part of integrated

method outputs.
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5.2.4 Topology parameter definition

It was described in previous chapter (see 4.9.3 Node topology parameter). Node topology parameter
express node interconnection in the system. NPT reflects node influence on local and global level. It is
based on previously defined and describe parameters- betweenness centrality, subgraph centrality
and centroid volume which reflect node position in the network.

5.3 ROBUSTNESS AND SYSTEM PARAMETERS

Integrated method has to implement expert system parameters definition into a process of system
evaluation. Every particular system has its own characteristics. System items should be separated
avoiding common cause failure. In case of essential system (related to the function severity) required
redundancy has to be ensured.

Item maturity, process of design, complexity and previous experiences with item usage in similar
condition has to be taken under consideration. System and is items have to meet environmental and
software technical condition necessary for aviation application. Environmental requirements ensure
that item is not vulnerable against changing temperature, humidity, attitude, inflected vibration,
voltage spikes and many more.

In the case of “lower” airplane classes like it could
be necessary to take all these influences as well.

DIVERSITY/
- REDUNDANCY Integrated method developed in doctoral thesis is
ROBUSTNESS AppendixD partially des.lgned as soric of expert systerTT. ExF)ert
\ knowledge is handled in the form of linguistic
SYSTEM terms. International standard IAC 61508 [53]

COMPLEXITY/
MATURITY published by the International Electro- Technical
Appendix D Commission contains questionnaire covering

basic system parameters definition- Separation/

 IRONMENTAL Segregation, Diversity/ redundancy, Complexity/

INFLUENCES design/ maturity, Assessment, Environmental

SEPARATION/ Appendix D control/ testing. This standard is design as basic
SEGREGATION functionality safety standard applicable to all
Appendix D kinds of industry. It is called Functional Safety of

Electrical/Electronics/Programmable  Electronic

Safety-related Systems.
Figure 52 Combined influences on the robustness number

For doctoral thesis purposes IEC 61508
guestionnaire is significantly modified for airborne system application (it is partially inspired by [50]).
Each system parameters category (Separation/ Segregation, Diversity, Redundancy, etc.) is adjusted
for basic types of system- mechanically based, electrically based, electronically based, hydraulics.
Evaluation of questionnaire answers is newly designed for aviation application. Answer evaluation uses
fuzzy logic to express expert knowledge (using fuzzy four fuzzy sets- No, Rather no, Rather no and Yes).
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Output of system parameter evaluation is robustness numbers for particular category. This numbers
express property of system being strong and resistant in design.

Term robustness should be taken with a reserve. It could be defined as “the ability of system to resist
change without adapting its initial stable configuration”. Although aircraft and its systems could adapt
to the emergency situations applying emergency procedures and remedies, it should be designed as
robust and reliable as is reasonable practicable. Robustness number allows to evaluate level of system
(and aircraft) separation/ diversity/ redundancy/ complexity/ maturity/ environmental.

Robustness numbers provides an additional and advisory means how to describe evaluate system.
These data could be stored for further processing. In future it is possible to compare scores between
system of similar applications. It is possible, that questionnaire will be modified in order to elevate its
correlation with reality.

Questionnaire itself and detailed guidelines is attached as Appendix D. Analyst is should be able to use
express system parameters and evaluate level of system robustness.

Following tables give an example of used questions. In each column is stated question relevance (R),
partial relevance (P/R), non- relevant (N/R) for specific type of system. However, question relevance
is not mandatory. Its application is up to system expert and analyst.

Separation/ segregation

Table 19 Questionnaire review - separation/ segregation class

QUESTIONS
Relevance Electrical Electronics Mechanical Pneumatic Hydraulic

Separation/ segregation

Q1: Are all connection (cables,
wires, pipes) for the channels

R R R R R
routed separately at all
positions?
Q2: Are the logic sub-system
channels on separate printed- R R N/R N/R N/R
circuits boards?
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Table 20 Questionnaire review - diversity/ redundancy class

QUESTIONS
Relevance Electrical Electronics | Mechanical Pneumatic | Hydraulic

Diversity

Q1: Do the channels employ
different technologies (for
example, one electronic or R R N/R N/R N/R
programmable electronic and
the other relay)?

Q2: Do the channels employ
different electronic
technologies (for example, one R R N/R N/R N/R
electronic, the other
programmable electronic)?

B T T T T T T, MR N N NN N N S S e

Table 21 Questionnaire review example- Environmental class

QUESTIONS

Relevance Electrical | Electronics Mechanical | Pneumatic | Hydraulic

Environmental control

Q6: Are all signal and power
cables separate at all R R R R R
positions?

Environmental testing

Has the system been tested
for immunity to all relevant
environmental influences (for
example EMC, temperature,
vibration, shock, humidity) to
an appropriate level as
specified in recognized
standards?

R T R T R I A NN N TR RO N N N A A A A A A N T S S Y S R

Resulting answers are weighted and serve as inputs to the fuzzification process. This process is
explained in detail in following chapters. Means of questionnaire answers fuzzy evaluation is also
explaining in these chapters.
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5.4 INTEGRATED METHOD KNOWLEDGEBASE

The knowledge bases are intended to be a source of expert knowledge. It is based on experiences and
procedures used on the BUT Institute of Aerospace Engineering gain during participation in several
Czech and international projects focused on safety and reliability assessment of airborne systems.

Knowledge bases are mainly useful for General Aviation purposes EASA CS-23 application, nerveless
these data could be used in unnamed aerial system application or light aircraft application. Bases are
designed to guidelines for integrated method application (fuzzy criticality evaluation) or standard
safety and reliability assessments. Provided information are designed for twin and single engine
aircrafts (notified in Appendix A).

Figure 53 PA-31-350 Chieftain (left)[46], VUT 100 (right) [45]

5.4.1 Classification Knowledge Base

The airborne systems classification knowledge database is attached as Appendix A. It is a structured
analysis developed especially for proposed integrated method. Airborne systems are divided into
several chapters and sub-chapters according to the ATA 100 (ATA DEFINITIONS OF AIRCRAFT GROUPS,
SYSTEMS AND SUB-SYSTEMS). Each failure mode of system is evaluated separately. Assumed effect on
three main safety aspects airplane, crew and passengers are classified (based on FAA AC23. 1309-1E),
commented and fuzzy membership volume is established. The membership volume of function
severity (see5.2.1 Severity ) serves as input for definition of system criticality.

Table 22 Classification database structure

ATA 100 CLASSIFCATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight | Failure Function
Chapter | system | Definition | phase | mode | Airplane | Crew | Passengers severity Note

Chapter selection is based on previous experience with safety and reliability assessment of typical
airborne systems. For instance, power-plant is development and certified separately to the aircraft
development. Therefore, engine chapters (72) are not included in knowledge database. Otherwise,
engine unit integration is essential part of safety and reliability assessment. Engine controls, ignition
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chapters (73, 76) are included in the database. Various chapters are intentionally left out, because
these types of systems are not usually applied in the field of interest (see Table 23).

Table 23 Classification knowledge database content

CONTENT OF KNOWLEDGE DATABASE A
22 | AUTO FLIGHT 31 | INDICATING/ RECORDING SYSTEMS
23 | COMMUNICATION 32 | LANDING GEAR
24 | ELECTRICAL POWER 33 | LIGHTS
26 | FIRE PROCTECTION 34 | NAVIGATION
27 | FLIGHT CONTROL 46 | INFORMATION SYSTEMS
28 | FUEL 76 | ENGINE CONTROLS
29 | HYRAULIC POWER 77 | ENGINE INDICATING
30 | ICE AND RAIN PROTECTION 80 | STARTING

5.4.2 Basic Items Reliability Data Overview

The basic items reliability data overview is attached as Appendix B. Selected reliability data are taken
from several commercial reliability databases:

(1) MIL-HDBK-217F NOTICE 2 Reliability Prediction of Electronic Equipment [27]
(2) MIL-HDBK-338B Electronic Reliability Design Handbook [28]

(3) SRCSPIDR System and Part Integrated Data Resource v.1.0 [29]

(4) RIAC Databook 3.0.1 NPRD-2011 C, FMID-97CD, EPRD97-CD, VZAP-95 C [30]

Database provides occurrence membership volume of item for fuzzy criticality assessment.

Table 24 Structure of basic parts reliability database

BASIC PARTS

Failure rate Occurrence Information

Item | Fajlure mode Note

[hri] level source

5.4.3 Robustness parameters questionnaire

As it was mentioned above system parameters definition questionnaire is attached as Appendix D to
this document. It serves as a mean how to process expert knowledge, allocated functions and relations
to the other system. Using this questionnaire, it is possible to evaluate level of system separation/
segregation, diversity/ redundancy and environmental control/ testing.
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5.5 FuUZzzy EXTENDED CRITICALITY INPUTS

5.5.1 Detectability input

Integrated method provides scoring table to evaluate a given item detectability (Table 25).

Detectability is descripted in the chapter 5.2.3 Detectability. Scoring table is based on previous

experiences with modern maintenance planning and evaluation MSG-3 and safety and reliability

evaluation. Detectability scoring interval is < 0,10 >. Lower score corresponds with higher probability

of failure detection. High score corresponds with lower probability of failure detection resulting in

latent failure.

Table 25 Detectability scoring table

Direct detectability:
Failure of is
indicated. Flight crew
is able to respond to
the failure effects
and proceed
according to the
flight manual
Indirect
detectability: Failure
is indirectly indicated
to the crew by its
collateral effects.
Flight crew is able to
derive occurring
failure without
significant workload.

Pre-flight inspection
test: Item
malfunction is
possible to detect
during pre- flight
test. according to the
flight manual.

Indir .
. .. direct Pre- flight
Direct detectability detectability . .
R inspection/ | Score
(indication) (results of non-
) procedures
function)
YES YES NO | YES | Partially | NO | YES NO
(multiple | (single
levels) level)
X X X 1
X X X 2
X X X 3
X X X 4
X X X 5
X X X 6
X X X 7
X X X 8
X X X 9
X X X 10

HIGH

LATENT

Scoring table provides advisory mean how to express detectability. Detectability significantly depends

on expert judgment. Scoring table application is not mandatory. It could be adjusted for particular

application.
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However, detectability is strongly bounded with failure occurrence. This relation is established in fuzzy
inference rules. High attention with detectability is advised. Next table provides short example of items
and their detectability. Scoring tables are applied in the case study evaluation (Chapter 7).

Table 26 Detectability examples

DETECABLITY LIST OF EXAMPLES

INTEGRATED AVIONICS SYSTEM, AUTOPILOT

1 HIGH

DATA ACQUISITION UNIT, ELECTRIC GENERATORS

PRESSURE AIR VALVES

PRESSURE, TEMPERATURE OR PRESSURE SENSORS

STATIC PRESSURE INPUTS

RELAY, AIR INLET

10 LATENT

For the purposes of fuzzy inference process detectability levels are established. Thorough these levels
fuzzy inference rules are expressed. Particular levels are distinguished by their score intervals (see
Table 27). Levels are also useful in the process of system evaluation.

Table 27 Detectability levels definition

Detectability level Description Score interval
It is almost impossible to
LATENT detected failure except limited 9-10
collateral effects.
LOW DETECTABILITY It is not likely to detect failure. 6-9
There is a possibility to detect
MODERATE DETECTABILITY . 3-5
failure.
There is very high probability of
VERY HIGH DETECTABILITY 0-2

failure detection

Detectability fuzzy membership is established in Figure 54. The trapezoidal membership function is

used.
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Figure 54 Fuzzy membership function for liguistic variable- detecablity

5.5.2 Node topology

Node topology paramter has scoring interval < 0,100 >. It is based on graph model evalution. Lower
score correspond with item low influence on the system. NTP fuzzy membership is established in the
Figure 55. The trapezoidal membership function is used.
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Figure 55 Fuzzy membership function for linguistic variable- node topology

For the purposes of fuzzy inference process node topology parameter levels are established. Through
these levels fuzzy inference rules are expressed. Particular levels are distinguished by their score
intervals (see Table 28).
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Table 28 NTP levels

Topology parameter level Description Score interval

High level of node interconnection
VERY HIGH and impact to the system. Item has 80-100
an exceptionally global function.

High level of node interconnection
HIGH and impact to the; system. Item has 50-70
a global function.

Medium level of node
MEDIUM interconnection and impact to the 25-40
system. Item has a local function.

Low level of node interconnection
LOow and impact to the system. ltem has 0-15
a local function.

5.5.3 High-level severity input

High-level severity is key input of item extended criticality evaluation. HLS could be obtained by two
ways. Main way is knowledge base application (Appendix A). Knowledge base provides preliminary
classification of most important system failures (important at the field of interest). These classifications
are based on experience in the field safety and reliability assessment, modern maintenance and pilot
experience in BUT Institute of Aerospace Engineering. It could be adjusted for particular application.
Secondary way is expert knowledge of analyst and usage of high severity levels and ranks. High level
severity levels are derived from EASA CS-23 and FAA AC 23.1309-1E.

Table 29 High- level severty levels

High- level severity | Description Rank

Very high level of severity of failure consequences. It could
VERY HIGH . o N 9-10
potentially leads to the fatal injuries of fatalities

Large reduction in functional capabilities or safety
HIGH margins. Potentially serious or fatal injury. Excessive flight 6-8
crew workload.

Significant reduction in functional capabilities or safety
MEDIUM _ T o , 3-5
margins. Physical distress. Significant flight crew workload.

Slight reduction in functional capabilities or safety

LOW margins. Physical discomfort. Slight increase of flight crew 0-2
workload.
No effect on operational capabilities or
NEGLIGIBLE -
safety.
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High level severity fuzzy membership is established in Figure 56. The trapezoidal membership function
is used.

HIGH LEVEL SEVERITY

LOW MEDIUM HIGH VERY HIGH
1 i \ —

MEMBERSHIP \ / \ \
VOLUME \ \ / 1

Figure 56 Fuzzy membership function for linguistic variable- high level severity

5.5.4 Occurrence input

Occurrence fuzzy input definition is partially based on allowable probability of failure condition
established by FAA A23.1309-1E [1] Class IV. It could be possibly adjusted for different class or
category.

Failure rate value A will be used for substitution of failure probability. According to the assumption
that average flight time of the airplane is 1 hour, there is no need to multiply value A by value
representing flight time. Therefore, it is possible to use simplified formula:

Q=2A-At=21-1=2
Equation 12

This formula is commonly used simplification. The simplification applies to components with high-level
of inherent reliability (A < 1.10%3). This requirement is fulfilled with the used components.

Probability intervals could be adjusted for different class even for different certification base. It is up
to analyst to set up occurrence base.
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Table 30 Occurrence definition

OCCURRENCE LEVELS for EASA CS-23 Class IV
Occurrence . Probability Corresponding
Description . ;
level interval [hr] MTBF
Failure probability is extremely
FREQUENT . . . 1.10* 1 > 1000 hours
high (item repeat failures).
REASONABLE | Failure probability is high (item 1.10% 1.102 1 000 - 100 000
PROBABLE | repeat failures). ) ) hours
OCCASIONAL | Failure is occasional. 1.10° 1.10° -
Failure probability is low. -
REMOTE 1.107 1.10-8
EXTREMELY Failure is almost unlikely. -
1.10° 0
UNLIKELY

In the case of absence of relevant reliability input data, analyst is able to use Table 30. It describes
particular occurrence level and gives a description allowing analyst to established occurrence level.
These inputs are not totally precise, however in combination with other fuzzy extended criticality
inputs help to establish mean of item evaluation.

Occurrence fuzzy membership is established in Figure 57. The trapezoidal membership function is
used.

OCCU RE NCE (not in scale)

EXTREMELY RESONABLE
UNLIKELY REMOTE OCCASIONAL PROBABLE FREQUENT
1 — P — ) i
MEMBERSHIP y \ \ \
VOLUME ‘g‘ \‘\ \\‘.
\\\
0 1ei;) 1;-8 ‘;‘e-7 \1e-6 ;Ee-S “1e-4 4&*3 “1e-2 1

Figure 57 Fuzzy membership function for linguistic variable- occurrence
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5.6 ROBUSTNESS AND PARAMETERS INPUTS

System robustness is evaluated from several points of views (see 5.3 Robustness and  System
parameters). Each of them express different attributes. Evaluation is processed through questionnaire.
Fuzzy robustness process is a way how to express expert knowledge. Questionnaire answers serve as
inputs to the fuzzy inference process Robustness inputs fuzzy membership are established in Figure
58. The triangular membership function is used.

QUESTIONNAIRE ANSWER

NO RATHER NO RATHER YES YES

1

15 2 2,5 3 3,5 4

Figure 58 System parameters answer membership function

Expert knowledge could be expressed as linguistic answers (Table 31) or as a crisp number from

interval < 0,4 >.

YES
R/YES
R/NO
NO

It does fulfil definition.
Rather fulfils definition.
Rather not fulfils definition.
It does fulfil definition.

Table 31 Questionnaire answers definition
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5.7 FuZzzy EXTENDED CRITICALITY OUTPUTS

5.7.1 Extended criticality output

Number resulting from antecedent part of fuzzy rule is than applied on rule consequent. Number

resulting from particular fuzzy rule is than aggregated in order to obtain resulting fuzzy criticality

number. For consequent of fuzzy criticality is used trapezoidal membership function (see Figure 59).

EXTENDED CRITICALITY
SAFETY
NOT CRITICAL MODERATE CRITICAL CRITICAL
1 5 —
MEMBERSHIP \\\ ] // \x\ / \\
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/>’\ \‘\\ /'/ \\\
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Figure 59 Extended criticality output membership function

Fuzzy criticality evaluation process results in extended criticality number. It gives a relative information
about item importance. This information is based on several attributes. Extended criticality number
corresponds with particular level (see Table 32).

Table 32 Extended criticality level definiton

Extended criticality
level

Fuzzy ranking
interval

Description

SAFETY- CRITICAL

8,5-10

An item/ subsystem is directly influence MF
implementation and threaten MSO execution. It
is indispensable to continue control safe flight
and landing.

CRITICAL

5,5-7,5

An MF
implementation. However, it is not directly critical

item/ subsystem influence
to the MSO. Low level of occurrence level, high
failure detectability reduces extended criticality

number.

MODERATE

2,54

An item/ subsystem does not influence MF
implementation nor MSO execution. It partially
influences AF implementation.

NoT CRITICAL

0-1,5

An item/ subsystem does not influence AF, MF
implementation nor MSO execution.
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5.7.2 Robustness number output

Number resulting from antecedent part of fuzzy rule is than applied on rule consequent. Number
resulting from particular fuzzy rule is than aggregated in order to obtain resulting fuzzy robustness
number. For consequent of fuzzy criticality is used triangular membership function (see Figure 60).

ROBUSTNESS PARAMETER

Low MEDIUM HIGH VERY HIGH
;

MEMBERSHIP \
VOLUME

S Pl

0 0,1 0,2 0,3 04 0,5 0,6 0,7 0,8 0,9 1

Figure 60 Robustness parameter output membership function

Fuzzy robustness evaluation results in out several robustness number based on evaluated category
(for instance Diversity/ Redundancy). It provides additional information about system design. Each
category reflects different system attribute. Resulting number corresponds with a particular
robustness parameter level (see Table 33).
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Table 33 Robustness level definition

Parameter
Level

Fuzzy ranking
interval

Description

VERTY HIGH

0,7-1

A given parameter of particular system is very high. Except
complexity/ design and maturity it corresponds with very high
level of system protection. Complexity/ design and maturity:
it correlates with very high complex system with low maturity
of its items.

HIGH

0,4-0,65-0,85

A given parameter of particular system is high. Except
complexity/ design and maturity it corresponds with high level
of system protection. Complexity/ design and maturity: it
correlates with high complex system with relatively low
maturity of its items.

MEDIUM

0,1-0,35-0,6

A given parameter of particular system is medium. Except
complexity/ design and maturity it corresponds with medium
level of system protection. Complexity/ design and maturity:
it correlates with medium complex system with relatively
high maturity of its items.

LOwW

0-0,3

A given parameter of particular system is low. Except
complexity/ design and maturity it corresponds with low
level of system protection. Complexity/ design and maturity:
it correlates with low complex system or with very high
maturity of its items.
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5.8 FuUZzZzY INFERENCE

Itis a process of evaluating inputs to and output through fuzzy sets. The most used inference technique
is Mamdani. Developed by Professor Ebrahim Mamdani of London university in 1975. Process consist
of four steps- fuzzification process (particular inputs used in integrated method are presented above),
rule evaluation, aggregation of rule outputs and de-fuzzification.

Crisp inputs (expressing expert knowledge and assessment) are numerical volumes of discourse. Each
type of input has special range of the discourse. Crisp inputs are fuzzified against the appropriate fuzzy
set. These inputs fuzzified against the appropriate particular linguistic fuzzy sets. Fuzzy rules consist of
antecedent (expressed IF) and consequent (implication, expressed THAN). Antecedent part could
consist of multiple parts, which are expressed in the configuration of fuzzy operators (AND, OR).

Fuzzified inputs are applied to the antecedents of the fuzzy rule base to obtain single that represents
the result of rule antecedents. Resulting number is applied in consequent part of fuzzy rule. Fuzzy rule
base contains number of particular rules. Therefore, process of aggregation is used. It is a process of
unification of the outputs of all rules. Each rule (clipped and scaled) consequents are combined into a
single fuzzy set. Resulting number has to deffuzzified to obtain a crisp number expressing output
(critically, robustness). It is a process of aggregation of fuzzy set into this single crisp output. Based on
[31]

NODE mmmmmmmmmme e
TOPOLOGY
PARAMETER

- —
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DETECTABILITY

/ \
FUZZIFICATION =:>" RULE \,ﬁ.> DE-FUZZIFICATION TENE
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OCCURENCE:|"/> \ EVALUATION \ CRITICALITY
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HIGH- LEVEL
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Figure 61 Fuzzy inference process

5.8.1 Fuzzification

It is done because of simple reorganization that number of the quantities which are considered to be
a crisp and deterministic, but they are not deterministic at all. Because they carry considerable
uncertainty. If the form of uncertainty happens to arise because of imprecision, ambiguity, or
vagueness, then the variable is probably fuzzy and can be represented by a membership function. [12]

Fuzzification process includes the Node topology parameter, High-level severity, Occurrence,
Detectability inputs to into their fuzzy representation which can then be matched with the premises
of the rules in the rule base. Fuzzification is done in order to transforms crisps into a membership
degree. It should express how inputs belong into linguistic terms used in the rules.
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Table 34 Extended criticality inputs fuzzification

EXTENDED CRITICALITY INPUTS

NODE TOPOLOGY Node topology express level of item interconnection on the
PARAMETER global level.
_ VERYHIGH

Range of discourse: 0-100

Example input

Crisp number: 78

U (x=tiGH) = 0,25 U (x=very HicH) = 0,78

High-level severity express item severity based on its
HIGH LEVEL SEVERITY allocated functions. Analyst assess item’s failure (or incorrect
y EDION HigH function) severity in relation to the MSO (ability to sustain
safe flight and landing). Range of discourse: 0-10
A / Example input
Crisp number: 5,2

MK (x=mAJOR) = 0,72 n (x=HAZARDOUS) = 0,27

Occurrence express probability of item failure. Precise

OCCURENCE volume could be substituted by occurrence level based on
RESONABLE

OCCASIONAL PROBABLE expert knowledge.
Range of discourse: 0-1
/"' Example input

Crisp number: |\ = 9.10"
A

0,78

026 M (x=occasioant) = 0,26 M (x=resonasLe prosasLe) = 0,78

le-4 le-5

Note. Figure is not in scale

DETECTABILITY Detectability express likelihood of item failure detection.
VERY HIGH

Range of discourse: 0-10

Example input

Crisp number: 1,8

M (x=VERY HiGH) = 1

96 Doctoral thesis



The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety
and Reliability Assessment of Airborne Systems

5.7.2 Inference rules

Itis a platform for abstracting information based on linguistic terms (expert’s judgment) the fuzzy rules
base is used. Interaction between various failure modes and effects are represented in the form of
fuzzy rules. “If-then” rules describe the riskiness of the system for each combination of input variables
and they are easily implemented.

It presents the way of thinking, that then we know something (hypothesis, premises) then it is possible
to infer or derive to the conclusion (consequent fact). Fuzzy base rule concept is most effective in the
case of complex system modeling, when the system is observed by people because it makes use of
linguistic variables can be naturally represented by fuzzy sets and logical connectives of these sets.
Rules are based on natural language representations and models, which are themselves based on fuzzy
sets and fuzzy logic. [11]

The fuzzy level of understanding and describing a complex system is expressed in the form of a set of
restrictions on the output based on certain conditions of the input. Restrictions are generally modeled
by fuzzy sets and relations. Restriction statements are connected by linguistic connectives such as
“and, or, or else.” [11] Extended criticality fuzzy rule base rules respect relationship between classes,
probabilities, severity of failure established in FAA AC23.1309-1E [1]

Crisp input Crisp input
x1 ¥l

! Fuzzification

1
A \
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a x1 X 4] ¥l
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1
0.7 . c1h fe2\ [ o3
. B2 AMD V0.2
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Rule 32 IF xis AL (0.5) THEM zis C3 (0.5)

Figure 62 Fuzzy logic rule application [31]
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Figure 63 Fuzzy logic rules aggregation and de-fuzzificaiton [31]

First set of fuzzy inference tables is designed for system robustness evaluation- Separation/
segregation, diversity/ redundancy, Complexity/ Design/ Maturity/ Experience, Environmental control.
Process of robustness evaluation is described in deep in Appendix D.

Table 35 Robustness Inference rule base — separation/ segregation

ROBUSTNESS FUZZY INFERENCE RULES - Separation/ segregation

Setting Antecedent Consequent

# | Operator | Q1 Q2 Q3 Q4 LEVEL OF
SEPARATION

1 AND YES YES YES YES VERY HIGH

2 OR YES - - YES VERY HIGH

3 AND R/YES YES YES R/YES VERY HIGH

4 AND YES NO NO YES HIGH

5 AND R/YES R/NO R/NO YES HIGH

6 AND R/NO R/YES R/YES R/NO MEDIUM

7 AND NO NO NO YES MEDIUM

8 AND R/NO R/NO R/NO R/NO LOow

9 AND NO NO NO NO LOW
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Table 36 Robustness inference rule base- diversity/ redundancy

ROBUSTNESS FUZZY INFERENCE RULES- Diversity/ Redundancy
Setting Antecedent Consequent
# Operator | Q1 Q2 Q3 Q4 LEVEL OF
REDUNDANCY/
DEVERSITY
1 AND YES YES YES YES VERY HIGH
2 AND YES YES - - VERY HIGH
3 AND YES - YES - VERY HIGH
4 AND YES R/YES R/YES - HIGH
5 AND R/YES R/NO YES YES HIGH
6 AND R/YES R/NO R/YES YES HIGH
7 AND R/YES R/NO R/NO NO MEDIUM
8 AND YES NO NO YES MEDIUM
9 AND R/NO - YES N/NO MEDIUM
10 AND YES NO NO NO MEDIUM
11 AND R/NO R/NO R/NO R/NO LOw
12 AND R/NO NO NO NO LOwW
13 AND R/YES NO NO NO LOw
14 AND NO - - - LOw
15 AND NO NO NO NO LOwW
Table 37 Robustness inference rule base- Complexity/ Design/ Maturity
ROBUSTNESS FUZZY INFERENCE RULES- Diversity/ Redundancy
Setting Antecedent Consequent
# Operator | Q1 Q2 Q3 Q4 LEVEL OF
COMPLEXITY/
MATURITY/ DESIGN
1 AND NO YES YES YES Low
2 AND R/NO YES YES R/YES LOwW
3 AND YES YES YES YES MEDIUM
4 AND NO YES YES R/NO MEDIUM
5 AND R/NO YES R/NO YES MEDIUM
6 AND YES YES R/NO YES HIGH
7 AND YES R/NO R/NO YES HIGH
8 AND YES R/NO R/NO YES VERY HIGH
9 AND YES NO NO NO VERY HIGH
10 OR YES - - NO VERY HIGH
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Table 38 Robustness inference rules- Environmental

ROBUSTNESS FUZZY INFERENCE RULES- Environmental

Setting Antecedent Consequent

# Operator | Q1 Q2 Q3 Q4 Q5 Q6 LEVEL OF
ENVIRONMENTAL

PROTECTION

1 OR - - - - YES YES VERY HIGH

2 AND YES YES YES YES - - VERY HIGH

3 AND R/YES | YES YES YES - - VERY HIGH

4 AND R/YES | R/YES | R/YES | R/YES | R/YES | R/YES HIGH

5 AND YES YES YES YES R/NO | R/NO HIGH

6 AND - YES YES YES NO NO MEDIUM

7 AND NO | R/YES | R/YES | R/YES | R/YES NO MEDIUM

8 AND NO | R/NO | R/NO | R/YES YES NO MEDIUM

9 AND R/NO | R/NO | R/NO | R/NO | R/NO | R/NO LOow

10 AND - - - - NO NO LOwW

11 AND NO NO NO NO NO NO LOW

Following table presents fuzzy inference rules for item extended criticality evaluation. It handles
linguistic variables inputs to the extended criticality evaluation. These inputs (NTP, Occurrence,
Detectability, Severity) were defined. Fuzzy rules are applied on doctoral thesis case study (see
Appendix C).
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Table 39 Extended criticality inference rule base

EXTENDED CRITICALITY FUZZY INFERENCE RULES

Setting Antecedent Consequent
# Operator | Node High- level | Occurrence | Detectability | Criticality
topology severity
parameter
Severity base
1 - - V/HIGH - - SAFETY
CRITICAL
- - HIGH - - CRITICAL
- - MED - - MODERATE
- - Low - - N/ CRITICAL
Topology base
5 - V/HIGH - - - SAFETY
CRITICAL
6 - HIGH - - - CRITICAL
7 - MEDIUM - - - MODERATE
8 - Low - - - N/ CRITICAL
Occurrence- detectability base
9 AND - - E/UNPRO Not LATENT N/ CRITICAL
10 AND - - REMOTE Not LATENT N/ CRITICAL
11 AND - Not LOW | OCCASIONAL | Not LATENT MODERATE
12 AND - Not LOW | R/PROBABLE V/HIGH MODERATE
13 AND - Not LOW | R/PROBABLE | Not V/HIGH CRITICAL
14 AND - Not LOW FREQUENT Not V/HIGH SAFETY
CRITICAL
Combinatory rules
15 AND V/HIGH - FREQUENT - SAFETY
CRITICAL
16 AND HIGH - R/PROBABLE | Not V/HIGH CRITICAL
17 AND MEDIUM - Not Not LATENT MODERATE
FREQUENT
18 AND Low - Not Not LATENT | N/ CRITICAL
FREQUENT
19 AND - HIGH E/UNPRO V/HIGH MODERATE
20 AND - MED E/UNPRO Not LATENT N/ CRITICAL
21 AND - MED REMOTE Not LATENT N/ CRITICAL
22 AND - MED OCCASIONAL V/HIGH N/ CRITICAL
23 AND - MED OCCASIONAL HIGH N/ CRITICAL
24 AND - Low R/PROBABLE - N/ CRITICAL
25 AND Low FREQUENT - N/ CRITICAL
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5.8.2 Defuzzification

De-fuzzification is done in the order to gain the fuzzy process single scalar quantity output. It processes
to obtain crisps ranking from fuzzy conclusion set. Ranking represents the extended criticality level of
the failure mode for potential corrective or remedial action. The de-fuzzification process requires,
decipher the meaning of the fuzzy conclusion and their membership and resolve conflict between
results.

Doctoral uses centroid technique, probably the most used defuzzification technique. It finds where
vertical line would slice the aggregate set into two equal masses. Mathematically this center of gravity
(COG) can be expressed as follow.

J2 e () xdx

COG = ~%
Jo e (x)dx

Equations 8 COG Defuzzification technique

Figure 63 shows, that a centroid defuzzification method finds a point representing the center of gravity
of the fuzzy set, on particular interval. In theory, the COG is calculated over a continuum of points in
aggregate output membership function. It is possible to obtain COG by calculating it over a sample of
points. [31]

Following table shows case study most critical items resulting from fuzzy inference process. Differences
between extended criticality are not large. However, extended criticality number is a relative measure
of item importance. It is based on quantitative volumes and qualitative description of system provides
by expert knowledge.
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5.9 FuUZzZzy EVALUATION OUTPUTS

As it was described in previous chapters, fuzzy evaluation process results in item extended criticality

number and system robustness number for a given category. Robustness number provides additional

information about system design. Robustness evaluation is applied on doctoral thesis case study (see

Appendix C). Table 40 gives an example of robustness numbers for case study avionics system.

Table 40 Robustness parameters- case study example

System Separation/ Diversity/ Complexity/ Environmental
segregation redundancy design/ maturity/ | control/ testing
experience
Avionics Score. 0,901 Score. 0,633 Score. 0,903 Score. 0,743
Level VERY HIGH Level. HIGH Level. VERY HIGH | Level. HIGH

Resulting extended criticality numbers form extended criticality importance list. It identifies most

critical items of a given system and global model. Fuzzy criticality evaluation is applied on doctoral

thesis case study (see Appendix C). Following table provides illustrative cut-out importance list for case

study application (Table 41).

Table 41 Extended criticality- case study selected items

. EXTENDED

System Node name NTP HLS Occurrence | Detectability
CRITICALITY
TRIM TR REL 40,90 7,50 1,86E-06 5,5 5,000815662
TRIM FUSE A10 40,90 7,50 2,38E-06 7,0 5,000815662
LLC 36,97 3,50 1,06E-04 6,0 5,000815662
RLC 36,94 3,50 1,06E-04 6,0 5,000815662
AVIO EHSI #2 18,32 4,50 3,00E-04 3,5 4,375413348
TRIM TR BUS 42,15 7,50 2,50E-07 6,5 4,311464805
L MAIN 56,80 3,00 2,50E-07 6,5 4,252264671
-] BUSTIE 18,50 | 1,50 | 1,06E-04 6,0 1,945567198
E.IND | OIL TEMP L-SEN 5,10 2,25 1,24E-06 8,0 1,757189542
E.IND | OIL TEMP R-SEN 5,10 2,25 1,24E-06 8,0 1,757189542
AVIO VS #2 0,90 1,00 1,04E-04 6,0 0,901851852
AVIO DG SEN #1 1,49 1,00 5,28E-04 2,0 0,901851852
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CHAPTER 6

INTEGRATED METHOD PROCESS

6.1 PROCESS

This chapter briefly summarizes integrated method process. Process is divided into four main parts. It
starts with system definition, then continues with item definition, system model processing, fuzzy
criticality evaluation and ends with outputs reports.

. System Definition
e Type (ATA 100 coding)
Electrical, Hydraulic, Navigation, etc.
e Allocated function (Using Appendix A)
Preliminary classification based on knowledge database
e Robustness parameters
Separation/ Segregation, Diversity/ Redundancy, Complexity/ Design/ Maturity/
Experience, Procedures/ Environmental Control
1. Items
List of items

e System interconnections and allocated function (Graph model)

Item potential failure modes (Using Appendix A)

Item occurrence levels (Using Appendix B or commercial reliability database)

Item detectability

Item HLS (Relation to the allocated function)

lll.  System model
e  Allocated function failure modes and rough trees
e  Centrality, Topology
e [tem NTP

IV.  Fuzzification process
e |tems extended criticality
e  System robustness and particular parameters

V. Reports
e List of most critical items
e System parameters
e System model accessible for further evaluation
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CHAPTER /

A CASE STUDY

/.1 PRIMARY CASE STUDY DEFINITION

As a case study was chosen Institute of Aerospace Engineering VUT 486-DX4. It is a testing platform
used for maintenance, safety and reliability analysis and advanced airborne diagnostic methods
development application. It was developed on BUT Institute of Aerospace Engineering. The testing
platform is used in several doctoral theses to demonstrate effectiveness of particular system
engineering technique. Twin engine airplane is designed as EASA CS-23 Commuter Class IV.

)

VUT - 486 DX4
o]

ﬂ\
ﬂ/

|
|

VUT 486- DX4
i - BRNO FACULTY
¢ IL‘E(TIECJfY U?TAV r UNIVERSITY OF MECHANICAL
nstitute of Aerospace
ngineering ¥ OF TECHNOLOGY ENGINEERING

Engineering

Figure 64 VUT 486- DX4

Each system has been selected to demonstrated particular type of airborne system. Avionics system is
the most complex system. It consists of various types of items (aero-metrical, electronics, air pressure,
etc.). It is directly connected to the several main function. Avionics system provides navigation,
communication, information about aircraft horizontal and vertical orientation. Flight crew workload is
highly related to the system functionality.

Pitot- static system provides static and dynamics pressure to the significant avionics indicators which
provide information about airspeed, altitude and vertical speed. It consists of pressure tubes, inputs,
tubes and mechanical valves. Elevator trim system controls trailing edge of a control surface in order
to stabilize aircraft in a desired attitude. Potential failures like disengagement could result in flatter
occurrence with catastrophic or hazardous outcome. System represents electromechanical system.
Source of tab motion is provided by actuator and then transferred through mechanical block into a tab
movement.
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Engine indication system provides indication of present state of a given engine. It consists of dozens of
sensors (temperature, pressure, etc.). Its functionality strongly depends on data acquisition unit
functionality which process sensors inputs and provides indication. It is a typical example how function
could be clustered by main processing unit.

Electrical system serves as airborne source of electrical power. Its functionally directly influence other
system functions. It is basically backbone of any larger airplane.

7.2  PRIMARY CASE STUDY SYSTEMS

7.2.1 Electrical System
Electrical system is designed as two channels with four
independent energy sources. Left starter/ generators (LG)
@m primary provides electrical energy power for left channel, right
channel is supplied by right engine. Generators are connected
@ to the network by contactor LLC, RLC respectively. Both
channels could be tied in the case of emergency situation by
BUSTIE contactor, which connects left and right main bus (L
MAIN/ R MAIN). Two batteries (L BAT/ R BAT) are connected to
the system through main buses. These batteries could fully
supply all electrical loads for at least 30 minutes (according to
the EASA CS-23 requirements).

-~ s
AV\@ AVION

v Main avionics buses (AVION LMB/ RMB) supplies electrical
@' energy to the avionics essential items. Non- essential items are
connected to the avionic auxiliary buses (AVION LAX/ RAX).

Figure 65 Case studv electrical svstem oy hoard generators (LG/ RG) functions are controlled by their

control units (LCU/ RCU). These units operate generators motion and provide protection in the case of
failure.

Electrical system is adjusted for doctoral thesis purposes. It consists of 23 items (average electrical
system of this category consists of 100+ items). This is adjustment serves to simplification of case study.

Table 42 Case study electrical system allocated functions

ELECTRICAL SYSTEM ALLOCATED FUNCTIONS
(selected for doctoral thesis)

ATA 100 Preliminary Classification/ Function
severity

EL1 L/GENERATOR DRIVE 24-10 MINORFS 3

EL2 R/GENERATOR DRIVE 24-10 MINORFS 3

EL3 DC GENERATION (L BATTERY) 24-30 MINORFS 3

EL4 DC GENERATION (R BATTERY) 24-30 MINORFS 3

EL5 DC ELECTRICAL DISTRIBUTION 24-60 MINORFS 3

COMBINATORY DC ELECTRICAL DISTRIBUTION | HAZARDOUS FS 7,85
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7.2.2 Avionics system

Avionics system is designed as a hybrid system, consisting of two digital integrated avionics units GPS/
NAV/ Comm/ MFD touchscreens and mechanical and aerometric backup instruments. VUT 486 system
is intentionally outdated. This type of hybrid avionics system allows to test doctoral thesis integrated
method on various types of items clustered into single system.

ATT

MRKBK

MRKBK

GPS[  VOR
MRKBK

@O

Figure 66 Case study avionics system

System is inspired by similar Czech-made aircrafts in category EASA CS-23, however it is different.
Therefore, analysis results do not represent state of any actual avionics system of these aircrafts.

Integrated avionics units (GTN #1, GTN #2) allow voice communications with ATC and other aircrafts,
state ambient weather conditions, displays attitude, turn and slip indication (using the EHSI #1, EHSI
#2 and DG #1, DG#2), landing aids and GPS/ VOR navigation, distance measure.
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System is equipped by distance measuring equipment (DME #1), automatics direction finder (ADF #1).
Flight instrument subsystem consist of aerometric items (altimeters ALT #1/ #2, airspeed indicator AS
#1/ #2 and vertical speed indicators AS #1/#2), backup mechanical attitude indicators (ATT #1/ #2).

Table 43 Case study avionics system allocated functions

AVIONICS SYSTEM ALLOCATED FUNCTIONS

(selected for doctoral thesis)

ATA 100 Preliminary Classification/ Function severity
AV1 VERTICAL SPEED 34-10 MINOR FS 2 (Loss of function)

AV2 ALTITUDE INDICATION 34-10 HAZARDOUS FS 8 (Loss of function)
IFR/ CATASTROPHIC FS 10 (Loss of function)

AV3 DISTANCE MEASURE 34-50 MINOR FS 2 (Loss of function)
AV4 VOR/ LOC 34-50 MINOR FS 2 (Loss of function)
AV5 GPS 34-50 MINOR FS 2 (Loss of function)

AV6 ATTITUDE INFORMATION 34-20 | HAZARDOUS FS 8 (Loss of function)

IFR/ CATASTROPHIC FS 10 (Loss of function)
AV7 MARKER BEACON 34-50 MINOR FS 2 (Loss of function)

AV8 ADF 34-50 MINOR FS 2 (Loss of function)

AV9 AIRSPEED INDICATION 34-10 MAIJOR FS 5(Loss of function)
IFR/ HAZARDOUS FS 8 (Loss of function)

AV10 AUDIO MINOR FS 2 (Loss of function)
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7.2.3 Elevator trim system

Figure 67 Case study elevator
trim

Elevator trim system consist of electrical control system, indication,
actuator generating kinetic energy and mechanical parts transforming
this energy into an elevator trim movement.

System is connected to the electrical system through FUSE A10 to the
L MAIN bus. Flight crew is able to control elevator trim using the PT
TR PI switch, co-pilot controls system using PT TR COPI. Pilot action is
transfer from switches through TR relay to the actuators.

Actuator ATC PT L generates kinetic energy to operate left elevator
trim, this energy is transformed through mechanical interconnection
PT ME 1L and PIT ME 2L. ATC PT R generates kinetic energy to operate
right elevator trim, this energy is transformed through mechanical
interconnection PIT ME 1R and PIT ME 32R.

Position of elevator trim is indicated to the flight cew; this information
is transferred to the display through the TR IND.

System consist of 14 items, interconnected by 14 wires and
mechanical parts.

Table 44 Case study elevator trim system allocated functions.

ELEVATOR TRIM SYSTEM ALLOCATED FUNCTIONS
(selected for doctoral thesis)

ATA 100 Preliminary Classification/ Function
severity

ET1 PITCH TRIM L (27-30a) MAIJOR FS 5 (Loss of function)

ET2 PITCH TRIM R (27-30b) MAIJOR FS 5 (Loss of function)

ET3 PITCH TRIM IND (27-30c¢) MINOR FS 2,5 (Loss of function)
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7.2.4 Pitot-static system

System provides static and dynamic pressure for various avionics.
@ There are two pairs of static pressure inputs (ST P IN #1/ #2), located
on the both sides of pilot cabin. Both channels could be connected
through the static pressure cross valve (CROSS STAT) in the case of
one channel blockage or leakage. Static pressure is provided for
instance to airspeed indicators (AS #1/ #2).

8TST STST

STST STDYN

There are also two dynamic pressure inputs. Pitot-static tubes are
located on left and right side of pilot cabin (ST D IN #1/ #2). Both
channels could be connected through the dynamic pressure cross
valve (CROSS DYN) in the case of one channel blockage or leakage.
Pitot-static tubes ice and rain protection is part of other system.

8TST

Table 45 Case study Pitot-static system allocated functions

PITOT-STATIC SYSTEM ALLOCATED FUNCTIONS
(selected for doctoral thesis)

ATA 100 Preliminary Classification/ Function
severity

DYNAMIC PRESSURE INPUT -

STATIC PRESSURE INPUT -
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7.2.5 Engine indication system

Aircraft is equipped by two reciprocating engines. Flight crew has to be notified about their
functionality. Engine indication system provides information about engine ongoing parameters,
processed advisory notification, caution and waring indication in the case of engine (or engines)
malfunction. Minimal flight crew response time could reduce possibility of engine damage or
minimalize airplane safety impact. Key role of engine indication system have two data acquisition units
(DAU) which carry out system intended functions. DAU units are connected to the central waring panel
and particular warning lamps- L-ENGINE, R-ENGINE, OIL PRESS L, OIL PRESS R and MAIN ELC.

OIL PRESS QIL TEMP ITT EMP FUEL PRESS FUEL FLOWY EGINE SPEED
L-§EN L-SEN L-9EN L-SEN 2 L-§EN L-4EN
Y
L DAU
OIL TEMP FUEL PRESS EGINE SPEED RESS ITT TEMP ENG|TRQ FUEL FLOW FUEL PRESS
R-4EN R-SEN 2 L-SEN R-§ R-SEN R-SEN R-EN R-SEN 1

@ ®

D e we

Figure 69 Case study engine indication system

Table 46 Case study Engine indication allocated function

PITOT-STATIC SYSTEM ALLOCATED FUNCTIONS
(selected for doctoral thesis)

ATA 100 Preliminary Classification/ Function
severity
EI1 TACHO INDICAITON 77-10 MINOR FS 2,5 (Loss of function)
EI2 OIL PRESSURE INDICAITON 77-10 MINOR FS 2,5 (Loss of function)
EI3 FUEL PRESSURE INDICAITON 77-10 MINOR FS 2,5 (Loss of function)
El4 TORQUE INDICAITON 77-10 MINOR FS 2,5 (Loss of function)
EI5 FUEL FLOW INDICAITON 77-10 MINOR FS 2,5 (Loss of function)
EI6 OIL TEMPERATURE INDICAITON 77-10 | MINOR FS 2,5 (Loss of function)
EI7 ITT INDICAITON 77-10 MINOR FS 2,5 (Loss of function)

111 Doctoral thesis



The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety
and Reliability Assessment of Airborne Systems

/.3 EVALUATION PROCESS RESULTS

This chapter summarizes case study evaluation results. Case study analysis itself is attached as

Appendix C. Case study consist of five selected systems. Results show integrated method potentials

despite the fact that these systems are simplified and restricted.

Results provide detailed description of system interconnection, identify important items and weak

parts of systems. Results would be quite useful for formal safety and reliability assessment.

7.3.1 Global model parameters results

Case study consists of 102 items, 132 interconnections in order to provide 25 functions. Systems are

evaluated only in flight mode (due to scale limitation). Systems are physically located in 11 zones (from

cockpit, though fuselage to horizontal stabilizer, including engine units and wings).

Table 47 Case study global model evaluation- basic parameters

Number of nodes 102 Diameter 12

Number of edges 132 Multi edges node pairs 11

Average number of | 2,37 | Shortest paths 1193 (11%)

neighbors

Clustering coefficient | 0,015 | Zones 110, 220, 230, 310, 331, 341, 410,

510, 610, 720, 730

There are 11 multi edge pairs. These pairs are strongly connected (integrated avionics units, DAU units

or L MAIN- BUSTIE- R MAIN interconnection). Each node has in average two neighbors (preceding and

succeeding item).
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7.3.2 Extended criticality results

Extended criticality evaluation identified as most important item (in given set of systems) FUSE A10
and TR REL. These items directly influence both elevator trims functionality. Generally, fuse has failure
rate suitable for MAJOR consequences (EASA CS-23, class 1V) and relatively low likelihood of failure
detection. As most critical items of electrical system are identified LLC and RLC contactors. These items
connect generator with electrical network. There is no direct indication of LLC and RLC malfunction (in
case study design).

As most critical items of avionics system are identified EHSI units which are associated with high
severity function (Attitude information FS=10 in IFR conditions).

Table 48 Case study global model evaluation results- extended criticality list

Most # o Extended
. Name WNTP HLS Occurrence | Detectability o
critical criticality
items 1 | FUSE A10 (TRIM) | 40,90 7,50 2,38E-06 7,0 5,000815662
(Global) | 2 | TRREL (TRIM) 40,90 | 7,50 1,86E-06 5,5 5,000815662
3 | LLC (ELEC) 36,97 3,50 1,06E-04 6,0 5,000815662
4 | RLC (ELEC) 36,94 3,50 1,06E-04 6,0 5,000815662
5 | EHSI #2 (AVIO) 18,32 4,50 3,00E-04 3,5 4,375413348
6 | EHSI #1(AVIO) 18,00 4,50 3,00E-04 3,5 4,350370057
7 | TRBUS (TRIM) 42,15 7,50 2,50E-07 6,5 4,311464805
8 L MAIN (ELEC) 56,80 3,00 2,50E-07 6,5 4,252264671
9 R MAIN (ELEC) 51,64 3,00 2,50E-07 6,5 4,252264671
10 | GTN #2 (AVIO) 46,71 4,75 4,58E-05 2,0 4,181228147
11 | RDAU (ENGIND) 68,60 3,75 3,74E-06 2,0 4,151774628
12 | LDAU (ENGIND) 68,25 3,75 3,74E-06 2,0 4,151774628
13 | GTN #1 (AVIO) 46,06 4,75 4,58E-05 2,0 4,108015073
14 | AS #1 (AVIO) 5,24 4,00 8,12E-05 6,0 4,008398077
15 | AS #2 (AVIO) 5,09 4,00 8,12E-05 6,0 4,008398077

DAU units are quite logically identified as most critical items of engine indication system. These units
cluster system functionality (collecting and processing of engine parameters). However, they are
associated only with low severity function (mainly MINOR). Most critical items (based on extended
criticality) of Pitot-static system are identified CROSS STAT/ DYN valves (not on this list) and sixteenth
and seventeen globally.

Complete list of critical items is stated in Appendix C.

113 Doctoral thesis



The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety
and Reliability Assessment of Airborne Systems

7.3.3 Model structure and topology results

Table 49 shows importance lists based on two model centrality parameters. On the left side are stated

most important items on the local level. It is based on subgraph centrality which favours local

importance of interconnection over global. DAU units are identified as most important. Integrated

avionics units (GTNs) are logically identified as important. They are associated with multiple functions

(densely interconnected with other items).

Table 49 Case study global model evaluation results- node interconnection

Name # | Local importance | # | Name Global importance
(SubG) (BC)
R DAU (ENGIND) 1 24,95 1 L MAIN (ELEC) 0,0436
L DAU (ENGIND) 2 24,77 2 R MAIN (ELEC) 0,0365
GTN #1 (AVIO) 3 16,21 3 | BUSTIE (ELEC) 0,0238
GTN #2 (AVIO) 4 16,19 4 | AVION LMB (ELEC) 0,0226
AUDIO #1 (AVIO) 5 15,92 5 | AVION RMB (ELEC) 0,0186
DME #1 (AVIO) 6 10,69 6 R DAU (ENGIND) 0,0181
AVION LMB (ELEC) |7 9,67 7 L DAU (ENGIND) 0,0181
TRANS (AVIO) 8 9,37 8 LLC (ELEC) 0,0160
L MAIN (ELEC) 9 6,60 9 RLC (ELEC) 0,0160
AVION RMB (ELEC) 10 6,59 10 | FUSE A10 (TRIM) 0,0129

Right side of same table shows most important items based on global importance. It is based on
betweenness centrality. As most important items are identified L MAIN and R MAIN buses. Through
these buses is electrical power distributed to particular buses (AVION LMB/ RMB) and to the loads.
BUSTIE contactor is identified as third most important items. It interconnects both main buses in the

case of one generator failure (or distribution sequence to it). Electrical system is dominant in this

importance list. It is logical, electrical system is connected to majority of airborne systems.
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7.3.4 Robustness parameters results

Case study systems were evaluated by using robustness fuzzy assessment. Questionnaire answers
express expert judgement. It provides additional information about system designed. Complete
answers are stated in Appendix C.

Table 50 Case study- system robustness parameter

SYSTEM ROBUSTNESS PARAMETERS

System Separation/ Diversity/ Complexity/ Environmental
segregation redundancy design/ maturity/ | control/ testing
experience
) Score. 0,775 Score. 0,0967 Score. 0,0967 Score. 0,653
Elevatortrim ) . el. HIGH Level. LOW Level. LOW Level. HIGH
Electrical Score. 0,773 Score. 0,5 Score. 0,495 Score. 0,715
Level. VERY Level. MEDIUM Level. MEDIUM Level. HIGH
Avionics Score. 0,901 Score. 0,633 Score. 0,903 Score. 0,743
Level VERY HIGH Level. HIGH Level. VERY HIGH | Level. HIGH
Pitot-static Score. 0,5 Score. 0,35 Score. 0,0967 Score. 0,686
Level. MEDIUM Level. MEDIUM Level. LOW Level. HIGH
Engine Score. 0,686 Score. 0.0983 Score. 0,5 Score. 0,659
indication Level. HIGH Level. LOW Level. MEDIUM Level. HIGH

As a most complex system is identified avionics system with various cross connection between avionics
units. However, avionics system is designed as separated, system is also partially designed as
redundant and diverse.
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7.3.5 Rough tree evaluation results

Function in graph theory based on models are evaluated through the recursive algorithm logic. It

provides initial information for formal failure mode evaluation. Results indicates that PITCH TRIM L/R

are outside allowable probability limit for failure mode with MAJOR consequences (EASA CS-23, class

V).

Table 51 Case study rough tree evaluation

Function Failure mode Classification Probability Result
PITCH TRIM L 27-30a Loss of function/ MAJOR 5 45.10° OUTSIDE
Jam T RANGE
PITCH TRIM R 27-30b Loss of function/ MAJOR 545 10° OUTSIDE
Jam s RANGE
PITCH TRIM IND 27-30c Loss of function MINOR 2,41.10°¢ IN RANGE
AUTOMATIC DIRECTION Loss of function MINOR
1,94.10° IN RANGE
FINDER 34-50
AIRSPEED INDICATION 34-10 Loss of function IFR/
-9
VERTICAL SPEED 34-10 Loss of function MINOR 1,08.10°% IN RANGE
ALTITUDE INDICATION 34-10 Loss of function IFR/
6,92.10%° IN RANGE
CATASTROPHIC
GPS 34-50 Loss of function MINOR 2,54.10° IN RANGE
VOR/LOC 34-10 Loss of function MINOR 1,36.107 IN RANGE
ATTITUDE INFORMATION Loss of function IFR/
1,41.107% IN RANGE

34-20

CATASTROPHIC

These rough trees are prepared only for loss of function failure modes. Failure modes are evaluated in

relation with most severe classification (in the IFR conditions in the case of altitude indication, airspeed

indication and attitude indication).
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CONCLUSION

Doctoral thesis outcome

Doctoral thesis establishes integrated method for safety and reliability assessment of airborne
systems within the scope of general algorithm. It utilizes function based modeling, Graph theory and
Fuzzy logic in order to create advanced and complexed mean of airborne system analysis.

Combination of function oriented modeling and graph theory usage allows modeling the airborne
systems in the form of accessible data structure. This model contains functions allocated to the given
system and items interconnected in order to provide these functions. Global modeling enables to
assess various systems and items interrelations. Graph theory application enables to evaluate
particular item position and topology on the system and global level.

Doctoral thesis extends standard definition of criticality by adding new attributes to evaluated item.
Extended criticality as a relative measure is based on item failure mode consequences, its frequency,
likelihood of failure detection and overall influence on other items. Fuzzy evaluation is applied as mean
of expert judgement processing. It allows to evaluate system even in the case of lack of relevant
guantitative input data.

Integrated method also provides additional mean how to evaluate system design. Fuzzy robustness
assessment evaluates e.g. system diversity rate, redundancy, separation, environmental protection.
Method processes expert judgment in the form of questionnaire and use fuzzy logic to obtain resulting
robustness levels.

Doctoral thesis further provides extensive knowledgebase for each particular step of integrated
method process. Appendix A provides severity classification knowledge base for selected airborne
systems. Appendix B gives a review of basic item reliability data. Appendix C contains case study
evaluation results and Appendix D robustness questionnaire.

Integrated method is successfully tested on the case study. For a case study was chosen the testing
platform VUT 468-DX4. Its design is based on experience gained during multiple past projects and it
provides clear idea of integrated method application.

Conclusion

Doctoral thesis fulfils its main objectives/ goals. Some intended means of integrated method
had to be adjusted due to development process and results. However, in general integrated method
is applicable and useful as it was intended in the proposal. In addition to the proposal, the doctoral
thesis provides fuzzy robustness evaluation.
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Future perspectives

Several perspectives for future development and improvements of integrated method designed in this
doctoral thesis might be identified. Doctoral thesis established main idea- combination of function
based modeling, graph theory application and fuzzy criticality and robustness evaluation. Currently the
basic algorithm is created. However, process is atomized into separated parts (processed with different
programs). In future, the process will be developed in to the form of standalone program with
advanced front-end.

Main attention might be given to the recursive algorithm proper coding. Doctoral thesis has
established main idea of the algorithm. However, the algorithm should be properly coded in possible
follow-up projects.

Future application of integrated method might result into the partial adjustments in order to enhance
its applicability and the result consistence. The results of the integrated method should be stored
because they will provide necessary feedback.
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ACRONYMS AND ABBREVIATIONS

A/l Acting item

AFM Airplane Flight Manual

ARP Aerospace Recommended Practice
ATA Air Transport Association

ATC Air Traffic Control

BC Betweenness Centrality

CA Criticality Analysis

CcC Closeness Centrality

CCA Common Cause Analysis

CMA Common Mode Analysis

COG Center of Gravity

CS Certification Requirements

DAU Data Acquisition Unit

EASA European Aviation Safety Agency
FAA Federal Aviation Administration
FAR Federal Aviation Regulation

FCA Fuzzy Criticality Assessment
FCOM Flight Operating Manual

FHA Functional Hazard Assessment
FMEA Failure Mode and Effect Analysis
FS Function Severity

FTA Fault Tree Analysis

GA General Aviation

HLS High- level severity

IFR Instrument Flight Rules

IMC Instrument meteorological conditions
LAX Left Auxiliary bus

LCU Left Control Unit

LG Left Generator

LLC Left Line Contactor

LMB Left Main Bus (avionics)

MAU Modern Avionics Unit

MF Main function

MM Mitigation mean

MSO Main Safety Objective

MTBF Mean Time Before Failure

NTP Node topology parameter

PRA Particular Risk Analysis

PSSA Preliminary System Safety Assessment
RAX Right Auxiliary bus

RBD Reliability Block Diagram
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RCU
RG
RLC
RMB
RTCA
SF
SSA
SubG
UAS
UAV
VFR

Right Control Unit

Right Generator

Right Line Contactor

Right Main Bus (avionics)
Radio Technical Commission for Aeronautics
Support function

System Safety Assessment
Subgraph Centrality
Unamend Aerial Systems
Unamend Aerial Vehicles
Visible Flight Rules
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Appendix A
Airborne Systems Classification Knowledge Database

Effect evaluation

Platform definition and Tags

N/E (No effect or no direct effect as result of failure mode)

Single Engine Aircraft é

SIGN (Significant)

Effect on:

Effect on: Definition: General aviation (EASA CS-23, with
Airplane No effect on operation capabilities or safety restriction UL, LSA),
Crew Mabey inconvenience for passengers - DC power, Glass cockpit avionics with aerometric
Passengers No effect on crew. backup and autopilot, airborne batteries, flaps,
SLIGHT symmetric trims

- No cabin pressurization, No retractable landing gear
Effect on: Multi Engine Aircraft €
Airplane Slight reduction in functional capabilities or safety margins Definition: General aviation (EASA CS-23, multi engine
Crew Slight increase in workload or use of emergency procedures classes, commuter)
Passengers Physical discomfort for passengers - Two generators, Glass cockpit avionics with aerometric

backup and autopilot, airborne batteries, flaps,
symmetric trims, hydraulic system, operable by single
pilot, fuel cross-feed and electric bus-tie. Retractable

Airplane Significant reduction in functional capabilities or safety margins ' ) )
Crew Physical discomfort or a significant increase in workload landing gear (nose and main), heated cabin for
Passengers Physical distress to passengers, possible light injuries passengers and crew.

T ARGE - No cabin pressurization

Effect on:

Airplane Large reduction in functional capabilities or safety margins

Crew Physical distress or extensive workload impairs ability to perform tasks

Passengers Serious or fatal injury to an occupant

CAT

Effect on:

Airplane Normally with hull loss

Crew Fatal injury or incapacitation

Passengers Multiple fatalities

Appendix A

Doctoral

thesis



The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety and Reliability Assessment of Airborne

Systems

PREFIXES and NOTES

POSSIBLE: It means, that there is a high possibility of particular effect based on
critical review, however in real application effects could be different. Example
P/SLIGHT (possible slight effect on Airplane/ Crew/ Passengers)

Note: Type of effects is based on FAA AC23.1309-1E

IFR Flight: It means, that failure mode is analyzed for worst case scenario of
Instrument Flight Rules IF/SIGN (In IFR condition significant effect on Airplane/

Crew/ Passengers)

IMC Flight: It means, the failure mode is analyzed for worst case scenario of
Instrument Meteorological Conditions
IMC/SIGN (In ICM condition significant effect on Airplane/ Crew/ Passengers)

MITTIGATION MEANS: It refers to the chapter 3.7. It
intends to state potentially applicable mitigation means.
MM # (number refers to the precise mitigation mean).

FLIGHT PHASES

ICAO Phases of Flight

STANDING STD Prior to pushback or taxi, or after arrival, at the gate, ramp, or parking area, while the aircraft is stationary.

PUSHBACK!/ PBT Aircraft is moving in the gate, ramp, or parking area, assisted by a tow vehicle (tug).

TOWING

TAXI TXI The aircraft is moving on the aerodrome surface under its own power prior to takeoff or after landing.

TAKEOFF TOF From the application of takeoff power, through rotation and to an altitude of 35 feet above runway elevation.

INITIAL CLIMB ICL From the end of the Takeoff sub-phase to the first prescribed power reduction, or until reaching 1,000 feet above runway
elevation or the VFR pattern, whichever comes first.

EN ROUTE ENR Instrument Flight Rules (IFR): From completion of Initial Climb through cruise altitude and completion of controlled descent to
the Initial Approach Fix (1AF).
Visual Flight Rules (VFR): From completion of Initial Climb through cruise and controlled descent to the VFR pattern altitude or
1,000 feet above runway elevation, whichever comes first.

MANEUVERING | MNV Low altitude/aerobatic flight operations.

APPROACH APR Instrument Flight Rules (IFR): From the Initial Approach Fix (IAF) to the beginning of the landing flare. Visual Flight Rules
(VFR): From the point of VFR pattern entry, or 1,000 feet above the runway elevation, to the beginning of the landing flare.

LANDING LDG From the beginning of the landing flare until aircraft exits the landing runway, comes to a
stop on the runway, or when power is applied for takeoff in the case of a touch-and-go landing.

EMERGENCY EMG A controlled descent during any airborne phase in response to a perceived

DESCENT emergency situation.

UNCONTROLED | UND A descent during any airborne phase in which the aircraft does not sustain controlled

DESCENT flight.
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ATA 100 (Selected chapters)

22

AUTO FLIGHT

Those units and components which furnish a means of automatically controlling the flight of the aircraft. Includes those units
and components which control direction, heading, attitude, altitude and speed.

23

COMMUNICATION

Those units and components which furnish a means of communicating from one part of the aircraft to another and between the
aircraft or ground stations, includes voice, data, C -W communicating components, PA system, inter -com and tape reproducers
- record player.

24

ELECTRICAL POWER

Those electrical units and components which generate, control and supply AC and/or DC electrical power for other systems,
including generators and relays, inverters, batteries, etc., through the secondary busses. Also includes common electrical items
such as wiring, switches, connectors, etc.

26

FIRE PROCTECTION

Those fixed and portable units and components which detect and indicate fire or smoke and store and distribute fire
extinguishing agent to all protected areas of the aircraft; including bottles, valves, tubing, etc.

27

FLIGHT CONTROL

Those units and components which furnish a means of manually controlling the flight attitude characteristics of the aircraft,
including items such as hydraulic boost system, rudder pedals, controls, mounting brackets, etc. Also includes the functioning
and maintenance aspects of the flaps, spoilers, and other control surfaces, but does not include the structure which is covered in
the Structures Chapters. Does not include rotorcraft rotor controls which are covered in the Rotor Chapter 65.

28

FUEL

Those units and components which store and deliver fuel to the engine. Includes engine driven fuel pumps for reciprocating
engines, includes tanks (bladder), valves, boost pumps, etc., and those components which furnish a means of dumping fuel
overboard. Includes integral and tip fuel tank leak detection and sealing. Does not include the structure of integral or tip fuel
tanks and the fuel cell backing boards which are covered in the Structures Chapters, and does not include fuel flow rate sensing,
transmitting and / or indicating, which are covered in Chapter 73.

29

HYRAULIC POWER

Those units and components which furnish hydraulic fluid under pressure (includes pumps, regulators, lines, valves, etc.) to a
common point (manifold) for redistribution to other defined systems.

30

ICE AND RAIN
PROTECTION

Those units and components which provide a means of preventing or disposing of formation of ice and rain on various parts of
the aircraft. Includes alcohol pump, valves, tanks, propeller / rotor anti-icing system, wing heaters, water line heaters, pitot
heaters, scoop heaters, windshield wipers and the electrical and heated air portion of windshield ice control. Does not include
the basic windshield panel. For turbine type power plants using air as the anti-icing medium, engine anti-icing is contained
under Air System.

31

INDICATING/ RECORDING
SYSTEMS

Pictorial coverage of all instruments, instrument panels and controls. Procedural coverage of those systems which give visual or
aural warning of conditions in unrelated systems. Units which record, store or compute data from unrelated systems. Includes
systems/units which integrate indicating instruments into a central display system and instruments not related to any specific
system.

32

LANDING GEAR

Those units and components which furnish a means of supporting and steering the aircraft on the ground or water, and make it
possible to retract and store the landing gear in flight. Includes tail skid assembly, brakes, wheels, floats, skids, skis, doors,
shock struts, tires, linkages, position indicating and warning systems. Also includes the functioning and maintenance aspects of
the landing gear doors but does not include the structure which is covered in Chapter 52 DOORS.
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ATA 100 (Selected chapters)

33

LIGHTS

Those units and components (electrically powered) which provide for external and internal illumination such as landing lights,
taxi lights, position lights, rotating lights, ice lights, master warning lights, passenger reading and cabin dome lights, etc.
Includes light fixtures, switches and wiring. Does not include warning lights for individual systems or self -illuminating signs
(see Chapter 11).

34

NAVIGATION

Those units and components which provide aircraft navigational information. Includes VOR, pitot, static, ILS, flight director,
compasses, indicators, etc.

46

INFORMATION SYSTEMS

Those units and components which furnish a means of storing, updating, and retrieving digital information traditionally
provided on paper, microfilm, or microfiche. Includes units that are dedicated to the information storage and retrieval function
such as the Electronic Library mass storage and controller. Does not include units or components installed for other uses and
shared with other systems, such as flight deck printer or general use display.

76

ENGINE CONTROLS

Those controls which govern operation of the engine. Includes units and components which are interconnected for emergency
shutdown. For turbo-prop engines, includes linkages and controls to the coordinator or equivalent to the propeller governor, fuel
control unit or other units being controlled. For reciprocating engine, include controls for blowers. Does not include units or
components which are specifically included in other chapters.

7

ENGINE INDICATING

Those units, components and associated systems which indicate engine operation. Includes indicators, transmitters, analyzers,
etc. For turbo-prop engines includes phase detectors. Does not include systems or items which are included in other chapters
except when indication is accomplished as part of an integrated engine instrument system (ref. 77-40).

80

STARTING

Those units, components and associated systems used for starting the engine. Includes electrical, inertial air or other starter
systems. Does not include ignition systems which are covered in chapter 74, IGNITION.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
AIR CONDITIONING
Related MF: - Related systems: 24, 72
System corrective measures: -
Mitigation means: EMERGECNY DESCENT OR LANDING (MM4,MM5)
10 Pressurization - - - - - -
20 Distribution - - - - - - Not applied in the field of
Pressurization i i ) ] ] ] interest.
30 Control
271 In the case of low outside
temperatures it leads to the
passenger serious discomfort
or injuries. Extensive increase
At Up to ;)f :!lghtrt crev;/ worklo:t;l.
40 Heating| .. Loss of function. SIGN |P/LARGE| P/LARGE | HAZARDOUS | -lcHonaity of -aerometric
flight and navigational equipment is
FS8,5 jeopardized. Front windshield
freezing. Crew has to rapidly
descent to the lower altitudes
or conduct emergency
landing.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
AIR CONDITIONING
Cabin temperature could be
. At . MINOR out5|dg opFlmaI par?mfeters.
50 Cooling . Loss of function. P/SLIGHT SLIGHT SLIGHT There is slight possibility of
flight FS3 .
flight crew workload
increase.
At worst leads to the loss of
ability to heat cabin.
Passenger serious discomfort
orinjuries. Extensive increase
Loss of function or Up to of flight crew workload.
At . . . . .
/ |ncorrgct .functl.on SIGN P/LARGE P/LARGE HAZARDOUS Functlon.allt\'/ of aerqmetrlc
flight | resulting in cabin FS85 and navigational equipment
21 temperature decrease. ’ is jeopardized. Front
Temperature . . .
60 Control windshield freezing. Crew
ontro has to rapidly descent to the
lower altitudes or conduct
emergency landing.
Loss of function or Cabin temperature could be
At incorrect function MINOR outside optimal parameters.
. resulting in cabin P/SLIGHT SLIGHT SLIGHT There is slight possibility of
flight . FS3 .
temperature increase. flight crew workload
increase.
: : P/SLIGHT | SLIGHT SLIGHT MINOR FS 3 | Cabin temperature could be
Moisture/Air At . . .
70 Contaminant : !-OSS of functlor.1 or SIGN SIGN SIGN MAIJOR FS 6 | outside optimal parameters.
Control flight |incorrect function. Coolant Coolant Coolant Coolant
contamination | contamination contamination contamination
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
AUTO FLIGHT
Related MF: NAVIGATION, FLIGHT CONTROL Related systems: 24, 27, 34
System corrective measures: -
Mitigation means: HUMAN OVERRIDE (MM4,MM5), FUSE SHUT DOWN (MM6), EMERGENCY PROCEDURES
. MINOR Crew is able to continue flight
ALL | Loss of function SLIGHT SLIGHT N/E £S 2 without aid of autopilot.
MINOR Crew is able to deactivate
ENR N/E SLIGHT N/E FS 1 system by switch or using the
TOF, _ o particular fuse. Significant
22 ICL Spurious activation. MAJOR increase of crew workload
! LIGHT IGN N/E i iti i
APR, SLIG SIG / FS 4,5 during critical flight phases.
10 Autopilot| LDG
Flight crew continue flight
. - MINOR without autopilot. System is
ENR |Spurious deactivation. N/E SLIGHT N/E FS 1 not activated in other flight
phase.
In standard configuration.
It is not possible to MINOR Crew is able to deactivate
ENR deactivate. N/E SLIGHT N/E FS1 system using the particular
fuse.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
AUTO FLIGHT
20 Speed - Attitude ) ) ) ) ) ) Mainly not applied in the field
Correction of interest.
- 30 Auto Throttle ) ) ) ) ) ) Not applied in the field of
interest.
There is possibility of system
. MINOR failure without indication.
Loss of function. N/E SLIGHT N/E FS1 Crew is able to safely continue
flight without auto pilot.
In the case of incorrect failure
40| System Monitor ALL indication, crew continues
MINOR flight without aid of autopilot.
Incorrect function. SLIGHT SLIGHT N/E In the case of system failure,
FS 2 . . .
crew is able to identify it due
to collateral effect and turn
down autopilot.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane | Crew Passengers severity Note
COMMUNICATIONS
Related MF: NAVIGATION AND COMM. Related systems: 24
System corrective measures: HEADPHONE
Mitigation means: EMERGENCY PROCEDURES, 34-50 DEPENDENT POSITION DETERMMINING (MM?2)
In the case of inability to
communicate with ATC and
Speech . other aircrafts. Crew follows
10 o ALL Loss of function. SLIGHT | LARGE N/E HAZARDOUS
Communication emergency procedures (Loss of
F$7,25 ATC voice comm.) according to
the AFM.
Data . Lo .
20 Transmission & i i ) ) ) ) qu/y not applied in the field
. . of interest.
23 Automatic Calling
Passenger
NO SAFETY
30 Addressand| ALL Loss of function. N/E N/E N/E 0s -
. EFFECT
Entertainment
. MINOR Crew is able to communicate
40 Interphone| ALL Loss of function. N/E SLIGHT N/E ES 1 without headphones.
Crew follows emergency
50 | Audio Integrating Loss of function. SLIGHT | LARGE N/E HAZARDOUS | procedures according to the
FS 7,25 AFM.
60 | Static Discharging - - - - - - -
Audio and Video . NO SAFETY
70 Recorder - Loss of function. N/E N/E N/E EFEECT
Integrated Mainly not applied in the field
80 o - - - - - - ;
Automatic Tuning of interest.
Appendix A 9 Doctoral thesis



The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety and Reliability Assessment of Airborne

Systems
ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane | Crew Passengers severity Note
ELECTIRAL POWER
Related MF: PROPULSTION, NAVIGATION AND COMM., FLIGHT Related systems: 39, 34, 23, 22
CONTROL, LANDING AIDS
System corrective measures: BUS-TIE (MM1), 24-10 BATTERY POWER (MM2)
Mitigation means: EMERGENCY PROCEDURES
Mechanical disconnection of
generator and engine. Flight
manual emergency procedures.
Comp?lete loss of LARGE SIGN SLIGHT HAZARDOUS Mitigation means- flight on
function. FS 7,85 : ) i
batteries (30 minutes) is
24 10| Generator Drive ALL mandatory due to EASA CS-23
requirements.
Normal  configurations  of
L ff ion- MINOR i
oss of function- one SLIGHT | SUGHT N/E o electrical system aIIow. 'to
generator. e FS 2 power all loads using remaining
generator.
20 AC Generation ALL |- - - - - -
Flight manual emergency
procedures. Mitigation means-
ZARD
30 DC Generation| ALL | Loss of function. LARGE SIGN SLIGHT HAZARDOUS flight on batteries (30 minutes)
FS 7,85 .
is mandatory due to EASA CS-
23 requirements.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane | Crew Passengers severity Note
ELECTRICAL POWER
Normal  configurations  of
ion- MINOR i
ALL Loss of function- one SLIGHT | SLIGHT N/E electrical system aIIow. 'to
generator e FS 2 power all loads using remaining
generator.
30 DC Generation Under the normal S|tL.|at|on,
power network is supplied by
i MINOR i .
ALL Loss of function (battery SLIGHT N/E N/E airborne generators. In the case
power). FS 2 of  generator(s) common
failure, it leads possibly to the
catastrophic conditions.
NO SAFETY Not lied during in air flight
40| External Power| STD | Loss of function N/E N/E N/E EFFECT Ot appiied curing In air Hlg
24 phases.
FSO
AC Electrical Load Loss of function. - - - - It /s-base.d o.n particular .system
50 L ALL ] design; it is not possible to
Distribution Incorrect function. - - - -
generally evaluate.
Flight manual emergency
dures. Mitigation means-
HAZARDOUS | P'o¢®
ALL Loss of function. LARGE SIGN SLIGHT flight on batteries (30 minutes)
FS 7,85 .
. is mandatory due to EASA CS-
DC Electrical Load .
60 e 23 requirements.
Distribution - -
Normal  configurations  of
Loss of function. MINOR electrical system allow to
ALL (One generator) e SLIGHT | SLIGHT N/E FS 2 power all loads using remaining
generator.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
FIRE PROTECTION
Related MF: ALL ‘ Related systems: 24
System corrective measures: HANDHELD FIRE EXTINGUISHER
Mitigation means: EMERGENCY PROCEDURES
) HAZARDOUS | High probability of serious or
Loss of function. P/LARGE (P/LARGE| P/LARGE £SO fatal injury in the case of fire.
10 Detectionj ALL - - -
26 isleadi SLIGH SLIGH MINOR Crew has to visually identify
Misleading. T T N/E FS 3 misleading situation.
L . CATASTROPHIC | High probability of serious or
20 Extinguishing| ALL | Loss of function. P/CAT P/CAT P/CAT £S 10 fatal injury in the case of fire.
Extreme probability of
. multiple fatalities and hull
30 Explosion| 11 | | oss of function. P/CAT P/CAT pjcat | CATASTROPHIC in the case of flame
Suppression FS 10 . . .
propagation especially in
fuel system.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane | Crew Passengers severity Note
FLIGHT CONTROLS

Related MF: FLIGHT CONTROL

Related systems: 22, 24

System corrective measures: FLIGHT CONTROL SURFACES COMBINATION

Mitigation means: EMERGENCY PROCEDURES (MM6)

CATASTROPHIC

Extensive increase of force in
control mechanism. Increasing

ALL | Alleron jam. CAT CAT CAT FS 10 airspeed in spiral movement.
No Mitigation means.
There is high probability, that
MAJOR disengagement occurs only on
27 ALL Aileron disengagement. SIGN SIGN SLIGHT one side. Crew is able to
FS5,5 . . .
partially control flight using
) remaining aileron.
10| Aileron and Tab . . There is high probability, that
Tab spurious extension disengagement occurs only on
to the uttermost MAIJOR ) . s
ALL position. (Tab on both SIGN SIGN N/E FS5,5 or.1e .5|de.. It is possibility .to
. eliminate increase force using
ailerons) . .
remaining tab on other side.
Tab spurious extension
to the uttermost HAZARDOUS | Extensive increase of force in
ALL position. (Tab on one SIGN LARGE N/E FS7,5 control mechanism.
aileron)
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane | Crew Passengers severity Note
FLIGHT CONTROLS
It is not possible to control tab
position.  There is high
ATASTROPHI
ALL | Tab disengagement. CAT P /CAT P /CAT CATASTROPHIC probability of flutter
FS 10
occurrence (depends on tab
. aerodynamic balance).
10| AileronandTab There is no direct safety effect.
. Crew is able to seek incorrect
ALL !'OS.S of'tab p05|.t|on . SLIGHT | SLIGHT N/E MINOR indication due to aircraft
indication or misleading. FS 2 .
response (force in control
mechanism).
27 Increasing forces in control
mechanism, pedals resistance.
MAIJOR It is possible to execute control
ALL - |Jam. SLIGH SIGN N/E FS 4,5 skidding together with non-
symmetric  engine  thrust
(multiengine aircraft).
20 Rudder and Tab Usually, rudder is
. MINOR aerodynamically balanced. The
ALL Disengagement. SLUGHT | SLIGHT N/E FS 2 possibility of flutter is minimal
(depends on configuration).
MINOR It is possible to compensate
ALL | Tabjam. SLIGHT | SLIGHT N/E effect of jammed rudder tab
FS 2 . .
by control aircraft skidding.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane | Crew Passengers severity Note
FLIGHT CONTROLS
Increasing forces in control
HAZARD
ALL Tab spurious extension . LARGE SIGN N/E ES 7 50US mechanism, extensive pedals
! resistance.
Tab is not controllable. In the
case, that tab is not
CATASTROPHIC ’
ALL Tab disengagement. CAT P /CAT P /CAT aerodynamically or  mass
FS 10 . -
balanced, there is a possibility
of flutter occurrence.
50 | Rudder and Tab There .|s no direct safe.ty effect.
Loss of tab position MINOR Crew is able to seek incorrect
ALL N P . . SLIGHT | SLIGHT N/E indication due to aircraft
indication or misleading. FS3 .
response (force in control
mechanism).
There is no direct safety effect.
- Crew is able to seek incorrect
ALL !'OS.S of.tab p05|.t|on . SLIGHT | SLIGHT N/E MINOR indication due to aircraft
indication or misleading. FS3 .
response (force in control
mechanism).
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note

FLIGHT CONTROLS

CATASTROPHIC It not possible to control

Jam. CAT P /CAT P /CAT elevator. Increasing forces in
FS 10 .

control mechanism.
In the case of simple
disengagement, the elevator
ALL is usually aerodynamically or
LARGE mass balanced (it stays in
27 Disengagement. (extremely | P /CAT P /CAT CAT'?;TFOZPHIC neutral positon). *There is a
30| Elevator and Tab P/CAT) possibility of common

disengagement and jam, in
worst case scenario, jam of
control mechanism occurs.
It is not possible to balance
the tab. In the case of change
HAZARDOUS
ALL | Tabjam. LARGE SIGN N/E of flight mode, forces in
FS7,5 )

control mechanism exceeds

maximal limits.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane | Crew Passengers severity Note
FLIGHT CONTROLS
One side trim loss of
. . It is possible to eradicate
ALL function. (Both s_|des of SIGN SIGN N/E MAJOR negative influence of stuck
elevator are equipped by FS5 . . . .
. trim using trim on other side
trim).
It is not possible to control tab
position. If the tab is not
ALL Tab disengagement. CAT P /CAT P /CAT CATASTROPHIC aerodynamically or  mass
FS 10 . .
balanced, high probability of
flutter occurrence.
Tab is in incorrect position. In
the case of change of flight
27 HAZARD
30| Elevator and Tab ALL Tab spurious extension. LARGE SIGN N/E ES 7 50US mode, forces in control
’ mechanism could exceeds
maximal limits.
One-tab spurious It is possible to eradicate
ion. i MAIJOR
ALL extension (Both.5|des of SIGN SIGN N/E 10 negative influence of stuck
elevator are equipped by FS5 . . . .
. trim using trim on other side
trim).
There is no direct safety effect.
Crew is able to seek incorrect
iti MINOR
ALL !‘OS.S of'tab p05|'t|on . SLIGHT | SLIGHT N/E indication due to aircraft
indication or misleading. FS 2 .
response (force in control
mechanism).
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane | Crew Passengers severity Note
FLIGHT CONTROLS
Horizontal
40 s - - - - - - -
Stabilizers
MINOR Crew is able to increase
SLIGHT | SLIGHT FS 2 airspeed and execute landing
_ P/LARGE | P/SIGN (with extent length of landing).
LDG | Loss of function. Short Short N/E HAZARDOUS |!n the case of short runway
runway runway FS7,5 and inconvenient  airport
configuration.
Short runway
Itis possible to partially correct
27 ICL effect of asymmetrical flap
! i i ATASTROPHI i i
ENR, Asymmgtncal extension/ CAT P JCAT P JCAT C STROPHIC extens!on by . aller'on
50 Flaps LDG retraction. FS 10 extension. There is high
probability of wing applied
force limit.
In the case of high angle of
ICL, extension, there is high
i i ATASTROPHI ’
ENR, |SPurious extension/ CAT | P/cAT p/jcar | CATASTROPHIC | bility of wing applied
retraction. FS 10 .
LDG force limit. Crew reacts to the
lift distribution change.
Loss of Flaps position MAJOR Crew is able to seek the
ALL [indication or misleading SLIGH SIGN N/E FS 4.5 positon of flaps due to aircraft
indication. ! response.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane | Crew Passengers severity Note
FUEL
Related MF: PROPULSTION ‘ Related systems: 24, 72
System corrective measures: €328-30 DISTRIBUTION (CROSS-FEED) (MM1, MM2)
Mitigation means: EMERGENCY PROCEDURES, 24-10 BATTERY POWER (MMO)
MAIJOR
1 ALL Leakage. -
0 Storage eakage SIGN SLIGHT FS 4,5
Indicated failure mode.
ALL Emergency procedures
(except LARGE LARGE SLIGHT HAZARDOUS | application, ~resultlng in
TOF, L f functi FS 8,5 emergency landing.
IcL) 0ss Of Tunction. MM1; MM2 (auxiliary pumps);
(resulting in loss of
28 : MM3
propulsion). —
Up to Extreme probabl'llty 9f
| ToF1cL IMC/CAT| P/CAT | P/CAT |CATASTROPHIC|SMergeney  landing —in
20 Distribution inconvenient situation.
FS 10 MM3
Failure mode is notified due
Loss of one engine fuel MAJOR caution and waring system.
ALL supply. e SIGN N/E N/E FS 4 Remedy- engine cross-feed.
MM1
Under normal situation, there
ALL Loss (.)f cross-feed SLIGHT N/E N/E MINOR is only possibility of fuel non-
function. FS1 e
symmetric distribution.
30 Dump - - - - - - -
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane | Crew Passengers severity Note
FUEL
Standardly, there are multiple
) MINOR indicated parameters of fuel
Loss of function. SLIGHT N/E N/E £S 1 system. Crew is able to
monitor system functionality.
28 40 Indicating|  ALL Possible loss of all engines.
Flight manual emergency
Misleading. SLIGHT | SLIGHT N/E MINOR procedures- emergency
FS 2 landing.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
HYDRAULIC POWER
Related MF: FLIGHT CONTROL, LANDING AIDS ‘ Related systems: 24, 32
System corrective measures: CHANNEL CROSS CONNECTION (If it is installed) (MM1), AUXILIARY CHANNEL (MM2)
Mitigation means: EMERGENCY PROCEDURES, MECHANICAL BACKUP (Landing gear) (MMO0, MM?2)
Main hydraulic system is
Loss of function usually backed up by axillary
(Applied on fii F;t system. Crew is able to seek
. PP . & MINOR system parameters (pressure,
10 Main ALL control, landing gear SIGN SIGN SLIGHT R
retraction and break) FS 3 temperature) indication and
react. This  type of
29 configuration is usually used
on commuter type aircrafts.
NO SAFETY Auxiliary hydraulic power is
20 Auxiliary| ALL | Loss of function. N/E N/E N/E EFFECT used for landing gear breaK
flaps are operated by main
FS0 hydraulic system.
MINOR It is possible to seek function
40 Main system. SLIGHT N/E N/E ES 1 system function by using flaps
o or another connected system.
Indication ALL NO SAFETY
Auxiliary system. N/E N/E N/E EFFECT -
FSO
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
ICE AND RAIN PROTECTION
Related MF: FLIGHT CONTROL ‘ Related systems: 24
System corrective measures: -
Mitigation means: EMERGENCY PROCEDURES (MM5, MM6, MM7)
In the case of icing condition,
AL | g e | SUGHT | SUGHT | suGHT | (U URC | Se ety e
loss of function. IMC/P/CAT | IMC/P/CAT | IMC/P/CAT FS 10 performance is than limited
due to failure mode.
Wing leading edge Therels high probability of
airfoil deicing system- aircraft performance
ALL |loss of function in LARGE SIGN sLigHT | MAZARDOUS Jinfluence in icing condition.
- . FS 7,75 Crew is able to visually
30 combination with ) -
R . detect leading icing and
indication failure. .
change altitude.
10 Airfoil Tail stabilizations Lr:et:le cassrzilr::élr:/g corlilzl:ge,
i irfoi MINOR
aL | 'eading edge airfoil SLIGHT SLIGHT SLIGHT 0 altitude. Aircraft
deicing system - loss of FS3 . .
. performance is than limited
function. .
due to failure mode.
Tail stabilizations High probabﬂ@y of antraﬂ
. s performance influence in
leading edge airfoil . .
deicing system - loss of MAJOR the case of icing. Crew is not
ALL o SIGN SIGN SLIGHT able to detect tail icing. It is
function in FS5,5 . Lo
o . ! possible to determine icing
combination with .
I . due to aircraft performance
indication failure.
change.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
ICE AND RAIN PROTECTION
20 | Air intakes - - - - - - -
In the case of icing conditions,
. . pitot-static tube is jammed by
ALL PItOt. static system . SIGN LARGE SLIGHT HAZARDOUS ice. All aerometric systems are
heating- loss of function FS$ 7,75
affected. Crew urgently leave
icing conditions.
30 Pitot and Static In- the cas.e of ICII’Tg FOHdItIOﬂS,
. . pitot-static tube is jammed by
Pitot-static system ice. All aerometric systems are
aLL | Deating-lossoffunction | hpee | |ARGE SLUGHT | MAZARDOUS | ted. Crew seek failure
30 in combination of FS 8,5 .
e . mode due to flight response
indication failure. -
and urgently leave icing
conditions.
ALL
. . - In the case of icing condition
(except | Windshield deicing MINOR !
APR, | system- loss of function. SLIGHT SLIGHT SLIGHT ES 3 crew. .urgently leave icing
conditions.
. LDG)
20 Windows and inth Fici pe
Windshields crew urgently leave  icing
APR, | Windshield deicing . SIGN SIGN SLIGHT MAJOR conditions. During landing
LDG [ system- loss of function. FS 5,5
phases crew workload
extensively increases.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
ICE AND RAIN PROTECTION
Antennas and Mainly not applied in the field
50 - - - - - - .
Radome of interest.
Propeller leading SPng-i:TT SPLIg:.:' SPLIg:.:' ::\’IIICNA(.)I-Rnglz In the case 0; icinlg condi.tic')n,
ALL |edge deicing system- /, /, /, / ) crew Ureently eave Icing
loss of function Icing Icing Icing Icing conditions. Failure mode is
) condition | condition condition condition indicated.
In the case of icing condition,
60 Propellers Propeller leading crew urgently leave icing
edge deicing system- MAJOR conditions. Crew is able to
ALL |loss of function in SIGN SIGN SLIGHT seek information of failure
- FS5,5
combination of mode due to propeller thrust
indication failure. reduction and  occurring
30 vibrations.
70 Water Lines ) ) ) ) ) ) Mq/nly not applied in the field
of interest.
Detection of c <Ll detect
L rew visually etects
MINOR
ALL |Occurningicing SLIGHT | SLIGHT | SLIGHT o indication (windows, leading
conditions- loss of FS3
. edges).
function
80 Detection Detection of Crew is able to seek
occurring icing information of failure mode
ALL condl'tlon‘s— loss of SIGN SIGN SLIGHT MAJOR due to alrc'raft performance.
function in FS5,5 Crew visually detects
combination with loss indication (windows, leading
of indication. edges).
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
INDICATING/ RECORDING SYSTEMS
Related MF: PROPULSION, FLIGHT CONTROL ‘ Related systems: 24, 72,73, 76
System corrective measures: -
Mitigation means: PARTICULAR SYTEM INDICAITON (MMO0, MM2), EMERGENCY PROCEDURES
10 Instrument and ) ) ) ) ) ) Not applied in the field of
control panels interest.
31
20 Independent ) ) ) ) ) ) Not relevant to the knowledge
instruments base.
NO SAFETY |There is no direct relation to
30 Recorders| ALL |Loss of function. N/E N/E N/E EFFECTS | the flight safety.
FSO
40 Central ) ) ) ) ) ) Not applied in the field of
computers interest.
Classification applicable only
Warning indication- MINOR in the case of no collateral
loss of function SLIGHT SLIGHT N/E ES 2 damage (that supposed to be
indicated).
50 Central warning ALL Flight crew has to identify
systems misleading indication.
Warning indication- MAJOR Classification applicable only
misleading SLIGHT SIGN N/E FS4,5 in the case of no collateral
damage (that supposed to be
indicated).
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
INDICATING/ RECORDING SYSTEMS
Classification applicable only
Caution indication- MINOR in the case of no collateral
misleading SLIGHT SLIGHT N/E FS2 damage (that supposed to be
indicated.
Flight crew has to identify
ALL . . s
misleading indication.
Caution indication- MAJOR Classification applicable only
loss of function SLIGHT SIGN N/E FS4,5 in the case of no collateral
damage (that supposed to be
Central warning indicated)
50 .. -
systems Classification applicable only
Advisory indication- MINOR in the case of no collateral
LIGHT LIGHT N/E
31 loss of function StiG StiG / FS2 damage (that supposed to be
indicated.
ALL Fllight c.rew has to' |<.jen‘.c|fy
misleading indication
Advisory indication- MINOR (notification).  Classification
misleading SLIGHT SLIGHT N/E FS 2 applicable only in the case of
no collateral damage (that
supposed to be indicated).
60 Central display ) ) ) ) ) ) )
systems
20 Automatic data i ) i i i i Not applied in the field of
reporting interest.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
LANDING GEAR
Related MF: LANDING AIDS Related systems:
System corrective measures: -
Mitigation means: EMERGENCY PROCEDURES
10 Main Gear and ) ) ) ) ) )
Doors Not relevant to the doctoral
Nose Gear and thesis.
20 - - - - - -
Doors
Flight crew is notified about
. . occurring failure and uses
- MAJOR
l'\é'js'r;fﬁirc‘i:g: "53“ SIGN SIGN N/E : sus) back mean of landing gear
32 ) extension. Significant
workload increase.
Landing gear extension is
LDG ensured by redundant mean
. based on diverse principle
Extension and . : .
30 Retraction Extension - complete LARGE | LARGE | LARGe | NAZARDOUS (hydraulic/  mechanical).
loss of function. @ FS9 These type of failure leads to
the emergency landing on
fuselage.
Failure mode is indicated. It
. . MAIJOR could affect aerodynamic
ALL | Spurious extension. 9 SIGN SIGN N/E FS 5 performance and fuel
consumption.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
LANDING GEAR
If landing gear is locked in the
extended position, flight crew
Retraction- loss of MINOR could continue flight. Failure
IcL function. 9 SLIGHT SLIGHT N/E FS2 affects aerodynamic
30 Extension and performance and fuel
Retraction consumption.
Failure mode is indicated.
) ) HAZARDOUS | Flight crew interrupt landing
APR | Spurious retraction. e LARGE LARGE N/E ES 8 and  uses back mean of
retraction.
Decoration distance is
32 significantly extended. It could
Breaking- complete loss HAZARDOUS |lead to the dangerous
LDG of function. 9 LARGE LARGE LARGE FS9 outcome in the case of
inconvenient runway and
situation.
Wheel q Decoration distance is
40 e(;s akn Breaking- partial loss of HAZARDOUS significantly extended. These
A€l DG | function (one wheal). LARGE LARGE LARGE effect could be compensated
FS9 .
e by asymmetric reverse thrust
and remain brake.
It could lead to the serious
TOF, |Breaking- spurious HAZARDOUS | damage of wheels or flip to
LDG |complete braking. 9 LARGE LARGE LARGE FS 9 the nose gear.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
LANDING GEAR
Breaking- spurious Failure effect could be
TOF } HAZARD i
40 Wheelsand | TOF, | = ° | braking (one LARGE | LARGE | LARGE OUS | compensated by asymmetric
Brakes| LDG FS9 reverse thrust and remain
wheal). @
brake.
50 Steering ) ) ) . i ) Not 're/evant to the doctoral
thesis.
Flight crew is not notified
Extended position of MINOR about extended landing gear
landing gear indication- SLIGHT SLIGHT N/E position. However, landing
. FS2 . .
Iossoffuncnon.f) gear retraction/ extension.
32 TOF, functionality is affected.
ICL, Misleading information of
APR, landing  gear  extension
Position and LDG | Extended position of P/ possible leads to
60 . landing gear indication- P/CAT P/CAT P/CAT CATASTROPHIC | uncontrolled  landing on
Warning . . .
m|slead|ng.9 FS 10 fuselage. Flight crew could
identify failure through the
collateral effects.
Flight crew is not notified
TOF, . . .
ICL Transition position of MINOR about extended landing gear
| landing gear indication- SLIGHT SLIGHT N/E position. However, landing
APR, . FS 2 . . .
Iossoffunchon.() gear transition. functionality
LDG is affected.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
LANDING GEAR
TOF, Transit ion of Flight crew seek information
ransition position o . .
ICL, ) A MINOR about landing gear position
APR, Iar.wdlng gear indication- SLIGHT SLIGHT N/E FS 2 through the retract/ extended
LDG misleading. @ position indication.
Flight crew is not notified
Transition position of MINOR about extended landing gear
landing gear indication- SLIGHT SLIGHT N/E ES 2 position. However, landing
loss of function.e gear retraction/ extension.
i Position and functionality is affected.
32 Warning| TOF,
ICL,
APR,
LbG If landing gear is locked in the
Tnsion osion o inon | osin, e v
landing gear indication- SLIGHT SLIGHT N/E ght. .
misleading 9 FS 2 affects aerodynamic
) performance and fuel
consumption.
Supplementary Not relevant to the doctoral
70 - - - - - - .
Gear thesis.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
LIGHTS
Related MF: - Related systems: 24
System corrective measures: EXTERNAL LIGHT
Mitigation means: -
Flight NO SAFETY Pilot ipped by back
ig . ilots are equipped by backup
10 Compartment ALL | Loss of function. N/E N/E N/E EFFECT handheld light.
FSO
b NO SAFET
20 asSENBET | A1l | Loss of function. N/E N/E N/E EFFECT -
33 Compartments
FSO
c 4 Servi NO SAFETY
30 | ~ArEO ANASEIVICE L a1 | Loss of function. N/E N/E N/E EFFECT -
Compartments
FSO
NO SAFETY ATC icati fi
40 Exterior| ALL | Loss of function. N/E N/E N/E EFFECT - communication, —anti-
collision systems (TCAS).
FSO
. NO SAFETY
50 MErBENCY ! ALL | Loss of function. N/E N/E N/E EFFECT -
Lighting
FSO
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
LIGHTS
Related MF: - Related systems: 24
System corrective measures: EXTERNAL LIGHT (MMO)
Mitigation means: -
Flight NO SAFETY Pilot ipped by back
ig . ilots are equipped by backup
10 Compartment ALL | Loss of function. N/E N/E N/E EFFECT handheld light.
FSO
b NO SAFET
20 asSENBET | A1l | Loss of function. N/E N/E N/E EFFECT -
33 Compartments
FSO
c 4 Servi NO SAFETY
30 | ~ArEO ANASEIVICE L a1 | Loss of function. N/E N/E N/E EFFECT -
Compartments
FSO
NO SAFETY ATC icati fi
40 Exterior| ALL | Loss of function. N/E N/E N/E EFFECT - communication, —anti-
collision systems (TCAS).
FSO
. NO SAFETY
50 MErBENCY ! ALL | Loss of function. N/E N/E N/E EFFECT -
Lighting
FSO
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Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
NAVIGATION
Related MF: NAVIGATION Related systems: 24
System corrective measures: BACKUP AEROMETRIC INDICATORS (MM2)
Mitigation means: -
MAJOR c < abl <ual
. Co S5 rew is able to use visua
ALL ?(I)tr:u?eiénlilscsagfn SIGN SIGN N/E IFR/ navigation reference. It is
inforF;nation IFR/ CAT P /CAT P /CAT possible to partially use GPS
34 ’ CATASTROPHIC altitude information.
FS 10
Flight Avionics system is equipped
10 Environment by backup altitude indicator.
Data HAZARDOUS | Flight crew ability to identify
. . . . _ FS 7'5 . . . .
AI’.cltudellndlcatlon LARGE SIGN N/E misleading information
ALL Misleading IFR/ CAT P /CAT P JCAT IFR/ strongly depends on
information. CATASTROPHIC | particular  situation and
ES 10 magnitude of difference
between indication and real
state.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
NAVIGATION
MAJOR
SIGN FS5 Crew uses stall- warring
Airspeed- complete SIGN . Lo
ALL . . IFR/ N/E IFR/ system to avoid proximity of
loss of information. IFR/ LARGE
/ LARGE HAZARDOUS | stall speed.
FS 8
Avionics system is equipped
by backup altitude indicator.
MAIJOR Flight crew ability to identify
. . . SIGN FS5 misleading information
" Flight| AL f:}';;’:;i‘:i'o'\:”'ead'”g IFlefA'\:z ce| PR/ N/E IFR/ strongly  depends  on
10 Environment ) LARGE HAZARDOUS | particular  situation and
Data FS 8 magnitude of difference
between indication and real
state.
. Altitude and airspeed
Vertical speed- . L .
MINOR .
ALL | complete loss of SLIGHT | SLIGHT N/E ° information is stil available
information FS 2 There is only slight increase
) of flight crew workload.
Vertical speed Crew is able to identify
i MINOR i ing i i
ALL | Misleading SLIGHT | SLIGHT N/E misleading information due
. . FS 2 to altitude and airspeed
information. . .
information.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
NAVIGATION
TOF i::Lsiszei)spsrz?mlty Crew is not informed about
! i ATASTROPHI imity.
IcL, |function. (in CAT p/caT | pjcar |CATASTROPHIC|stall speed proximity. In
L . FS 10 worst case scenario crew is
LDG combination with stall .
not able to react in time.
. speed)
34 Flight
10 Environment HAZARDOUS
Data
. _ FS 7,5 i i
AL |losotnctioner | SIGN | LARGE | N/E PR |atinde Gron wsen sl
misleading. IFR/ LARGE | IFR/ CAT P/ CAT CATASTROPHIC | references.
FS 10
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Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
NAVIGATION
Complete loss of magnetic
dereliction. Crew can use
Magnetic compass- MINOR visual navigation reference
SLIGHT FS 2 together with ATC
ALL | complete loss of SLIGHT N/E g
funcfion_ IFR/SIGN / IFR/ MAJOR | communication/ GPS
FS 4,5 navigation.
y R T
; . sing
20 Attitude and ALL | Masnetic compass- SLIGHT SLIGHT N/E FS2 navigation.
Direction misleading. IFR/SIGN IFR/ MAJOR
FS 4,5
Crew uses reaming
MAJOR navigation instruments and
Attitude indicator- FS5 visual navigation reference to
ALL | complete loss of IFFS{IGCNAT PSIGRIT PN/iT IFR/ resolve occurring situation.
function or misleading. / /c /c CATASTROPHIC
FS 10
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Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
NAVIGATION
. Crew uses reaming
. Turn and slip indicator- N .
20 Attitudeand f ) - joss of function o SLIGHT | SLIGHT N/E MINOR | navigation instruments to
Direction misleadin FS 2 partially  seek  required
& information.
Flight crew is able to conduct
SIGN MAJOR FS 5 controlled landing without
Instrument landing SIGN IFR/ N/E IFR/IMC/ ILS system. In the IMC/ IFR
system- loss of IFR/IMC/ IMC/ IFR/IMC/ CATASTROPHIC conditions, extremely
function. CAT CAT dangerous situation possible
20 Landing and | APR, CAT F510 resulting in  catastrophic
Taxiing Aids| LDG outcome.
HAZARDOUS | Ability of misleading function
34 st  landi LARGE LARGE N/E FS 8 identification is minimal. In
S’;Zt;“r:en:islaeg d::é IFR/IMC/ |IFR/IMC/| IFR/IMC/ IFR/IMC/ | 'MC/ IFR conditions, there is
' CAT CAT CAT CATASTROPHIC |high  probability — of
FS 10 catastrophic outcome.
Traffic collision Crew visually control air
) IFR/ IFR/ MINOR | traffic. There is still ATC
ALL av0|danFe system-loss | IFR/ SIGN SIGN N/E £S 2 communications and
of function.
Independent transponder information.
40 Position Proximity warning- loss MINOR Crew is on high visual alert in
Determining ALL of function. SLIGHT SLIGHT N/E FS 2 terrain proximity.
ATC identification- loss MINOR Crew uses continues flight
ALL | of function or SLIGHT SLIGHT N/E ES 2 according to AFM. Crew uses
misleading. visual references.
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Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
NAVIGATION
Distance measuring Crew uses reaming to
MINOR i
ALL |equipment- loss of SLIGHT SLIGHT N/E !nstrume.nts to .se.ek
function or misleadin FS2 information about proximity
& to VOR beacon.
- . Crew uses reaming to
ALL :/:]F zﬂggglg(;;ﬂs:tﬂm SLIGHT SLIGHT N/E MI:E(Z)R instruments to  navigate
g ' (DME, GPS, ADF).
Dependent TR MINOR Crew uses reaming to
50 Position ALL Q:ZZT?SSC:;??E:ZEW SLIGHT SLIGHT N/E FS(2) instruments to  navigate
Determining ’ (DME, VOR, GPS).
34 i
ALL _ | Global positoning MINOR  |mstraments 1o movigate
(except izztcetzghloss of SLIGHT SLIGHT N/E ES 2 (DME, VOR, ADF, ILS). During
LDG) ’ landing is crew in high alert.
Crew uses other instruments
Global positioning HAZARDOUS |to seek misleading
LDG system- misleading. SIGN LARGE N/E FS 7,5 information and uses
secondary GPS.
ote | ; MAJOR
. Comp ete loss o SIGN FS5 Crew uses visual reference
_ | Selected multiple ALL navigation and SIGN IFR/ N/E IFR/ navigation to continue flight
failure mode communication (GPS, IFR/ LARGE and imer ency landin &
VOR, ADF, DME, VOR). LARGE HAZARDOUS gency 8.
FS 8
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Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
INFORMATION SYSTEMS
Related MF: - | Related systems: 24
System corrective measures: -
Mitigation means: EMERGENCY PROCEDURES
Airplane general
10 information - - - - - - -
systems
affecte e failure. Fli
acquisition system- SLIGHT SIGN N/E MAJOR crew is abIZto partially contgrol
complete loss of FS 4,5 : ) .
) engine functionality due to
Flight deck function other engine indication.
20 information| ALL Engine functionality is not
46 systems Engine data affected by the failure. Flight
acquisition system- MAJOR crew is able to identify
multiple indication SLIGHT SIGN N/E FS 4,5 indication misleading due to
misleading. other engine indication and
collateral effects.
Maintenance Loss of function or NO SAFETY There is no direct relation to
30 information - . . N/E N/E N/E EFFECTS . .
incorrect function. flight operations.
systems FSO
Passenger cabin Mainly not applied in the field
40 information - - - - - - of interest.
systems
Miscellaneous
50 information - - - - - - -
systems
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
ENGINE CONTROL
Related MF: PROPULSION Related systems: 24,72, 73

System corrective measures: EMERGENCY SETTING
Mitigation means: EMERGENCY PROCEDURES

Standard configuration of
engine power control sets
Single engine power MAJOR engine to the flight idle. Loss
ALL control- loss of function. SIGN SLIGH N/E of engine control. Crew
e FS 4,5 follows AFM  emer
gency
procedure in the case of single
engine loss.
Engine power control systems
are separated (it has to result
of multiple failures). Standard
. configuration of both engine
E)Ziﬂ?i::;g;?mml_ LARGE SIGN N/E HAZF':R7D;)US power control sets engine to
’ the flight idle. Crew follows
flight manual emergency
procedure in the case of both
engine losses.

76 10 Power control

ALL

Flight crew is able to cut fuel

20 Emergency . MINOR flow to engine by backup fuel
shutdown ALL Loss of function SLIGHT SLIGH N/E £S 3 valve and shutdown the

engine.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
ENGINE INDICATING
Related MF: PROPULSION Related systems: 72

System corrective measures: -
Mitigation means: COLLATERAL EFFECTS (MM6), EMERGENCY PROCEDURES

Assumes fixed pitch propeller
and reciprocating engine;

Tachometer indication - MINOR otherwise, a propeller

ALL Ir:)]is;:;;unnctlon or SLIGHT SLIGHT N/E £S 2 governor will maintain the
& engine r.p.m. Refer to 14 CFR
77 part 23, § 23.1311. [1]
Oil pressure indication - . .
MINOR
ALL | loss of function or SLIGHT SLIGHT N/E Assumed oil pressure is used
10 | Power . . FS 2 as back up. [1]
misleading.

Assumes backup use of CHT,

MINOR Engine Gas Temperature
FS 2 (EGT), and possible fuel flow

readings if installed. [1]

Manifold pressure
ALL |indication - loss of SLIGHT SLIGHT N/E
function or misleading.

Fuel pressure indication
ALL |- loss of function or SLIGHT SLIGHT N/E M;?(ZJR -
misleading.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
ENGINE INDICATING
Power-plant thrust- loss MINOR System is not normally used in
of function. SLIGHT SLIGHT N/E ES 2 field of interest. Torque,
Engine Pressure Ratio (EPR),
ALL EGT, or Turbine Inlet
.Pov.ver-.plant t.hrust. SIGN LARGE N/E HAZARDOUS Temperature (TIT), fuel flow,
indication - misleading. FS7,5 and RPM are normally
10| Power displayed. [1]
77 Power-plant torque
MINOR
indication- loss of SLIGHT SLIGHT N/E ES g . . -
ALL function. Lw;(sle?]:jl[nlg]torque could affect
akeoff.
Power-plant torque MAJOR
indication- misleading. SLIGHT SIGN N/E FS 4
fg/rl;nctle?;:ueraedindication MINOR  |Assumes a CHT indicator is
ALL Ioss,Z)f function or SLIGHT SLIGHT N/E ES 2 required. Refer to 14 CFR
. . part 23, § 23.1305 [1]
misleading.
20 | Temperature
Power-plant coolant
temperature indication- MINOR Refer to 14 CFR
ALL loss of function or SLIGHT SLIGHT N/E FS 2 part 23, § 23.1305 [1]
misleading
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
ENGINE INDICATING
Oil temperature
indication- loss of MINOR Assumes as oil pressure as
ALL . SLIGHT SLIGHT N/E
function or / FS2 back up. [1]
misleading.
20 | Temperature —
Power-plant air inlet
temperature- loss of MINOR
SLIGHT SLIGHT -
577 ALL function or N/E FS2
misleading.
30| Analyzers - - - - - - -
arrecte Yy e Tallure. 18
n m- MAIJOR
40 acquisition syste SLIGHT | SIGN N/E 10 crew is able to partially control
complete loss of FS 4,5 A o
s engine functionality due to
Integrated engine function other engine indication.
instruments ALL Engine functionality is not
systems Engine data affected by the failure. Flight
acquisition system- MAJOR crew is able to identify
multiple indication SLIGHT SIGN N/E FS 4,5 indication misleading due to
misleading. other engine indication and
collateral effects.
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ATA 100 CLASSIFICATION KNOWLEDGEBASE
Assumed effect on Preliminary
classification/
System | Sub- Flight Function
Chapter | system Definition phase Failure mode Airplane Crew Passengers severity Note
STARTING
Related MF: PROPULSION Related systems: 24, 72, 73, 76

System corrective measures: -
Mitigation means: EMERGENCY PROCEDURES

Crew continues flight using
(ef(\cLeL , One engine start- loss of MAJOR remaining engine according to
30 mu: 4 | function. (Multiple SIGN SLIGHT N/E Fat the flight manual emergency
9 engine aircraft) ! procedure.
phases)
10 | Engine starting™ Crew executes emergency
ALL . landing with significant speed
Both engine start- loss -
HAZARDOUS
(except | ¢ tunction, (Multiple LARGE SIGN N/E reduction (complete loss of
ground . . FS7,5 propulsion) according to the
engine aircraft) ’
phases) flight manual emergency
procedure.

* Chapter structure is adjusted for the proposes of doctoral thesis
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Appen

dix B

Basic Items Reliability Data Overview

BASIC ELECTRICAL ITEMS
Failure
. / j
Item Failure mode rate Occurrence nformation Note
level source
[hr-1]
Total failure rate was calculated in accordance with MIL-
HDBK-217F Notice 2, chapter 14.2 Switches, Circuit
Total failure rate. 2,38.10° Breakers (Magnetic, SPST, not used as a power ON/OFF
Circuit REASONABLE MIL-HDBK- SVYItCh, MILSPEC, AIC). Calcu!ateFl value was compared
breaker PROBABLE 217F with RIAC Databook 3.0.1 (Circuit Breaker)
Does not open circuit. 1,17.10°® Notice 2 Distribution between failure modes
was calculated in accordance with MIL- HDBK-338B
Spurious opening. 1,21.10°® (Section 7-194-CircuitBreaker: Opens Without Stimuli,
Does Not Open).
Total failure rate. RIAC .
1,86.10° OCAASIONAL | DATABOOK Total failure mode was taken from RIAC Databook 3.0.1
(Relay)
Rela 3.0.1
y Fails to open/ close. 1,02.10°° OCAASIONAL MIL-HDBK Distribution between failure modes was calculated in
Spuriously open/ closes. 4,83.107 REASONABLE 3388 accordance with MIL HDBK-338B (Section 7-197-Relay:
Other failure. 3,53.107 PROBABLE Fails to Trip, Spurious Trip, and Short).
RIAC
i D .0.
Total failure rate 2,73.10° | OCAASIONAL | DATABOOK Totél failure mode was taken from RIAC Databook 3.0.1
(Switch, Toggle)
3.0.1
Switch - R
Fails to open/ close. 8,87.107 Distribution between failure modes was calculated in
3 3 REASONABLE MIL-HDBK- . . .
Spuriously opens/closes. 5,18.10 accordance with MIL HDBK-338B (Section 7-198-Switch,
PROBABLE 338B L.
Short. 4,37.107 Toggle: Open, Sticking, and Short).
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BASIC ELECTRICAL ITEMS

. Failure rate Occurrence Information
It Fail Not
em ailure mode [hr-1] level source ote
MIL-HDBK- 1 otal fail imated di datab
Total failure rate. 1,06.10° FREQUENT 217E otal failure rate was estimated according to database
. SPIDR (Relay, Contactor)
Notice 2
Contactor Fails to open/ close. 5,83.10° Distribution bet fail q lculated |
- istribution between failure modes was calculated in
Spurlouslly 2,65.10° REQZ%'::EEE MI;:8|:)BBK accordance with MIL HDBK-338B (Section 7-197-Relay:
opens/closes. 0110 Fails to Trip, Spurious Trip, and Short).
Short. ,01.10°
‘:r::::‘teter Total failure rate. 6,72.10° | OCAASIONAL
RIAC Total failure mode was taken from RIAC Databook 3.0.1
Total failure rate. 1,86.10° DATABOOK e
(Sensor, Current)
Current FREQUENT 3.0.1
sensor Loss of information RIAC
Less than DATABOOK | -
Incorrect information 1,86.10°
3.0.1
System and
Part
|
Total failure rate. 2,62.10° nteDgartaated Total failure rate was taken from SPIDR, 2006 (Fuse)
(SPIDR,
Fuse OCAASIONAL 2006)
F.use'does not open 1,28.10° o ' .
circuit. MIL-HDBK- Distribution between failure modes was calculated in
Slow to open circuit. 1,26.10° 3388 accordance with MIL HDBK-338B (Section 7-195-Fuse:
Spuriously opens 5 01107 Fails to open, Slow to open, Premature open).

circuit.
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BASIC ELECTRICAL ITEMS

Item Failure mode Failure rate Occurrence Information Note
[hr-1] level source
System and
Part
. EXTREMELY Integrated | Total failure rate was estimated according to database
-9
Slot box Total failure rate. 4.10 UNLIKELY data SPIDR (Socket).
(SPIDR,
2006)
RAC . .
Starter/Generator, Power equipment used in small
Starter/ . 4 Automated N .
Total failure rate. 5,9.10 FREQUENT commercial aircraft (Lukas Aerospace Power Equipment,
generator Databook, 1993)
NPRD-95
Electric bus | Total failure rate. 1.10° REMOTE MIL-HDBK- | Failure rate is established using the MIL-HDBK-338
338 handbook.
Total failure rate. 8,57.10° MIL-HDBK- | MIL-HDBK-217F (Me'Fers; Direct Current; Ammeter;
217F Lower then MIL quality)
V/A meter Faulty indication 4,37.10°° OCCASIONAL o
— = MIL-HDBK- |MIL-HDBK-338 (Meter, Faulty indication, Unable to
No indication 1,03.10 338 adjust, Open, No indication)
Other. 3,17.10° Just, Dpen, '
RIAC
Speaker Total failure rate. 1,5.10°° OCCASIONAL Databook | RIAC Automated Databook (Speaker).
3.0.1
Light . 5 MIL-HDBK- | MIL-HDBK-217F (MIL-R-6106, Mechanical Relays, 3PDT,
indicator Total failure rate. 9,2.10 OCCASIONAL 217E 5=0,8, 1Q=3, nF=12, AIC)
Motor- SPIDR
Alternating |Total failure rate. 4,91.10° OCCASIONAL 2006,
current
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BASIC ELECTRICAL ITEMS

Failure Occurrence Information
Item Failure mode rate level Note
source
[hr-1]
. 5 MIL-HDBK- |MIL-HDBK-217F (Pushbutton, MIL-S-8805; Stress S=1; SPST;
Total failure rate. 8,21.10 217F Lower quality: AIC)
Fails to open/ close. 5,25.10°
- MIL-HDBK-
Spuriously 5 48.10° 338
Push button opens/closes. T OCCASIONAL MIL-HDBK-338 (Section 7-198-PushButton Switch: Sticking,
RIAC Open) a NPRD-95C (Light Indicator, Quality-MIL, Environment-
Indication fail. 7,26.10° Databook  |A)
3.0.1
6 MIL-HDBK-
Other. 1,81.10 338
Total failure rate. 7,2.10%
-10 - -
Open. 7,2.10 EXTREMELY | MIL-HDBK- 10 ipBK-217F (Lower quality).
Conductor 217F
Shor circuit Significantly UNLIKELY Notice2
’ lower.
RIAC
Total failure rate. Databook RIAC Automated Databook (Antenna, Marker, Beacon, ILS).
Lower than 301
Antenna Loss of function. 6.21.10° OCCASIONAL . . _ .
- ’ Failure rate of particualr failure cannot exceed total failure rate
Faulty input - of item
(misleading).
MIL-HDBK- | MIL-HDBK-217F Notice 2, chapter 6-2 Diodes, Low Frequency
Total failure rate. 9,36.10°% 217F Notice | (Power Rectifier, Junction Temperature =25°C, Stress Vs=1,0
2 Metallurgically Bonded, JAN, AIC).
Open in permeable MIL-HDBK-338B (Section 7-194-Diode, Rectifier: Short, Open
i 1,88.10°8 , : , ,
Diode direction. ! REMOTE MIL-HDBK- | Parameter Change).
0 in blocki 217F Notice
en in blockin
P & 7,48.10° 2

direction.
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BASIC HYDRAULIC ITEMS

Failure Occurrence Information
Item Failure mode rate level source Note
[hr-1]
A h li RIAC
ctuator, hydraulic, |\ cilure rate. 1,234.10° | OCCASIONAL | Databook
aileron 301
Actuator, hydraulic, . RIAC
.c uator, hydraufic Total failure rate. 1,33.10* FREQUENT Databook
linear 30.1
A hydrauli : RIAC
ctuator, hydraulic, |\ ilure rate. 8,793.10° | OCCASIONAL | Databook
rotary 301
RIAC
Brake, hydraulic Total failure rate. 1,73.10* FREQUENT Databook
3.0.1
A lator, RIAC
ccumu.a or Total failure rate. 3,77.10° OCCASIONAL Databook
hydraulic 301
RIAC
Amplifier, hydraulic |Total failure rate. 3,778.10° OCCASIONAL Databook
3.0.1
RIAC
Valve, hydraulic Total failure rate. 7,55.10° OCCASIONAL Databook
3.0.1
Val B RIAC
ave, 'ypass, Total failure rate. 4,137.10° OCCASIONAL Databook
hydraulic 3.0.1
Other selected items
o :
re suppression Total failure rate. 1,45.10°3 FREQUENT | SPIDR, 2006
system
Duct, Air Total failure rate. 5,4.10° OCCASIONAL |SPIDR, 2006
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Appendix C
Case Study Evaluation

PREFIXES

REDUNDADNT: There is a redundant connection to the succeeding item.
Example R/ ATC PT L (Function of item is back-up by another item)

ACTING ITEM: It is an item, which directly executes function. Example *A/I (Mechanical
interconnection converting energy to the trim surface movement.
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0. Global model

CASE STUDY

Aircraft: VUT 486-DX4 System: Global

Number of nodes 102 Diameter 12
Number of edges 132 Multi edges node pairs 11
Average number of neighbors 2,37 Shortest paths 1193 (11%)
Clustering coefficient 0,015 Zones 110, 220, 230, 310, 331, 341, 410, 510,
610, 720, 730
Most critical items (Global) Name Extended Name Extended criticality
criticality
LLC (ELEC) 5,000815662 | L MAIN (ELEC) 4,252264671
RLC (ELEC) 5,000815662 | R MAIN (ELEC) 4,252264671

FUSE A10 (TRIM) | 5,000815662

GTN #2 (AVIO)

4,181228147

TR REL (TRIM) 5,000815662 | R DAU (ENGIND) | 4,151774628
EHSI #2 (AVIO) 4,375413348 | L DAU (ENGIND) | 4,151774628
EHSI #1(AVIO) 4,350370057 | GTN #1(AVIO) 4,108015073
TR BUS (TRIM) 4,311464805 | AS #1(AVIO) 4,008398077

Name Local importance (SubG) | Name Global importance (BC)

R DAU (ENGIND) 24,95 L MAIN (ELEC) 0,0436

L DAU (ENGIND) 24,77 R MAIN (ELEC) 0,0365

GTN #1 (AVIO) 16,21 BUSTIE (ELEC) 0,0238

GTN #2 (AVIO) 16,19 AVION LMB (ELEC) | 0,0226

AUDIO #1 (AVIO) 15,92 AVION RMB (ELEC) | 0,0186

DME #1 (AVIO) 10,69 R DAU (ENGIND) 0,0181

AVION LMB (ELEC) 9,67 L DAU (ENGIND) 0,0181

TRANS (AVIO) 9,37 LLC (ELEC) 0,0160

L MAIN (ELEC) 6,60 RLC (ELEC) 0,0160

AVION RMB (ELEC) 6,59 FUSE A10 (TRIM) 0,0129
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CASE STUDY Aircraft: VUT 486-DX4 System: Global
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1. Elevator trim (full version)

CASE STUDY

Aircraft: VUT 486-DX4 System: Elevator Trim

GENERAL PARAMETERS

Type

Electro/ mechanical

Allocated functions

Analysis ID/ Name / ATA 100

Preliminary classification/ Function
Severity

ET1PITCH TRIM L (27-30a)

MAJOR FS 5 (Loss of function)

ET2 PITCH TRIM R (27-30b)

MAJOR FS 5 (Loss of function)

ET3 PITCH TRIM IND (27-30c)

MINOR FS 2,5 (Loss of function)

COMBINATORY PITCH TRIM L/R

HAZARDOUS FS 7,5

Related operational modes

FLIGHT MODE

Intersystem succeeding
connections

Intersystem preceding

L MAIN (ETL, ET2)

connections R MAIN (ET3)
Number of nodes 13 Diameter 6
Number of edges 14 Multi edges node pairs 0
Average number of nodes 2,15 Shortest paths (global) 53 (33%)
Clustering coefficient 0,0 Zones 230, 331, 341
Most critical items (Global) Name Extended Global Extended criticality Position
criticality
TR REL 5,000817 1
FUSE A10 5,000817 1
TR BUS 4,311464 7
ACT TR R 2,804614 23
Name Local importance (SubG) | Name Global importance (BC)
TR REL 4,37 FUSE A10 0,0126
ACTTRR 3,39 TR BUS 0,0105
ACTTRL 3,39 TR REL 0,0053
TR IND 3,33 PT TR COPI | 0,0053
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CASE STUDY
Aircraft: VUT 486-DX4 System: Elevator trim

SYSTEM PARAMETERS

Separation/ segregation

Diversity/ redundancy

Complexity/ design/ maturity/

Environmental control/ testing

experience
Q1 | RATHER NO/ 3 Q1 | NO/O Q1 | NO/O Q1 | RATHER YES/2,8
Q2 | NO/O Q2 | NO/O Q2 | YES/4 Q2 | RATHER YES/2,8
Q3 | NO/O Q3 | NO/O Q3 | YES/4 Q3 | YES/3,6
Q4 | YES/3,8 Q4 | RATHER NO/3,5 Q4 | YES/4 Q4 | RATHER YES/2,3
- - - - - - Q5 | RATHER NO/1,8
Q6 | RATHER YES/2,6

Score. 0,775 Level. HIGH
SEGREGATION/ SEP.

Score. 0,0967 Level. LOW

DEVERSITY

Score. 0,0967 Level. LOW
COMPLEXITY

Score. 0,653 Level. HIGH
ENVIROMENTAL PROT.
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CASE STUDY

Aircraft: VUT 486-DX4 System: Elevator trim

ALLOCATED FUNCTION

PITCH TRIM L
27-30a

ELECTRICAL SYSTEM

TOP: 2,45.10°
CLASSIFICATION: MAJOR
RESULT: OUTSIDE RANGE
LIMITATION: Elevator Trim System

Note:  Probability of TOP event
occurrence is estimated only on the
system level. Electrical system is left out.

TOP: PITCHTRIM L
27-30a

ITEM LIST

PIT ME 2L: 1.10°° (Loss of function)

PIT ME 1L: 1.10°° (Loss of function)
ACT TR L: 2.10°° (Complete failure)

TR REL: 1,86.10¢ (Complete failure)

TR BUS:2,5.107 (Loss of function)

FUSE A10: 2,38.10°% (Spurious open)

PT TR PI: 2,73.10% (Complete failure)
PT TR COPI: 2,73.10°¢ (Complete failure)
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CASE STUDY
Aircraft: VUT 486-DX4 System: Elevator trim

ALLOCATED FUNCTION

PITCH TRIMR

27-30b

ELECTRICAL SYSTEM

TOP: 2,45.10°
CLASSIFICATION: MAJOR
RESULT: OUTSIDE RANGE
LIMITATION: Elevator Trim System

Note: Probability of TOP event
occurrence is estimated only on the
system level. Electrical system is left out.

TOP: PITCH TRIM R
27-30b

ITEM LIST

PIT ME 2R: 1.10° (Loss of function)

PIT ME 1R: 1.10° (Loss of function)
ACT TR R: 2.10°° (Complete failure)
TR REL: 1,86.10¢ (Complete failure)
TR BUS:2,5.107 (Loss of function)
FUSE A10: 2,38.10°% (Spurious open)

PT TR PI: 2,73.10% (Complete failure)
PT TR COPI: 2,73.10° (Complete failure)
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CASE STUDY

Aircraft: VUT 486-DX4 System: Elevator trim

ALLOCATED FUNCTION

PITCH TRIM IND
27-30c

&

ELECTRICAL SYSTEM

ELEVATOR TRIM

1

1

|
PTIND

|

PITCH TRIM IND
27-30c

TOP: 2,41.10°®
CLASSIFICATION: MINOR
RESULT: IN RANGE
LIMITATION: Elevator Trim System

Note: TOP event is defined as complete
loss of elevator trim indication.
Probability of TOP event occurrence is
estimated only on the system level.
Electrical system is left out

TOP: PITCH TRIM IND
27-30c

ITEM LIST

TR IND: 3.10 (Complete failure)

ACT TR L: 2.10° (Complete failure)
ACT TR R: 2.10° (Complete failure)
FUSE TR 2: 2,38.10°% (Spurious open)
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CASE STUDY

Aircraft: VUT 486-DX4 System:

Elevator trim

Connectivity
Item Preceding Succeeding influence on items Direct Succeeding Preliminary classification/
items influence on function | Function Severity
TR1 L MAIN BUS, PT TR PI, PT TR COPI, RELE TR, ATCPIT | PITCHTRIM L
(Fuse) L, ME 1L, ME 2L 27-30
BUS, PT TR PI, PT TR COPI, RELE TR, ATC PIT PITCH TRIMR
R, ME 1R, ME 2R 27-30
Failure combination COMPLEX TRIM
IAM 27-30 HAZARDOUS/ 7,5
BUS, PT TR PI, PT TR COPI, RELE TR, ATC PIT PITCH TRIM IND MINOR/ 2
L,ATCPITR, TRIND
TR BUS L MAIN, TRI | PT TR PI, PT TR COPI, RELE TR, ATCPIT L, ME | PITCH TRIM L
1L, ME 2L 27-30
BUS, PT TR PI, PT TR COPI, RELE TR, ATC PIT PITCH TRIMR
R, ME 1R, ME 2R 27-30
Failure combination COMPLE TRIM
JAM 27-30 HAZARDOUS/ 7,5
PT TR PI,PT TR COPI, RELE TR, ATC PIT L, PITCH TRIM IND MINOR/ 2
ATCPITR, TR IND 27-30
PT TR PI BUS R/ RELE TR -
PTTR BUS R/ RELE TR -
COPI
TRR BUS ACTPTL, ME 1L, ME L2 PITCH TRIM L
(Relay) 27-30
ACT PT R, ME 1R, ME R2 PITCH TRIMR
27-30
Failure combination COMPLE TRIM
JAM 27-30 HAZARDOUS/ 7,5
ACTPTL,ACTPTR, TRIND PITCH TRIM IND MINOR/ 2
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CASE STUDY
Aircraft: VUT 486-DX4 System: Elevator trim
Connectivity
Item Preceding Succeeding influence on items Direct Succeeding Preliminary classification/
items influence on function | Function Severity
ACTPTL |TRR PT 2L, ME 2L PITCH TRIM L
27-30
TR IND PITCH IND MINOR/ 2
27-30
ACTPTR TRR PT 2R, ME 2R PITCH TRIMR
27-30
TR IND PITCH IND R
ME 1L ACTPTL ME 2L PITCH TRIM L
27-30
ME 2L ME 1L *A/l PITCH TRIM L
27-30
ME 1R ACTPTR ME 2R PITCH TRIMR
27-30
ME 2R ME 1R *All PITCH TRIMR
27-30
TR IND ACT PT L, *All PITCH IND
ACTPTR MINOR/ 2
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CASE STUDY
Aircraft: VUT 486-DX4 System: Elevator trim

Fuzzy Extended criticality Evaluation Inputs Graph model parameters

EXTENDED i
ltem Zone Node High- level N BC Subgraph Centroid
topology severit Occurrence Detectability CRITICALITY centrality volume
parameter y

Roay 230 40,90 7550 1,86E-06 55 5,00081566 | 001 | 437 !
FUSE A10 230 40,90 7,50 2,38E-06 7,0 5,00081566 0,0129 2,58 11
LR BUS 230 42,15 7,50 2 50E-07 65 43114648 | 00126 | 321 10
ACTTRL 0,0038 3,39 3
Actuator 331 14,96 5,00 2,00E-05 55 2,80461382
ACTTRR 0,0038 3,39 3
Actuator 341 14,96 5,00 2,00E-05 55 2,80461382
TR ME 1L 0,0019 2,29 1
Mechanical 331 8,80 5,00 1,00E-09 6,0 2,42168675
part
TR ME 1R 0,0019 2,30 1
Mechanical 341 8,80 5,00 1,00E-09 6,0 2,42168675
part
TR ME 2L 0,0000 1,59 0
Mechanical 332 4,25 5,00 1,00E-09 6,0 2,42168675
part
TR ME 2R 0,0000 1,59 0
Mechanical 342 4,25 5,00 1,00E-09 6,0 2,42168675
part
FUSE TR 2 230 4,44 2,50 2,38E-06 7,0 2,13888889 0,0013 2,58 1
P TR COPI 230 852 250 2,73E-06 5,5 2,13888889 | 00093 | 258 8
A 230 8,52 2,50 2,73E-06 55 2,13888889 | 00053 | 258 8
TR IND 230 4,45 2,50 3,00E-08 7,0 2,13888889 | 00000 | 333 0
Diode
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The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety and Reliability Assessment of Airborne

Systems

2. Avionics system (semi-full version)

CASE STUDY
Aircraft: VUT 486-DX4 System: Avionics

GENERAL PARAMETERS

Type Electro/ mechanical

Allocated functions Analysis ID/ Name / ATA 100

Preliminary classification/ Function
Severity

AV1VERTICAL SPEED 34-10

MINOR FS 2 (Loss of function)

AV2 ALTITUDE INDICATION 34-10

HAZARDOUS FS 8 (Loss of function)

IFR/ CATASTROPHIC FS 10 (Loss of
function)

AV3 DISTANCE MEASURE 34-50

MINOR FS 2 (Loss of function)

AV4 VOR/ LOC 34-50

MINOR FS 2 (Loss of function)

AV5 GPS 34-50

MINOR FS 2 (Loss of function)

AV6 ATTITUDE INFORMATION
34-20

HAZARDOUS FS 8 (Loss of function)

IFR/ CATASTROPHIC FS 10 (Loss of
function)

AV7 MARKER BEACON 34-50

MINOR FS 2 (Loss of function)

AV8 ADF 34-50

MINOR FS 2 (Loss of function)

AV9 AIRSPEED INDICATION 34-10

MAJOR FS 5 (Loss of function)

IFR/HAZARDOUS FS 8 (Loss of function)

AVION RAX (AV6)

AV10 AUDIO MINOR FS 2 (Loss of function)
Related operational modes FLIGHT MODE
Intersystem succeeding -
connections
Intersystem preceding AVION LMB (AV3, AV4, AV5, AV6, AV7, AV10)
connections AVION LMB (AV4, AV5, AV7, AV10)
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The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety and Reliability Assessment of Airborne

Systems

CASE STUDY
Aircraft: VUT 486-DX4 System: Avionics
Number of nodes 39 Diameter 5
Number of edges 40 Multi edges node pairs 4
Average number of neighbors 1,846 Shortest paths 130 (8%)
Clustering coefficient 0,012 Zones 230, 110, 510, 610, 310
Most critical items (Global) Name Extended Global position
criticality

EHSI #2 4,375413348 | 5

EHSI #1 4,350370057 | 6

GTN #2 4,181228147 | 10

GTN #1 4,108015073 | 13
Name Local importance (SubG) | Name Global importance (BC)
GTN #1 16,21 AUDIO #1 0,0046
GTN #2 16,19 GTN #2 0,0038
AUDIO #1 15,92 GTN#1 0,0032
DME #1 10,69 EHSI #2 0,0026
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Systems

CASE STUDY
Aircraft: VUT 486-DX4 System: Avionics

®e 0060 6
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The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety and Reliability Assessment of Airborne

Systems
CASE STUDY
Aircraft: VUT 486-DX4 System: Avionics
SYSTEM PARAMETERS
Separation/ segregation Diversity/ redundancy Complexity/ design/ maturity/ Environmental control/ testing
experience
Q1 | RATHERNO/ 1,5 Q1 | YES/4 Q1 | YES/4 Q1 | RATHER YES/2,8
Q2 | YES/4 Q2 | RATHER YES/ 2,6 Q2 | YES/4 Q2 | RATHER YES/ 2,9
Q3 | RATHER YES/ 2,6 Q3 | RATHER YES/ 2,4 Q3 | RATHER YES/2,8 Q3 | YES/3,6
Q4 | YES/3,8 Q4 | NO/O Q4 | RATHER NO/ 1,3 Q4 | RATHER YES/2,9
- - Q5 | YES/3,2
- - - - - - Q6 | RATHER YES/2,9
Score. 0,901 Score. 0,633 Score. 0,903 Score. 0,743
Level VERY HIGH Level. HIGH DIVERSITY | Level. Level. HIGH ENVIROMENTAL
SEGREAGATION/ SEP. VERY HIGH COMPLEXITY PROT.
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Systems

CASE STUDY

Aircraft: VUT 486-DX4 System: Avionics system

ALLOCATED FUNCTION

AUTOMATIC DIRECTION FINDER
34-50

34-10

AIRSPEED INDICATION

LEFT
NGIN| B

ELECTRICAL SYSTEM

'AUTOMATIC DIRECTION
FINDER 34-50

AVIONICS SYSTEM

TOP: 1,94.10°
CLASSIFICATION: MINOR
RESULT: IN RANGE
LIMITATION: Electrical system
Note: Probability of TOP event
occurrence is estimated only on the
system level. Electrical system is left
out.

TOP: ADF 34-50

&
. @
@

ITEM LIST

ADF #1: 1,7.10°° (Complete failure)
FUSE A2: 2,38.10°% (Complete failure)

TOP: 6,59.10°
CLASSIFICATION: IFR/HAZ
RESULT: IN RANGE
LIMITATION: Electrical system
Note: Probability of TOP event
occurrence is estimated only on the
system level. Pitot-static system is left
out.

TOP: AIR SPEED
34-10

ITEM LIST

AS#1: 8,12.10° (Complete failure)
AS#2: 8,12.10° (Complete failure)
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The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety and Reliability Assessment of Airborne

Systems

CASE STUDY
Aircraft: VUT 486-DX4 System: Avionics system

ALLOCATED FUNCTION

VERTICAL SPEED
34-10

ALTITUDE INDICATION
34-10

TOP: 1,08.108
il — CLASSIFICATION: MINOR
RESULT: IN RANGE
LIMITATION: Electrical system
Note: Probability of TOP event
occurrence is estimated only on the
system level. Pitot-static system is

TOP: VERTICAL

I

]

I

I

I

I

I

I

I

|

I left out.
I

I

I

I

I

i

: SPEED 34-10
J

- — o

ITEM LIST

VERTICAL SPEED
34-10

AVIONICS SYSTEM)]

VS#1: 1,04.10* (Complete failure)
VS#2: 1,04.10* (Complete failure)

——————————————————————— ~

PITOT-STATIC SYSTEM,

______________________

I
|
I
ALT !
|
|

ALTITUDE INDICATION
34-10

TOP: 6,92.101°
CLASSIFICATION: IFR/CAT
RESULT: IN RANGE
LIMITATION: Electrical system
Note: Probability of TOP event
occurrence is estimated only on the
system level. Pitot-static system is left
out.

TOP: ALTITUDE
INDICAITON 34-10

(o)

ITEM LIST

ALT#1: 2,63.10° (Complete failure)
ALT#2: 2,63.10° (Complete failure)
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The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety and Reliability Assessment of Airborne

Systems

CASE STUDY

Aircraft: VUT 486-DX4 System: Avionics system

ALLOCATED FUNCTION

GPS
34-50

ELECTRICAL SYSTEM

AVIONICS SYSTEM

TOP: 2,54.10°

CLASSIFICATION: MINOR
RESULT: IN RANGE

LIMITATION: Electrical system

Note: Probability of TOP event
occurrence is estimated only on the
system level. Electrical system is left out.

TOP: GPS
34-50

ITEM LIST

GTN #1: 4,58.10°° (Complete failure)
GTN #2: 4,58.10° (Complete failure)

GPS ANT #1: 2,26.10° (Complete failure)
GPS ANT #2: 2,26.10° (Complete failure)
FUSE A3: 2,38.10°¢ (Complete failure)
FUSE A5: 2,38.10°¢ (Complete failure)
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The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety and Reliability Assessment of Airborne

Systems

CASE STUDY

Aircraft: VUT 486-DX4 System: Avionics system

ALLOCATED FUNCTION

VOR/LOC

34-10

l ELECTRICAL SYSTEM

?

TOP: 1,36.107
CLASSIFICATION: MINOR
RESULT: IN RANGE

LIMITATION: Electrical system
Note: Probability of TOP event
occurrence is estimated only on the
system level. Electrical system is left
out.

VOR/LOG
34-50

AVIONICS SYSTEM

TGP: VORILOG
34-50

ITEM LIST

GTN#1: 4,58.10° (Complete failure)
GTN#2: 4,58.10° (Complete failure)

FUSE A3: 2,38.10°% (Complete failure)
FUSE A5: 2,38.10°% (Complete failure)
EHSI #1: 3.10* (Complete failure)

EHSI #2: 3.10* (Complete failure)

FUSE A1l: 2,38.10°% (Complete failure)
FUSE A7: 2,38.10°% (Complete failure)
NAV ANT #1: 1,73.10° (Complete failure)
NAV ANT #2: 1,73.10°° (Complete failure)
FUSE A9: 2,38.10° (Complete failure)
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The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety and Reliability Assessment of Airborne

Systems

CASE STUDY

Aircraft: VUT 486-DX4 System: Avionics system

ALLOCATED FUNCTION

ATTITUDE INFORMATION

34-20

LEFT
E F ENGIN

ELECTRICAL SYSTEM

ATT|  ATT] ATT
i [ .

Y VY ¥

ATTITUDE INFORMATION
34-20

AVIONICS SYSTEM

TOP: 1,41.10%8
CLASSIFICATION: IFR/CAT
RESULT: IN RANGE

LIMITATION: Electrical system
Note: Probability of TOP event
occurrence is estimated only on the
system level. Electrical system is left
out.

TOP: ATTITUDE
INFORMATION 34-50

ITEM LIST

ATT#1: 1,36.10 (Complete failure)
ATT#2: 1,36.10 (Complete failure)
EHSI #1: 3.10* (Complete failure)

EHSI #2: 3.10* (Complete failure)
FUSE Al: 2,38.10°¢ (Complete failure)
FUSE A7: 2,38.10°¢ (Complete failure)
DG #1: 5,28.10** (Complete failure)

DG #2: 5,28.10** (Complete failure)
FUSE A9: 2,38.10°¢ (Complete failure)
FUSE A10: 2,38.10% (Complete failure)
DG SEN#1: 3,93.10°5 (Complete failure)
DG SEN#2: 3,93.10°5 (Complete failure)
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The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety and Reliability Assessment of Airborne

Systems

CASE STUDY

Aircraft: VUT 486-DX4 System: Avionics system

ALLOCATED

FUNCTION

DME
34-10

MARKER BEACON
34-50

IGH
NGIN

ELECTRICAL SYSTEM

Note. Intentionally left out from evaluation.

DME! DME
|

DISTANCE MEASURE
34-50

AVIONICS SYSTEM

DME|
|

& &

ELECTRICAL SYSTEM

MARKER BEACON
34-50

AVIONICS SYSTEM

Note. Intentionally left out from evaluation.
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Systems

CASE STUDY
Aircraft: VUT 486-DX4 System: Avionics system

Fuzzy Extended criticality Evaluation Inputs Graph model parameters
Item Node topology | High- level Occurrence Detectability EXTENDED BC Subgraph | Centroid

parameter severity CRITICALITY centrality | volume

GTN #1 0,0032 16,21 3
Integrated avionics 46,06 4,75 4,58E-05 2,0 4,10801507
unit
GTN #2 0,0038 16,19 3
Integrated avionics 46,71 4,75 4,58E-05 2,0 4,18122815
unit
TRANS 23,11 4,00 3,73E-06 75 3,06133238 0,0016 9,37 4
AUDIO #1 0,0046 15,92 1
Audio panel 19,31 2,00 1,24E-05 5,0 2,06071952
EHSI #1 0,0022 5,79 4
Electronic Flight 18,00 4,50 3,00E-04 3,5 4,35037006
Instrument System
EHSI #2 0,0026 5,75 4
Electronic Flight 18,32 4,50 3,00E-04 3,5 4,37541335
Instrument System
DME #1 13,09 2,00 4,09E-06 3,0 0,90185185 0,0018 10,69 4
FUSE A3 12,56 5,00 2,38E-06 8,0 2,42168675 0,0015 3,30 4
FUSE A5 11,26 4,50 2,38E-06 8,0 2,42168675 0,0018 3,13 4
FUSE Al 9,56 4,00 2,38E-06 8,0 2,42168675 0,0014 2,92 5
FUSE A7 9,18 4,00 2,38E-06 8,0 2,42168675 0,0014 2,75 5
FUSE A2 8,31 4,00 2,38E-06 8,0 2,42168675 0,0014 2,72 3
ALT METR 9,19 4,00 2,63E-05 7,5 3,00937974 0,0015 2,71 5
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Systems

CASE STUDY

Aircraft: VUT 486-DX4 System: Avionics system

Fuzzy Extended criticality Evaluation Inputs

Graph model parameters

ltem Node High- level | Occurrence | Detectability EXTENDED BC Subgraph Centroid
topology severity CRITICALITY centrality volume
parameter

AS #1 0,0000 2,45 0

Airspeed 5,24 4,00 8,12E-05 6,0 4,008398077

indicator

AS #2 0,0000 2,38 0

Airspeed 5,09 4,00 8,12E-05 6,0 4,008398077

indicator

NAV ANT #1 5,83 4,00 1,73E-05 3,0 2,708872491 0,0000 1,77 5

NAV ANT #2 0,0000 1,77 5

Antenna 5,83 4,00 1,73E-05 3,0 2,708872491

ALT #1 0,0000 1,75 0

Altitude 3,74 4,00 1,73E-06 6,0 2,421686747

indicator

ALT #2 0,0000 1,69 0

Altitude 3,61 4,00 2,63E-05 6,0 3,009379744

indicator

FUSE A4 4,65 2,00 2,38E-06 8,0 0,901851852 0,0016 3,29 2

FUSE A6 5,22 2,00 2,38E-06 8,0 0,901851852 0,0024 2,89 5

ADF #1 3,56 2,00 1,70E-05 35 0,901851852 0,0002 2,86 2

MR,BEAC 0,0000 2,70 6

ANT Antenna 4,11 2,00 1,73E-05 3,0 0,901851852

HEAD DIR 0,0000 2,10 0

Headset 2,24 2,00 1,25E-05 2,0 0,901851852

DME ANT 0,0000 1,90 5

Antenna 3,05 2,00 1,73E-05 30 0,901851852

DG #1 2,48 1,00 3,93E-05 6,5 0,901851852 0,0010 321 >

Direction gyro

DG #2 2,57 1,00 3,93E-05 6,5 0,901851852 0,0015 328 >

Direction gyro
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Systems

CASE STUDY
Aircraft: VUT 486-DX4 System: Avionics system

Fuzzy Extended criticality Evaluation Inputs Graph model parameters
ltem Node High- level Occurrence Detectability EXTENDED BC Subgraph Centroid

topology severity CRITICALITY centrality volume
parameter

FUSE All 2,40 1,00 2,38E-06 8,0 0,901851852 0,0014 2,76 6
FUSE A12 1,82 1,00 2,38E-06 8,0 0,901851852 0,0014 2,63 1
FUSE A13 1,74 1,00 2,38E-06 8,0 0,901851852 0,0014 2,47 1
FUSE A9 2,29 1,00 2,38E-06 8,0 0,901851852 0,0019 2,34 6
GPS ANT #1 1,54 1,00 2,26E-06 3,0 0,901851852 0,0000 2,11 4
Antenna
GPS ANT #2 1,54 1,00 2,26E-06 3,0 0,901851852 0,0000 2,11 4
Antenna
VS #1 0,94 1,00 1,04E-04 6,0 0,901851852 0,0000 1,75 0
Vertical speed
indicator
VS #2 0,90 1,00 1,04E-04 6,0 0,901851852 0,0000 1,69 0
Vertical speed
indicator
DG SEN #1 1,49 1,00 5,28E-04 2,0 0,901851852 0,0000 1,65 6
Direction gyro
sensor
DG SEN #2 1,49 1,00 5,28E-04 2,0 0,901851852 0,0000 1,65 6
Direction gyro
sensor
ATT #2 0,86 1,00 1,36E-06 3,0 0,901851852 0,0000 1,61 0
Antenna
ATT #1 0,85 1,00 1,36E-06 3,0 0,901851852 0,0000 1,59 0
Antenna

Appendix C

24

Doctoral thesis



The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety and Reliability Assessment of Airborne

Systems

3. Electrical system safety and reliability assessment (short version)

CASE STUDY

Aircraft: VUT 486-DX4 System: Electrical

GENERAL PARAMETERS

Type

Electro/ mechanical

Allocated functions

Analysis ID/ Name / ATA 100

Preliminary classification/ Function
Severity

DISTRIBUTION (24-60)

EL1 L/IGENERATOR DRIVE 24-10 MINOR FS 3
EL2 RIGENERATOR DRIVE 24-10 MINOR FS 3
EL3 DC GENERATION 24-30

(L BATTERY) MINORFS 3
EL4 DC GENERATION 24-30

(R BATTERY) MINORFS 3
EL5 DC ELECTRICAL 24-60

DISTRIBUTION (single item) MINOR FS 3
COMBINATORY DC ELECTRICAL HAZARDOUS FS 7,85

Related operational modes

FLIGHT MODE

Intersystem succeeding
connections

FUSE AL (AV4)

FUSE A2 (AV8)

FUSE A3 (AV3, AV4, AV5, AV6, AV7)
FUSE A4 (AV10)

FUSE A5 (AV3, AV10, AV7, AV5, AV6)
FUSE A9 (AV3, AV4, AV5, AV6, AV7)
FUSE L DAU (LEI1, LEI2, LEI3, LEI4,
LEI5, LEI6, LEI 7)

FUSE A6 (AV3)

FUSE A7 (AV4)

FUSE A9 (AV?2)

FUSE A10 (ET1, ET2)

FUSE A1l (AV6)

FUSE TR 2 (ET3)

FUSE R DAU (REI1, REI2,
REI3, REI4, REI5, REI6, REI 7)

Intersystem preceding
connections

LEFT ENGINE (EL1)
RIGHT ENGINE (EL?)
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Systems

CASE STUDY

Aircraft: VUT 486-DX4 System: Electrical

GENERAL PARAMETERS /CONTINUED/

Type Electro/ mechanical
Number of nodes 15 Diameter
Number of edges 17 Multi edges node pairs
Average number of neighbors 2,0 Shortest paths
Clustering coefficient 0,042 Zones 410, 510, 720, 730
Most critical items (Global) Name Criticality | Global position
LLC 5,000816 1
RLC 5,000816 1
L MAIN 4,252265 8
R MAIN 4,252265 8
Name Local importance (SubG) | Name Global importance (BC)
AVION LMB 9,67 L MAIN 0,0436
L MAIN 6,60 R MAIN 0,0365
AVION RMB 6,59 BUSTIE 0,0238
R MAIN 6,44 AVION LMB 0,0226
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Systems

CASE STUDY

Aircraft: VUT 486-DX4 System: Electrical

SYSTEM PARAMETERS

Separation/ segregation

Diversity/ redundancy

Complexity/ design/ maturity/
experience

Environmental control/ testing

Ql | RATHER NO/16 Q1 | YES/4 Q1 | YES/38 Q1 | RATHER YES/2,8

Q2 | RATHER YES/ 24 Q2 | RATHER YES/ 2,3 Q2 | YES/4 Q2 | RATHER YES/2,8

Q3 | RATHER YES/ 2,4 Q3 | NO/0 Q3 | YES/4 Q3 | RATHER YES/2,3

Q4 | RATHER YES/ 2,8 Q4 | NO/O Q4 | YES/4 Q4 | YES/33

E Q5 | RATHER YES/2,6
Q6 | RATHER YES/3,2

Score. 0,773 Level. VERY
HIGH SEGREGATION/ SEP.

Score. 0,5 Level. MEDIUM
DIVERSITY

Score. 0,495 Level. MEDIUM
COMPLEIXTY

Score. 0,715 Level. HIGH
ENVIROMENTAL PROT
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The Integrated Method Utilizing Graph Theory and Fuzzy Logic for Safety and Reliability Assessment of Airborne

Systems

CASE STUDY

Aircraft: VUT 486-DX4 System: Electrical

ALLOCATED FUNCTION

L/GENERATOR DRIVE
24-10

R/GENERATOR DRIVE
24-10

DC ELECTRICAL DISTRIBUTION
24-60

L GENERATOR DRIVE
24-10

ELECTRICAL SYSTEM

_______________________ 2

CRTL

R GENERATOR DRIVE
2410

ELECTRICAL SYSTEM

DG ELECTRICAL LOAD
DISTRIBUTION 24-60

ELECTRICAL SYSTEM
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Systems
CASE STUDY
Aircraft: VUT 486-DX4 System: Electrical
Fuzzy Extended criticality Evaluation Inputs Graph model parameters
ltem zone | Node High- level Detectability | Occurrence EXTENDED BC Subgraph Centroid
topology severity CRITICALITY centrality volume
parameter
LLC 720 36,97 3,50 1,06E-04 6.0 5,000815662 0,0160 2,57 54
Contactor
RLC 730 36,94 3,50 1,06E-04 6.0 5,000815662 0,0160 2,56 54
Contactor
Iéul;/tl),;:N 720 56,80 3,00 2. 50E-07 6.5 4,252264671 0,0436 6,60 53
R MAIN 730 51,64 3,00 2. 50E-07 6.5 4,252264671 0,0365 6,44 53
Busbar
RCU _ 730 23,07 3,50 1.12E-04 20 3,057076345 0,0000 1,64 56
Control Unit
LCU _ 720 23,06 3,50 1.12E-04 20 3,056469643 0,0000 1,82 54
Control Unit
R BAT 730 2268 3,50 2.72E-05 20 2,523247912 0,0226 9,67 24
Battery
QL\JQLE::\I LMB 720 38.41 3,00 2 50E-07 6.5 2,509062254 0,0186 6,59 21
QL\JQLE::\I RMB 730 2076 3,00 2 50E-07 6.5 2,509062254 0,0109 2,99 55
LG Generator 410 33,98 3,50 4,50E-06 1,5 2,421686747 0,0109 2,94 55
RG Generator 510 33,88 3,50 4,50E-06 15 2,421686747 0,0026 2,52 7
Ql\élbgi\l RAX 730 7.96 3.00 2 50E-07 6.5 2,421686747 0,0000 1,82 0
Ql\élbgi\l LAX 720 292 3.00 2 50E-07 6.5 2,421686747 0,0238 2,76 53
BUSTIE 720 18,50 1,50 1,06E-04 6,0 1,945567198 0,0000 1,82 54
Contactor
L BAT 720 9,73 1.50 2.72E-05 2.0 0,901851852 0,0000 1,64 56
Battery
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4. Pitot-static system (short version)

CASE STUDY
Aircraft: VUT 486-DX4 System: Pitot-static
GENERAL PARAMETERS
Type Electro/ mechanical
Allocated functions Analysis ID/ Name / ATA 100 Preliminary classification/ Function
@ Severity
DYNAMIC PRESSURE INPUT -
STST | | STST STATIC PRESSURE INPUT
Related operational modes FLIGHT MODE
Intersystem succeeding AS #1 (AV9) ALT #2 (AV2)
) connections AS #2 (AV9) VS #1 (AV1)
@ ALT #1 (AV2) VS #2 (AV1)
Intersystem preceding -
STST STDYN connections
Number of nodes 6 Diameter 2
Number of edges 8 Multi edges node pairs 4
STST Average number of neighbors 1,33 Shortest paths 12 (40%)
Clustering coefficient 0,0 Zones 220, 230
Most critical items (Global) Name Extended Global position
) A criticality
STP CROSS STAT 3,323508504 | 16
L CROSS DYN 3,323508504 | 16
STP IN#1 2,587147932 | 27
STP IN#2 2,421686747 | 33
Name Local importance Name Global importance (BC)
(SubG)
STP IN#1 4,93 STP IN#1 0,0018
STP IN#2 3,88 CROSS STAT 0,0014
CROSS STAT 2,56 STP IN#2 0,0006
DYN P IN #1 2,28 CROSS DYN 0,0004
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Systems

CASE STUDY
Aircraft: VUT 486-DX4 System: Pitot-static

SYSTEM PARAMETERS

Separation/ segregation Diversity/ redundancy | Complexity/ design/ maturity/ Environmental control/ testing
experience

Q1 | RATHER YES/ 2,3 Q1 | YES/4 Q1 | NO/O Q1 | RATHER YES/2,8

Q2 | NO/O Q2 | NO/O Q2 | YES/A Q2 | YES/3,6

Q3 | NO/O Q3 | NO/O Q3 | YES/4 Q3 | YES/3,6

Q4 | RATHER NO/0,9 Q4 | NO/O Q4 | YES/A Q4 | YES/3,6

- - - - - - Q5 | NO/O

- - - |- - - Q6 | RATHER NO/1,2

Score. 0,5 Score. 0,35 Score. 0,0967 Score. 0,686

Level. MEDIUM SEGREGATIIN/ | Level. MEDIUM Level. LOW COMPLEXITY Level. HIGH

SEP. DIVERSITY ENVIROMENTAL PROT.

CASE STUDY

Aircraft: VUT 486-DX4 System: Pitot-static

ALLOCATED FUNCTION

DYNAMIC PRESSURE

STATIC PRESSURE

DYNAMIC PRESSURE

STATIC PRESSURE
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Systems
CASE STUDY
Aircraft: VUT 486-DX4 System: Pitot-static
Fuzzy Extended criticality Evaluation Inputs c Graph model parameters
igh- ili XTENDED
Item 1\(130((1)?0 l;'e?erli level Occurrence Detectability CRITICALITY ac Subgraph Centroid
pology vy centrality volume
parameter
::-Lr P IN 17,89 4,00 1,00E-09 8,5 2,587147932 0,0018 493 14
CROSS 0,0014 2,56 14
STAT 13,24 4,25 3,78E-05 6,0 3,323508504
:;I' P IN 14,55 4,00 1,00E-09 8,5 2,421686747 0,0008 3,88 14
4 2,2 4
85888 7,72 4,50 3,78E-05 6,0 3,323508504 0:000 28
#I?IYN PIN 7,53 4,50 1,00E-09 8,5 2,421686747 0,0002 2:28 4
2 2,2 4
EZYN PIN 7,52 4,50 1,00E-09 8,5 2,421686747 0,000 28
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5. Engine indication (short version)

CASE STUDY

Aircraft: VUT 486-DX4 System: Engine indication

GENERAL PARAMETERS

Type

Electro/ mechanical

Allocated functions

Analysis ID/ Name / ATA 100

Preliminary classification/ Function
Severity

EI1 TACHO INDICAITON 77-10

MINOR FS 2,5 (Loss of function)

El2 OIL PRESSURE INDICAITON 77-10

MINOR FS 2,5 (Loss of function)

EI3 FUEL PRESSURE INDICAITON 77-10

MINOR FS 2,5 (Loss of function)

El4 TORQUE INDICAITON 77-10

MINOR FS 2,5 (Loss of function)

EI5 FUEL FLOW INDICAITON 77-10

MINOR FS 2,5 (Loss of function)

EI6 OIL TEMPERATURE INDICAITON 77-10

MINOR FS 2,5 (Loss of function)

EI7 ITT INDICAITON 77-10

MINOR FS 2,5 (Loss of function)

COMBINATORY ENGINE INDCAITON L/R

MAJOR FS 5 (Loss of function)

Related operational modes

FLIGHT MODE

Intersystem succeeding
connections

Intersystem preceding
connections

AVION LMB (LEI1, LEI2, LEI3, LEI4, LEI5, LEI6, LEI 7)
AVION RLMB (RLEI1, REI2, REI3, REI4, REI5, REI6, REI 7)
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CASE STUDY
Aircraft: VUT 486-DX4 System: Engine indication
Number of nodes 26 Diameter 3
Number of edges 28 Multi edges node pairs 1
Average number of neighbors 2,01 Shortest paths 158 (24%)
Clustering coefficient Zones 230, 410, 510, 720, 730
Most critical items (Global) Name Extended Global position
criticality

R DAU 4,151774628 11

L DAU 4,151774628 11

R DAU FUSE 2,500971083 31

L DAU FUSE 2,483595637 32
Name Local importance (SubG) | Name Global importance (BC)
R DAU 24,95 R DAU 0,0181
L DAU 24,77 L DAU 0,0181
MAIN ELC PWR CWP 5,33 R DAU FUSE 0,0067
R DAU FUSE 3,66 L DAU FUSE 0,0067
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CASE STUDY
Aircraft: VUT 486-DX4 System: Engine indication

OIL PRESS ENGTRQ ITT TEMP FUEL FLOW FUEL PRESS FUEL PRESS CIL TEMP EGINE SPEED
L-SEN L-SEN L-SEN L-SEN L-SEN L-SEN L-SEN L-SEN

T POTY

3

OIL PRESS FUEL FLOW FUEL I
R-§EN R-§EN

OCILTEMP EGINE[SPEED ENG|TRQ ITT TEMP
R-§EN L-§EN R-§EN  R-§EN
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CASE STUDY
Aircraft: VUT 486-DX4 System: Engine indication

SYSTEM PARAMETERS

Separation/ segregation

Diversity/ redundancy

Complexity/ design/ maturity/

Environmental control/ testing

experience
Q1 | RATHERNO/ 14 Q1 | RATHER YES/2,9 Q1 | NO/O Q1 | RATHER YES/ 2,8
Q2 | NO/O Q2 | NO/O Q2 | YES/3,5 Q2 | RATHER YES/2,8
Q3 | NO/O Q3 | NO/O Q3 | YES/3,5 Q3 | RATHER YES/2,8
Q4 | YES/3,8 Q4 | NO/O Q4 | NO/O Q4 | RATHER YES/2,8
- - Q5 | RATHER YES/2,6
- - - - - - Q6 | RATHER YES/2,6
Score. 0,805 Score. 0.0983 Score. 0,5 Score. 0,659
Level. VERY HIGH Level. LOW DIVERSITY Level. MEDIUM Level. HIGH ENVIROMENTAL
SEGREAGATION/ SEP. COMPLEXITY PROT.
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CASE STUDY
Aircraft: VUT 486-DX4 System: Engine indication

ALLOCATED FUNCTION

LEFT ENGINE COMPLETE INDICATION

RIGHT ENGINE COMPLETE INDICATION

l ELECTRICAL SYSTEM

&)

L DAY
FUSE
Q

L-§EN L-SEN L-3EN L-5EN L-SEM 1

ILPRESS ENG|TRQ ITTEMP FUELFLOW FUEL FRESS FUEL PRESS CIL TEMP EGINE|SPEED

ENGINE INDICAITON SYSTEM!

L-SEN 2 L-SEN L-3EN

LEFT ENGINE
INDICAITON

I
I
1
1
I
I
1
I
I
1
I
I
1
|
1
1
1
I
I
1
I
I
1
1
1
1
I
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
I
1
]

ELECTRICAL SYSTEM

ENGINE INDICAITON SYSTEM

OIL PRESS FUELFLOW FUEL PRESS FUEL PRESS OIL TEMP EGINE[SPEED ENG|TRQ ITT TEMP
R-S§EN R-§EN R-SEN 1 R-SEN 2 R-S§EN R-§EN R-§EN R-4EN

RIGHT ENGINE
INDICAITON
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CASE STUDY

Aircraft: VUT 486-DX4 System: Engine indication

ALLOCATED FUNCTION

TACHO INDICAITON
77-10

OIL PRESSURE
INDICAITON 77-10

FUEL PRESSURE
INDICAITON 77-10

TORQUE INDICAITON 77-
10

FUEL FLOW INDICAITON

77-10

ELECTRICAL SYSTEM

TACHO
INDICAITON 77-10

ENGINE INDICAITON SYSTEM

ELECTRICAL SYSTEM

&
®
®
&
&

OIL PRESSURE
INDICAITON 77-10

ENGINE INDICAITON SYSTEM

ELECTRICAL SYSTEM

ELECTRICAL SYSTEM

TORQUE INDICAITON
77-10

ENGINE INDICAITON SYSTEM

ELECTRICAL SYSTEM

FUEL FLOW
INDICAITON 77-10

ENGINE INDICAITON SYSTEM
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CASE STUDY
Aircraft: VUT 486-DX4 System: Engine indication

ALLOCATED FUNCTION

OIL TEMPERATURE ITT INDICAITON 77-10
INDICAITON 77-10

ELECTRICAL SYSTEM l ELECTRICAL SYSTEM

OIL TEMPERATURE
INDICAITON 7710

ITT INDICAITON 77-10

ENGINE INDICAITON SYSTEM

ENGINE INDICAITON SYSTEM
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CASE STUDY

Aircraft: VUT 486-DX4 System: Avionics system

Fuzzy Extended criticality Evaluation Inputs

Graph model parameters

Item Node topology | High- level Occurrence Detectability EXTENDED BC Subgraph | Centroid
parameter severity CRITICALITY centrality | volume

GTN #1 0,0032 16,21 3

Integrated 46,06 4,75 4,58E-05 2,0 4,10801507

avionics unit

GTN #2 0,0038 16,19 3

Integrated 46,71 4,75 4,58E-05 2,0 4,18122815

avionics unit

TRANS 23,11 4,00 3,73E-06 75 3,06133238 0,0016 9,37 4

AUDIO #1 0,0046 15,92 1

A Sanel 19,31 2,00 1,24E-05 5,0 2,06071952

EHSI #1 18,00 4,50 3,00E-04 3,5 4,35037006 0,0022 5,79 4

EHSI #2 18,32 4,50 3,00E-04 35 4,37541335 0,0026 5,75 4

DME #1 13,09 2,00 4,09E-06 3,0 0,90185185 0,0018 10,69 4

FUSE A3 12,56 5,00 2,38E-06 8,0 2,42168675 0,0015 3,30 4

FUSE A5 11,26 4,50 2,38E-06 8,0 2,42168675 0,0018 3,13 4

FUSE Al 9,56 4,00 2,38E-06 8,0 2,42168675 0,0014 2,92 S

FUSE A7 9,18 4,00 2,38E-06 8,0 2,42168675 0,0014 2,75 S

FUSE A2 8,31 4,00 2,38E-06 8,0 2,42168675 0,0014 2,72 3

ALT METR 9,19 4,00 2,63E-05 7,5 3,00937974 0,0015 2,71 S
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CASE STUDY
Aircraft: VUT 486-DX4 System: Engine indication

Fuzzy Extended criticality Evaluation Inputs E Graph model parameters

- — XTENDED -

Item Node topology | High- level Occurrence Detectability BC Subgraph | Centroid

parameter severity CRITICALITY centrality | volume
R DAU 68,60 3,75 3,74E-06 2,0 4,151774628 0,0181 24,95 8
Data acquisition unit
L DAU 68,25 3,75 3,74E-06 2,0 4,151774628 0,0181 24,77 8
Data acquisition unit
R DAU FUSE 16,53 3,75 2,38E-06 8,0 2,500971083 0,0067 3,66 9
L DAU FUSE 16,22 3,75 2,38E-06 8,0 2,483595637 0,0067 3,51 9
MAIN ELC PWR 7,12 2,50 3,00E-08 8,0 2,138888889 0,0000 5,33 0
CWP Diode
OIL TEMP L-SEN 5,10 2,25 1,24E-06 8,0 1,757189542 0,0000 2,52 9
Sensor
EGINE SPEED L-SEN 4,53 2,00 2,98E-04 3,0 0,901851852 0,0000 2,52 9
Sensor
OIL PRESS L-CWP 2,70 2,00 3,00E-08 8,0 0,901851852 0,0000 2,52 0
Diode
L ENGINE CWP 4,72 3,50 3,00E-08 8,0 2,421686747 0,0000 2,52 0
Diode
L-ENG DISP 4,04 3,00 6,32E-06 6,0 2,421686747 0,0000 2,52 0
Diode
ITT TEMP L-SEN 4,53 2,00 1,24E-06 8,0 0,901851852 0,0000 2,52 9
Sensor
FUEL FLOW L-SEN 4,53 2,00 1,73E-04 3,0 0,901851852 0,0000 2,52 9
Sensor
OIL PRESS L-SEN 4,53 2,00 1,99E-04 3,0 0,901851852 0,0000 2,52 9
Sensor
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CASE STUDY
Aircraft: VUT 486-DX4 System: Engine indication

Fuzzy Extended criticality Evaluation Inputs E Graph model parameters

- — XTENDED -

Item Node topology | High- level Occurrence Detectability BC Subgraph Centroid

parameter severity CRITICALITY centrality volume
ENG TRQ L-SEN 4,53 2,00 1,00E-06 8,0 0,901851852 0,0000 2,52 9
Sensor
FUEL PRESS L- 2,27 1,00 1,99E-04 2,0 0,901851852 0,0000 2,52 9
SEN 2 Sensor
FUEL PRESS L- 2,27 1,00 1,99E-04 2,0 0,901851852 0,0000 2,52 9
SEN 1 Sensor
EGINE SPEED L- 4,53 2,00 2,98E-04 3,0 0,901851852 0,0000 2,52 9
SEN Sensor
FUEL FLOW R- 4,53 2,00 1,73E-04 3,0 0,901851852 0,0000 2,52 9
SEN Sensor
OIL PRESS R-SEN 4,53 2,00 1,99E-04 3,0 0,901851852 0,0000 2,52 9
Sensor
FUEL PRESS R- 2,27 1,00 1,99E-04 2,0 0,901851852 0,0000 2,52 9
SEN 1 Sensor
L-ENG DISP 4,72 3,50 6,32E-06 6,0 2,421686747 0,0000 2,52 0
Diode
R ENGINE CWP 4,72 3,50 3,00E-08 8,0 2,421686747 0,0000 2,52 0
Diode
OIL TEMP R-SEN 5,10 2,25 1,24E-06 8,0 1,757189542 0,0000 2,52 9
Diode
OIL PRESS R- 2,70 2,00 3,00E-08 8,0 0,901851852 0,0000 2,52 0
CWP Diode
FUEL PRESS R- 2,27 1,00 1,99E-04 2,0 0,901851852 0,0000 2,52 9
SEN 2 Sensor
ITT TEMP R-SEN 4,53 2,00 1,24E-06 8,0 0,901851852 0,0000 2,52 9
Sensor
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Appendix D
Robusthess Questionnaire (erived from Ic 61508)

Question level of relevance
R Relevant

N/R | Non- relevant

P/R Partially relevant

Potential questionnaire answers

YES It does fulfil definition.
P/YES | Partially fulfill definition.
P/NO | Partially not fulfill definition.
NO It does fulfil definition.
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and Reliability Assessment of Airborne Systems

SEPARATION,/ SEGREGATION CLASS

QUESTIONS

Relevance Electrical Electronics Mechanical | Pneumatic | Hydraulic
(full or (full or (full or
partially) partially) partially)

Separation

Q1: Are connection (cables,

wires, pipes) for the channels R R R R R

routed separately at all

positions?

Question aims to evaluation of system connection especially in the case of symmetrical system

(flaps, engine control, etc.).

YES
RATHER YES
RATHER NO
NO

Answer YES: It means, that all
channels are routed separetlly.

Answer RATHER YES: Majorty
of channel connections is
routed separetlly.

Answer RATHER NO: Majory of
channel connection is routed
togehter.

Answer NO: Channels are roted
together. Channels are exposed
to the same ambient influeces.

Note. Figure shows visual
example.

Separation

Q2: Are the logic sub-system
channels on separate
printed-circuits boards?

R

R

N/R

N/R

N/R

Logic channels separation to the separate circuit board ensures redundant system control even in
the case of shortcut or ambient influence. It is essential in the case of complex control system with

high severity.
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SEPARATION,/ SEGREGATION CLASS

QUESTIONS

Relevance Electrical Electronics Mechanical | Pneumatic | Hydraulic
(full or (full or (full or
partially) partially) partially)

Segregation

Q3: Are the subsystem

channels in separate cabinets R R N/R R R

(physically separated)?

ISAT-200 Transceiver
and Mounting Tray

[47] Line Replaceable Unit

Analyst express level of physical separation of system
items. Separate cabinets isolate items (fully or partially)
from ambient effects, like humidity or temperate
variation. Electronics logic are electrical systems are the
most venerable to these effects. On the other side of
spectrum, mechanical system could by easily protected
against these effect (protecting surface

layers, maintenance).

Segregation

Q4: Is system protected
against ambient influences
caused by collateral system
(electrical, mechanical,
temperature, humidity
condensation)?

Figure. Example of L410 zonal division [44]

Analyst should express level of collateral system effect
on particular item and system. Also, It should
considerate installation aspects of individual item/
system and protection against influences between
| several systems.

Logically, it not substitution of Zonal Safety Analysis
(see, ARP 4761). Answer expanses system parameters
overview.

Maximal score: 16
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DIVERSITY/ REDUNDANCY CLASS

QUESTIONS

Relevance Electrical Electronics Mechanical | Pneumatic | Hydraulic
(full or (full or (full or
partially) partially) partially)

Redundancy

Q1: Are the main parts of

system designed as R R R R R

redundant?

Function redundancy significantly elevates system reliability and safety in the case of failure.

Redundancy

Q2: Do the channels employ
different electronic
technologies (for example,
one electronic, the other
programmable electronic)?

Different technology application ensures high level of redundancy based on redundancy by more
reliability item (despite potential lowered functionality).

Diversity

Q3: Do the devices employ
different physical principles?
(for the sensing elements for
example, pressure and
temperature, vane
anemometer, etc.)

A330 Landing gear [48]

Employment of different physical principle protect system against
common cause failures. For instance, landing gear system is usually

‘ \ driven by hydraulic system (EASA CS-23 and higher), in the case of
system failure, system is equipped by mechanical backup.

Electrical system is could be influenced by shortcuts, over voltage or

electromagnetic radiation.

Higher level of diversity should be applied in the case of safety
critical system.
Analyst express level of system diversity (from the employment of

different physical principles.
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DIVERSITY/ REDUNDANCY CLASS

QUESTIONS

Relevance Electrical Electronics Mechanical | Pneumatic | Hydraulic
(full or (full or (full or
partially) partially) partially)

Diversity

Q4: Is maintenance on each

channel carried out by R R R R R

different people at
different times?

Maintenance carried out by different personal at different time could avoid eventual mistakes.

Maximal score: 16
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CoMPLEXITY/ DESIGN/ MATURITY/ EXPERIENCE CLASS

QUESTIONS

Relevance

Electrical
(full or
partially)

Electronics
(full or
partially)

Mechanical
(full or
partially)

Pneumatic

Hydraulic

Complexity

Q1: Does cross-connection
between channels preclude
the exchange of any
information other than that
used for diagnostic testing
or voting purposes?

N/R R R

Information cross- connection could potentially lead to cascading failure based on false information
spread. Typical example is cross-connection between integrated avionics units.

Maturity

Q2: Is the system design
based on techniques used in
equipment that has been R R R R R
used successfully in the field
for > 5 years?

Long term successful application benefits particular system design. Typical examples of system
maturity are new generations of Aircraft Industries L-410 NG and Aero L-29. Various system (and
items) stood up test of time and they are used on new generations.

Experience

Q3: Is there more than 5
years- experience with the
same hardware used in
similar environments?

Experience with given items of system prefers it for further application. Moreover, it the case of
application in the similar environment.

Complexity

Q4: Is the system simple, for
example no more than 10
inputs or outputs per
channel?

R R P/R P/R P/R

Highly complex systems are more venerable to the cascading failures. Complexity elevates level of
systems mutual interconnection.

Maximal score: 16
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ENVIRONMENTAL CONTROL AND TESTING CLASS

QUESTIONS

Relevance Electrical | Electronics Mechanica | Pneumatic | Hydraulic
(full or (full or [ (full or
partially) | partially) partially)

Environmental control

Q1: Have designers been

trained to understand the R R R R R

causes and consequences of

common cause failures?

System engineers familiarized with concept of common cause failure design system in respect with
potential common failure and create required mitigation means.

Environmental control

Q2: Is the system likely to
operate always within the
range of temperature,
humidity and corrosion,
without the use of external
environmental control?

System designed in regard with RTCA DO-160 testing requirements are inherently better protected
against ambient influence of temperature variation and shocks, humidity and altitude (even
without external environmental control.

Environmental control

Q3: Is the system likely to
operate always within the
range of, operational shock,
crash safety and vibration?

System designed in regard with RTCA DO-160 testing requirements are inherently better protected
against ambient influence of operational shocks and vibrations.

Environmental control

Q4: Are items of system
design to operate in range of R R R R R
operation conditions?

System design in respect with range of operational conditions are adjusted and tested for this
particular application.
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ENVIRONMENTAL CONTROL AND TESTING CLASS

QUESTIONS

Relevance Electrical | Electronics Mechani | Pneumatic | Hydraulic
(full or (full or cal (full or
partially) | partially) partially)

Environmental testing

Q5: Are critical items

authorized for aviation R R R R R

application by ETSO/ TSO or
other authority approval?

ETSO, TSO approval ensure that item (in this case critical to the system) is design for application in
aviation. It has at least minimal level of performance (resistance to ambient influences- temperature,
humidity, operation shocks).

Environmental testing

Q6: Has the system been tested
for immunity to all relevant

environmental

example

EMC,

influences (for

temperature,

vibration, shock, humidity) to an
appropriate level as specified in
recognized standards?

Immunity testing could proof system protection or reveal potential weak parts of system.

Maximal score: 28
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Note.

INDICATION (CWP)

ELECTRICAL

DATA
MECHANICAL

STDYN - Dynmic pressure
STST - Static pressure

Marker beacon

Aural information
Voice communication

Other connection are clearly

labeled

Appendix E

Case Study Evaluation
Local 1mportance

Node size corresponds with item Subgraph centrality



