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Abstract: This paper deals with the analysis of current research papers dealing with cybersecurity in
industrial control systems. The analysis is focused on terminology and deals with possible directions
to follow in future research. The article also describes current literature on this issue and recom-
mends some sources to obtain information. The summary provides possible directions to follow in
cybersecurity research in ICS.
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1 INTRODUCTION

Industrial Control Systems (ICS) is not new, but because of the increasing integration of ICS into
the classic Internet network, new cybersecurity requirements have arisen for these networks. For a
long time, it was thought that communication in ICS was absolutely secure, mainly because of the
use of proprietary protocols. However, this has changed because of the intersection of ICS with the
classic Internet and mainly the interconnection of ICS with cloud services. The main advantages
are reduced costs and increase network throughput, but the problem is that it is possible to use clas-
sic Internet attacks on these networks, which previously could not be used. This is a big problem
that should be kept in mind because ICS covers very important areas such as heavy industries, water
treatment, nuclear plants, energy industry, thermal plants, etc. Cyber-attacks on these networks have
major repercussions ranging from corporate financial losses, losing sensitive company data, produc-
tion losses to environmental impacts, and even injuries of person. The analysis shows how the interest
in cybersecurity solutions within industrial networks has increased over the years (see Figure 1) and
it can be seen that this is a major consequence of integration into the classical Internet and cloud
services. This article analyzes current work based on various terms related to cybersecurity in ICS.
By analyzing individual works, it is possible to find out where there are gaps in the cybersecurity of
ICS and what are the challenges in this area.
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Figure 1: Increased interest in ICS cybersecurity based on articles from the Web of Science database.
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2 CYBERSECURITY IN INDUSTRIAL CONTROL SYSTEM

There are several types of ICS, and the most commonly used are, for example, these: Supervisory
Control And Data Acquisition (SCADA), Distributed Control Systems (DCS), Industrial Automation
And Control Systems (IACS) and Process Control Systems [1]. ICSs also consist of various compo-
nents such as sensors, Programmable Logic Controller (PLC), actuators, Human-Machine Interface
(HMI), communication gateway, field devices, etc. Some of these parts can be attacked by a cyber-
attack [1]. However, the biggest danger started with the use of cloud services and remote access.
Currently, remote access applications seem to be the best way for attackers. Kaspersky Lab ICS
CERT created a statistical survey for attacks on ICS [2], where one of the main cybersecurity prob-
lems is the use of remote access to take control of the devices. The most widely used protocols for
wired communication in ICS are Modbus, Profibus, Distributed Network Protocol 3 (DNP3), Inter-
national Electrotechnical Commission (IEC), Open Platform Communications (OPC) [3] and classic
industrial protocols Common Industrial Protocol (CIP) or AS-Interface [5]. ICS also uses wireless
protocols such as Wi-fi, Z-Wave, Zigbee [4].

In this article, 1 977 scientific papers dealing with cybersecurity in ICS from Web Of Science were
analyzed. A specific search term was used to find optimal results (see List. 1).

Listing 1: Search term for web of science.

( "SCADA" OR " i n d u s t r i a l c o n t r o l sys tem " OR PLC OR " d i s t r i b u t e d c o n t r o l
sys tem " OR " P r o c e s s c o n t r o l sys tem " OR "Human machine i n t e r f a c e " OR "
Remote t e r m i n a l u n i t " OR " programmable l o g i c c o n t r o l l e r " OR "
o p e r a t i o n a l t e c h n o l o g y " ) AND ( S e c u r i t y OR A t t a c k s )

This search term includes the most commonly used words within Industrial control systems. Using
this expression, have been found articles on this topic from 1990 to the present day. Then the key-
words and terms were analyzed for these articles. The frequency of each term can be seen in the Figure
2. For analysis the expressions like cybersecurity, cyber, attacks, systems, networks, vulnerability etc.
were removed to make the analysis more valid. The analysis has shown that the most commonly used
term in these articles was the term SCADA (supervisory control and data acquisition), which makes
it the most popular industrial control system. It can be seen that most of the articles in this analysis
dealt with this ICS. Smart grids also had a high frequency, and this is because most publications are
devoted to the energy industry. This creates a great deal of research in other industries (water treat-
ment plants, heavy industry, belt production, etc.). An important element is the industrial Internet of
Things, which creates security gaps in ICS. When machine learning and Intrusion Detection System
(IDS) are combined, the most effective weapon against cyberattacks in ICS is created.

0 100 200 300 400 500 600
Keywords frequency [-]

SCADA (supervisory control and data acquisition)
ICS (Industrial Control System)

IDS (Intrusion Detection System)
PLC (Programmable Logic Controller)

Smart Grid
Anomaly detection

Critical infrastructure
State estimation and Risk assessment

IoT (Internet of Things)
Machine learning

Cloud
HMI (Human-Machine Interface)

Firewall
Honeypot

OT (Operational Technology)
SDN (Software Defined Network)

611
308

155
143

124
119

107
83
81

56
26
25
23
20
18
16

Figure 2: Frequency of terms from 1 977 articles from Web of Science.

Currently, it is possible to divide the studies on cybersecurity in ICS into three categories. The first
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category may be, already older studies that are dedicated to the security of the local network ICS.
Which used to be all industrial networks. ICS had no Internet connection and communicated only
through its proprietary protocols. Everything took place in one area and can only be controlled from
that particular area. Of course, the disadvantage of this is that only one area can be controlled from
a particular location and there is no remote access. This brings a lot of problems to both customers
and providers. The second category is the security solution for cloud services where ICS is connected
to the Internet and allows remote access and simplifies the hardware layer of the ICS infrastructure.
This is basically a newer solution that has created many new cybersecurity challenges. Studies on
this issue [6, 7, 8, 9] have started around 2011, when more publishing activity started within ICS
cybersecurity. The third category may be the studies devoted to the IDS and especially the use of
machine learning in IDS. Machine learning is currently a major challenge in ICS cybersecurity. At
present, the most challenges arise in this respect, especially in robust anomaly detection systems.
There are several work on this [10, 11, 12], but there is still a need for better datasets for training and
testing algorithms.

By focusing on ICS attacks, it can be said that there are 9 prevalent attacks according to the Zolnavari
M. et al. publication [13]. In the context of cyberattacks must be taken on mind confidentiality, in-
tegrity, and availability, authentication, authorization, and accountability must also be ensured. Within
Integrity, these are attacks Buffer overflow, Code Injection, Improper input validation. For Availabil-
ity there is a DDoS attack. Within Confidentiality there is Reconnaissance. For Authentication there
are attacks Unauthenticated access and Man-in-the-middle and for Authorization there are Directory
traversal, Backdoor. All these attacks are also common in the classic Internet networks. This study
looks at how valid a machine learning solution is for all these attacks.

In Fig 3 it can be seen that the most common attack in the analyzed articles is injection. It is an
attack on integrity, which was mentioned as one of the most common attacks in the Zolnavari M. el
al. study [13]. Next is the Malware attack, which was also mentioned in this study. These are mainly
classical attacks on the communication network. The number of attacks is increasing and becoming
more sophisticated, so it is important to ensure proper detection and testing of industrial networks.
Some of the most well-known attacks on the ICS are, for example, a cyber-attack on the European
Energy Company or an attack on a dam in New York, and last but not least, an attack on the Ukrainian
energy network. Fig 4 shows the popularity of individual protocols and standards.
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Figure 3: The frequency of key-words tied to
attacks on ICS.
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Figure 4: The frequency of key-words tied to
protocols and standards.

According to the analysis, the most important protocol is the Modbus protocol which was expected.
Second place is not also surprising DNP3 is one of the most used protocols. Thus, there is scope
for future works to analyze safety within other ICS protocols. In the context of ICS cybersecurity,
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it is also important to mention current recommendations and sources from which information can be
taken. The Guide to Industrial Control Systems (ICS) Security, published by National Institute of
Standards and Technology (NIST) [14], are a good source of general security information in ICS.
This document serves as a recommendation of what to secure in ICS. Other very important sources
are standards [16, 17], one of which is best suited for information on cybersecurity is the Institute
of Electrical and Electronics Engineers (IEEE) Standard Cybersecurity Requirements for Substation
Automation, Protection, and Control Systems [15].

3 CONCLUSION

This article was devoted to content analysis in the context of ICS security. The most important terms
in the ICS cybersecurity were summarized in article. The article summarizes key-word analysis
from 1 977 articles from the Web of Science database. First, the survey focused on the frequency
of generic terms within cybersecurity and Industrial Control Systems. This survey revealed that the
individual studies were most devoted to the SCADA industrial control system. Most cybersecurity
measures are dealt with on this ICS and, given the great worldwide use, it is a good idea to pursue
this issue further. Furthermore, it can be seen that the most effective ICS cybersecurity solution is
to use IDS with machine learning. An analysis of several articles dealing with this issue found that
there are still missing appropriate datasets for learning. Subsequently, the studies were classified into
three categories within the period prior to the integration of ICS into the Internet network, as well
as into the security solutions within cloud services and also into the security solutions using machine
learning. There are described some studies that deal with these topics. The articles were also analyzed
for attacks in ICS where it turned out that the most often attacks is Injection and DoS. Subsequently,
the occurrence of individual protocols in key-word was analyzed. The most frequent were Modbus
and DNP3 as expected. The article also shows some sources from which it is good to take information
for research.

This analysis suggests that the future challenges within ICS are to improve the security of Cloud
Access, which is increasingly expanding. Further improve safety analysis by machine learning, espe-
cially with better learning datasets. One of the main goals of the analysis should be to create a high
quality and flexible SCADA security testing environment where individual attacks are simulated and
neural networks are trained. Last but not least, the safety solutions in connection with communication
between PLC and actuators or sensors should be examined.
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