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Abstract: Android applications are susceptible to security vulnerabilities just like any other appli-
cation. To minimize the risk and detect any potential vulnerabilities, penetration tests are conducted.
However, many clients are not willing or are not capable to provide unobfuscated version of the
application with security defenses disabled. It is up to the testers to bypass all these restrictions and
properly test the application. Bypassing all the restrictions takes considerable ammount of time, thus
making the test more expensive. This paper describes methodology for dealing with obfuscation as
quickly as possible without creating unnecessary code or introducing additional tools.
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1 INTRODUCTION

Android uses Java as its main programming language for applications. Java is not directly compiled
into assembly code, instead, it compiles into byte-code. This means that Java application is relatively
easy to decompile compared to standard assembly code like C/C++ [1]. Java byte-code contains
information about fields, method return values and parameters. Variable names and method/class
names (identifiers) are also preserved.

Obfuscation is a process of transforming input code I to target code T and can be written as T = f (I)
[1]. From the user’s perspective, both I and T must be identical (obfuscated application must work
the same as non-obfuscated). The only difference is that the obfuscated application looks different
(garbled) when decompiled by reverse engineer. Some obfuscators also add additional junk code,
which does not have any functionality and its only purpose is to confuse the reverse engineer.

1.1 OBFUSCATORS

ProGuard used to be the default class file shrinker, optimizer, obfuscator and preverifier [2] shipped
with Android SDK (software development kit – a set of tools to create Android applications) and
Android Studio. ProGuard as obfuscator provides only identifier renaming, advanced protections like
string encryption or RASP (Runtime Application Self-Protection) are not included. On the other
hand, ProGuard is open-source and free to use.

Allatori is a paid Java obfuscator. In comparison with ProGuard, Allatori provides additional security
features like flow obfuscation or string encryption [3]. These features add additional complexity to
the decompiled application, which makes it harder to analyse.

1.2 IMPACT OF OBFUSCATION ON SECURITY TESTING

Example: Mobile banking application, which allows clients to realize money transfers. These transfers
require client-server communication, which can easily be tampered with by the attacker using standard

196



application proxy like Burp Suite (and bypassing SSL pinning). To prevent modification of data
sent by the attacker, digital signatures together with encryption are used with input data (usually)
created in custom way. Mobile banking applications are sensitive because they handle sensitive data
(money). Usually, this means that banks want to have their applications tested for security vulnerabi-
lities before release. Some banks will provide both obfuscated and unobfuscated (debug) versions to
security testers (as they should), however, this is not always the case. Some banks refuse to provide
unobfuscated versions for penetration tests and it is up to penetration testers to still test the appli-
cation properly. The only way to properly verify that the signing/encryption algorithm used for
money transactions is not susceptible to tampering is by understanding how it works (security by
obscurity does not work). This is a major problem if the application is obfuscated and understanding
to decompiled code is more complicated (especially with encryption algorithms, which usually use
a lot of mathematical operations). Penetration tests of mobile applications (or any application) are
expensive and clients do not want to spend a lot of money. As such, these tests usually take 5-15
man-days (1 man-day is 8 hours). This is not a lot of time, especially when it is needed to test
communication of the application with backend server as well as the security of the application itself.
In this case, obfuscation prevents testers to properly and in-depth test the entire application.

2 DYNAMIC ANALYSIS

Dynamic analysis does not rely on the reading of the source code. Instead, the application is running
and its behaviour is observed [4]. Compared to static analysis, dynamic analysis allows easier di-
scovery of certain vulnerabilities, for example, data storage vulnerabilities (it is easy to look inside
shared preferences or on the file system what information is being stored by the application and if
this information is protected). Some vulnerabilities can only be found during dynamic analysis like
vulnerable communication with the server.

As obfuscation targets the source code, dynamic analysis is not hindered by obfuscation. This work
mostly revolves around dynamic analysis rather than static.

Frida is a free open-source dynamic instrumentation toolkit written in C and works by injecting
JavaScript engine (Duktape and V8) into the instrumented process [4], which allows the execution of
JavaScript code inside application. Injected code is written directly into process memory.

When Frida is attached to a running application, it uses ptrace to hijack a thread of the process and
uses it to allocate memory and populate it with mini-bootstrapper [4]. Bootstrapper starts a new thread
and connects to frida-server running on the device. The shared library is loaded that contains the Frida
agent (frida-agent.so). The agent creates a bi-directional communication channel (platform-specific)
back to our tool (either Frida REPL or custom script). Hijacked thread resumes normally.

3 PROPOSED METHODOLOGY

The idea behind this methodology is to save as much time as possible (which also means lower cost of
the test itself) and also to allow seamless integration with existing tools so the penetration tester does
not have to work with many different tools. The main goal is that the application already contains
all the code and methods that are required for the test. These methods include encryption/decryption
methods for strings or signing algorithm for requests. Dynamic analysis (and Frida) allows the usage
of these methods on-demand in the context of the application.

3.1 BRIDA

Brida is an extension (plugin) to Burp Suite proxy. It provides the user with a graphical interface
for Frida as well as JavaScript editor for injected code. The main benefit is that the user does not
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have to create a separate tool to run Frida scripts. Brida allows integration with Burp Suite interface
and calling Frida functions from context menu in intercept or repeater tabs. For example, assume
that the application is communicating with the web server and is sending encrypted data. With static
analysis, code responsible for encryption can be found and reimplemented in some custom tool.
In this case, requests and responses inside the Burp Suite would have to be copied back and forth
between the custom tool and Burp Suite. However, there is no need to reimplement the encryption
algorithm, which may be difficult or complex. The application itself contains the code for encryption,
Frida allows the usage of this method directly without reimplementing anything. With Brida, the
encryption method can be exported and made available to use in Burp Suite. All that is required is to
select the encrypted request and execute the hooked decryption function from the context menu (right-
click). Brida will output the decrypted request and can also directly replace the encrypted request with
decrypted (which is helpful the other way around – plain-text request is provided/tampered with and
Brida outputs encrypted version).

The proposed methodology architecture can be seen in Figure 1. Burp Suite has two main purposes.
To intercept HTTP(S) traffic for potential tampering and also acts as a graphical interface for Frida
(note that Brida requires external Pyro4 server for communication between Brida and Frida).

Application

Frida Server

Burp Suite Proxy

Brida

Pyro4 Server

Frida Scripts

Standard HTTP(S) Traffic

Figure 1: Proposed Methodology Architecture.

4 EXPERIMENTAL RESULTS

Experimental Android application was created to test the proposed methodology. The application is
inspired by banking application. The user can log into the application and make a transaction. All
requests are cryptographically signed by HMAC-SHA256 algorithm using custom method. Server
validates the signature, request with modified parameters are rejected by the server.

Allatori is used as the obfuscator. During static analysis, it can be observed that the obfuscation is
better than ProGuard. Numerous methods are split into multiple parts and different classes. Strings
are also encrypted and unreadable. However, all hardcoded strings are replaced with method call
(decryption method), which takes the encrypted string as the only parameter and returns String object.
The decryption method is always the same, with only two hardcoded values were different.

The ultimate goal is to be able to modify requests to the server. For this to happen, valid signature
needs to be generated for the modified request. The first step is to find the method that is generating
the signature. Due to obfuscation, this may be hard as the methods are split into multiple parts and
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variables have meaningless names. A good way to begin is to decrypt all encrypted hardcoded strings.
Using Brida, decryption methods are hooked and executed with the encrypted string as parameter.
Output of these hooked functions is the decrypted string. Using the decrypted strings, a function
that was appending values into HashMap object with keys "nonce", "timestamp" and "signature" was
found. The input parameter is a HashMap object with POST parameters set as "key=value".

After the signing function was discovered, it can be hooked and utilized for request modification. The
function expects HashMap as input and generates nonce, timestamp and signature for the provided
values. So the first step is to create HashMap with all the parameters necessary, for example for
payment operation, except nonce, timestamp and signature as those will be appended. The output of
the signing function is also a HashMap (the same HashMap that was the input for the function, just
appended with additional values). This HashMap is than processed by OkHttp library and parsed into
POST request body. The custom function created this way has three steps: take the current request
parameters, parse it and create HashMap for the signing function; call the signing function with the
custom HashMap; parse the output into POST request and replace the selected request parameters
with the signed parameters. The knowledge of the custom signing algorithm is not necessary. By
hooking the signature generating function, valid signature can be produced for any request and any
parameter can now be tampered with, allowing full testing of the application.

5 CONCLUSION

Obfuscation makes the lives of penetration testers difficult. The decompiled applications look garbled
and incomprehensible. But dynamic analysis is still available and very powerful as the obfuscation
targets static analysis only. Our proposed methodology for dealing with obfuscation is to use Burp
Suite plugin Brida to provide easy access to Frida functionality. Any method inside the application
can be hooked and modified according to our needs. For example, method to sign requests can be
hooked and we gain the ability to generate a valid signature for any request, even modified ones.
This workflow and methodology described (which can serve as a general guide) can save many days
during a penetration test and thus reduce the cost. Also, reduced cost means that even developers with
limited budgets will be able to have their applications tested.
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