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Abstract: This paper discusses the concept of Distributed Control for Industry 4.0, which is used to
testbed industry 4.0 developed by the Industrial Automation Group (SKUPRA) at the Department of
Control and Instrumentation of the Faculty of Electrical Engineering and Communication of the Brno
University of Technology. The introduction describes the consequences from which the characteris-
tics and reasons for the development of such a communication system are derived. Then the system
topology is described. Last but not least, there is an example of an information communication model
enabling the control of autonomous production cells.
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1 INTRODUCTION

Concepts such as digital evolution, digitization, or industry 4.0 have created a stir across the industrial
world and initiatives associated with this concept set the direction for modern thinking in the innova-
tion of all industries. Significant financial and innovative efforts have been made across the research
and development world to develop a functional and usable concept that enables the deployment of
Industry 4.0 ideas to both increase productivity, reliability or safety, and reduce manufacturing costs
and the risks of “closed” and centralized production [1]. These efforts resulted, among other things,
in the so-called RAMI 4.0 model, the reference model of the structureof the Industry 4.0, in the origi-
nal Referenzarchitekturmodell Industrie 4.0, co-written by BITKOM, ZVEI and VDMA. This model
describes all the basic aspects of industry 4.0 in three-dimensional space. As a result, complex links
are divided into smaller and simpler substructures that can be developed separately.[5]

Figure 1: The Reference Architectural Model RAMI 4.0 [6]

In the figure 1, the right horizontal axis describes the hierarchical layers according to IEC 62264
(Integrated Business Management System), while the left axis represents the life cycle of equipment
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and products based on IEC 62890 (Life cycle management of products and systems used for mea-
surement, control and automation in the process industry). The whole model can be considered a 3D
map for building and developing Industry 4.0. It offers a basic overview of the sectoral requirements
together with national and international standards. Thanks to the model, the overlap points of the
standards and the various gaps between them can be more easily identified and corrected.

Although a standardized RAMI model has been available for five years, there is currently no easily
integrable commercial standard that would enable the use of core industry 4.0 concepts across a wide
range of industries. One possible future standard might be the Asset Administration Shell, which
creates an interface between physical and virtual production steps. [4].

Within the research group of industrial automation, we are dealing with possibilities of real imple-
mentation of production control through Industry 4.0 concepts, the key element of which is in our
opinion distributed intelligence. For this purpose, we have developed a testbed for industry 4.0 in our
workplace, enabling the deployment of tested algorithms and approaches on real production equip-
ment. More information about this testbed can be found in [2] a [3].

The following text tries to describe the topology of the proposed distributed control system used for
production control at the above-mentioned testbed for industry 4.0.

The first chapter describes in detail the topology of production systems enabling the integration of
industry 4.0 with a focus on the means of production and the products themselves.

The next chapter describes an example of a production cell data model that is used to implement
distributed control.

The final chapter describes the advantages of this management principle, both in terms of performance
and in terms of reliability and safety.

2 TOPOLOGY OF DISTRIBUTEDLY MANAGED PRODUCTION

The basic concepts for the control topology we propose are simplicity, autonomy, universality and,
above all, distributed control.

The general production system, in the sense of the active participants in the production process, can
be divided into several basic autonomous parts that can influence or are in some way linked to the
mass and added value of the product. These parts include storage entity, transport entity, process
entity and product.

The mentioned industry 4.0 testbed contains all these elements. The elements are realized by individ-
ual autonomous cells and intelligent products.

These cells provide simple atomic operations (storage, transport, machining/manufacturing) that, in
the right combination and order, lead to product fabrication, it can be said that this topology is service-
oriented architecture. The autonomy of these cells allows the cell to operate independently of the
surrounding systems. The cells are equipped with a standardized communication interface that allows
access to services and data related to the current and prospective cell capacity. These cells then form
a network of autonomous production facilities to which participants interested in producing on these
facilities can join.

Opposite to the production environment, which consists mainly of autonomous cells, the product
itself stands at the end of production. This product is realized in its physical fabricated form, with
which its virtual twin is connected, which embodies the perfect virtual form of the product, including
physical models, an inventory of materials, and manufacturing processes. The goal is to create an
intelligent product that is self-aware and able to interact with the environment. This product is then
able to fully autonomously carry out its production through its communication interface, intelligence
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and self-knowledge. The picture 2 shows the model of such a product.

Figure 2: Product manufacturing model

The figure shows a part of the product’s cyber-physical model, which is divided into three parts: com-
munication, data and control. The communication part serves for interaction with the environment
and contains both communication interface and discovery server, which simplifies connection to the
network of autonomous production means and products. Another part is the control part. This section
includes a product state machine that allows all states of the product life cycle to be processed, and a
product manager who acts on its behalf in a network of autonomous production equipment based on
the requirements of the product state machine.

Figure 3: Production equipment network topology

The last part is the data part, as can be seen in the figure, this part is part of the physical and virtual
part of the product and contains both the production and product data and the state machine stack.
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This division aims to place the variable elements in the data part, in which all the data of the digital
twin (production data and data with the current status of the product) are stored. This division allows
us to standardize the logical part of the product so that it is the same for all products (The premise is
that the behaviour of all products is the same. They go through the different steps of their life cycle
to be manufactured, consumed and recycled).

The advantage of this division is that there is no need to equip the product with complex and expensive
electronics to allow the life of the product and its interaction. It only needs to be equipped with data
space, such as an NFC chip, which stores a virtual presentation of the product and current status data.
The electronics for the partition can be part of the production equipment, and then the product with
its data will only use it. You can see such an organization in the picture 3.

In the picture, we can see a network of production facilities and several products. The products are
made up of their physical containers with which the data storage is closely linked. The individual
means of production, transport and storage are then equipped with an intelligent device (data reader)
which serves as the host for the product. This device then enables the product to come alive and
communicate with the environment based on its data model.

A special case is when there is no physical container for the product. This is, for example, the moment
when a product is ordered from an external system, such as an e-shop, and entered into production.
In this case, the product is presented only by its virtual part, which after initialization runs in the
cloud host. After creating a physical clipboard that allows data storage, the data is transferred to the
product, and everything else continues in the standard way.

3 COMMUNICATION MODEL OF MEANS OF PRODUCTION

For communication is used nowadays common Ethernet interface with communication protocol OPC
UA.

Figure 4: Information model of OPCUA server

This protocol is particularly advantageous in terms of information modelling. The protocol enables
the creation of information models, which also include descriptions, dependencies, meanings and
units of individual data areas. To implement the distributed control system, it was necessary to build
a suitable information model that could be used in general production, storage or transport equipment.
An example of this is shown in figure 4.
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The model consists of several basic nodes to be included in each device. Node management is es-
sential for the operation and use of an autonomous cell. This node gives the individual products the
possibility to reserve production capacity for subsequent production. For this purpose, it offers sev-
eral data areas and methods. Depending on the cell type, the transport, process, and storage nodes are
part of the model.

4 CONCLUSION

At present, finishing work is underway for the implementation of product clients that will allow
testing the concept described above on our testbed 4.0. The anticipated advantages of this approach
should be, above all, autonomy, independence from central elements, and thus increased resilience
and reliability, and last but not least, flexibility and responsiveness to change in topology. We can see
that these benefits are useful due to the current crisis caused by the new coronavirus epidemic, which
has shown us that current production systems that do not have the flexibility to change (for example,
dependence on one supplier or the inability to act autonomously production capacity) collapses, and
are unable to deliver critical material. Even in these situations, the distributed control concept can
help, thanks to which the production itself will secure spare resources and support the management
of critical situations.
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[3] BAŠTÁN, Ondřej, 2018. I4.0 TESTBED - INTRODUCTION AND STRUCTURE. In: Proceed-
ings of the 24 th Conference STUDENT EEICT 2018. Brno: Vysoké učení technické v Brně,
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