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Abstract: This article deals with the problem of Smart home systems. Electrical installations in 

new built and older buildings have recently integrated smart devices. These devices use IoT tech-

nology, which needs to communicate with each other. This article discusses the possibilities of re-

placing most often used wireless communication for a new type of wired based on Industry IoT 

standards. Using wired technologies will enhance the system reliability, safety and security. What 

more it involve reduction of the electromagnetic smog, a potentially health-endangering effect gen-

erated by devices communicating wirelessly at high frequencies.  
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1 SMART HOME 

Smart Home increase the comfort of living, but also reducing the costs of living. It based on IoT 

devices located all around the house. These devices creating a comprehensive, safe, comfortable, 

convenient, energy saving system. Compared to a classic home installation, starting a home instal-

lation is more expensive, but the costs will be recouped during use. Nowadays, smart home sys-

tems and devices have become more user-friendly and emphasize the overall interaction to the us-

ers. Internet and IoT technologies have been used to connect various devices such as lighting sys-

tems, temperature regulation, curtain control, security system, audio and video equipment, comput-

er and communication equipment, kitchen appliances, alarm clock and cleaning. Users can control 

these devices remotely through mobile phones, tablets, and touchscreen panels, super convenient to 

manage between daily routines, home appliances and other smart home devices. [1] 

 

 

Figure 1: Smart Home System 
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There are numerous technologies and applications that can be installed in smart homes. But people 

often have no idea what do they really need for their homes. Also, installation and high mainte-

nance cost are stopping them to make the first step for intelligent living.  

Every year, new manufacturers of smart devices appear on the market, which sees the potential in a 

new market. This creates a large number of new devices that do not support mutual compatibility. 

New projects, such as Home Assistant, are being created to enable the interconnection of devices 

from different manufacturers. 

1.1 HOME ASSISTANT 

The solution to this problem is Home Assistant. It is a free open-source software for creating and 

controlling home automation. It is a software brain for a smart home. The main application is writ-

ten in python and the first version was released in 2013. According to GitHub State of the Octo-

verse1, in 2020 it became the second largest open-source project according to the number of con-

tributors, which is written in python. 

 

Figure 2: Home Assistant logo [2] 

Home assistant also has an app for android, iOS and watchOS. Most commercial IoT and Home au-

tomation products have an official add-on to this system, these official add-ons are available 

through 1700. The biggest focus of the Home Assistant is on safety. It is a local solution, so data is 

not stored anywhere other than on your device, so it is one of the biggest advantages over cloud 

services and other proprietary systems. It can also be connected to already known home automation 

ecosystems such as Google Home, Apple HomeKit, Mi Home, IKEA Smart Home. With an em-

phasis on security, it is possible to set for each of these services which entities will be available for 

this service. [2] 

2 COMMUNICATION TECHNOLOGY FOR SMART HOME DEVICES 

There are a wide variety of technology platforms, or protocols, on which a smart home can be built. 

Each one is, essentially, its own language. Each language speaks to the various connected devices 

and instructs them to perform a function. 

Choosing a smart home protocol can be difficult. Obviously, you want one that will support a large 

number of devices, as well as one that offers the best possible ability for devices to talk to each 

other. But there are also other factors to consider, such as power consumption, bandwidth and, of 

course, cost.  

Following is an overview of some of the most popular home technology platforms on the market. 

2.1 ETHERNET 

Fast and reliable wired communication, with a range of up to 100 m and low susceptibility to elec-

tromagnetic interference. One of the most used wired type of connection between devices. Based 

on type it can achieve high communication speeds. 
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2.2 WI-FI 

Currently the most used protocol for communication between devices. Fast and reliable wireless 

communication, with a range of around 25 m. The 2.4 GHz frequency band is most often used for 

IoT. 

2.3 BLUETOOTH 

A short-range wireless protocol around 10 m. Often used on phones, headphones, and speakers. Its 

adaptive frequency hopping system detects existing signals, such as Wi-Fi, and negotiates a chan-

nel map for the Bluetooth devices in order to minimize interference.  

2.4 THREAD 

A wireless protocol developed by a group of companies including Nest, Samsung, QUALCOMM, 

and OSRAM. Designed to allow the devices in its protocol to communicate even when the Wi-Fi 

network does not work.  

2.5 ZIGBEE  

Zigbee is a wireless protocol which operates in a mesh network. It uses a device to relay a signal to 

other devices, strengthening and expanding the network. Zigbee can be built in dimmers, door 

locks, thermostats, and more. The advantage is lower energy consumption compared to Wi-Fi. The 

latest version, ZigBee 3.0, promises better interoperability between devices and versions. 

2.6 Z-WAVE  

Similar to Zigbee, Z-Wave is an open source mesh network protocol. Technically speaking, the 

main difference between the two is the data throughput. Z-wave is roughly 6 times slower than 

Zigbee. Require less energy to cover the same range as Zigbee. Z-Wave runs on the 908.42MHz 

frequency band. 

 

Figure 3: Overview of protocol logos 

 

 

3 SYSTEM TOPOLOGY 

An important part of every system is the construction of its topology. This is the basis for commu-

nication between devices and the entire software architecture. It has an impact on the stability, se-

curity and representativeness of the whole system. [3] 
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Figure 4: Types of topology [3] 

3.1 CENTRALIZED SYSTEM  

In this system, there is one central control unit, connected via a data bus to other components of the 

installation. This unit contains software that allows it to receive information from sensors and, 

based on them, controls and regulates active elements. Main advantage is lower price of used sen-

sors and actuators. A centralized system is easy to set up and can be developed quickly. But this 

system has an important limitation. If the central point crashes, the system no longer works proper-

ly.  

3.2 DECENTRALIZED SYSTEM 

Decentralized systems do not have one central point. Instead, they use multiple central points. A 

decentralized system can be just as vulnerable to crashes as a centralized one. However, it is by de-

sign more tolerant to faults. That is because when one or more central points fail, the others can 

continue to provide data access. Resources remain active if at least one of the central points contin-

ue to operate. Usually, this means that system can repair faulty points and address any other prob-

lems while the system itself continues to run as usual. Crashes in a decentralized system may affect 

the performance and limit access to some data. But in terms of overall system uptime, this system 

offers a big improvement over a centralized system. Another advantage of this design is that the 

access time to the data is often faster. That is because system can create nodes in different regions 

or areas where activity is high. 

3.3 DISTRIBUTED SYSTEM 

A distributed system is similar to a decentralized in that it doesn’t have a single central point. But 

going a step further, it eliminates centralization. In a distributed system, users have equal access to 

data. The best example of distributed system is the internet. Hardware and software resources are 

also allocated between devices, which in some cases may improve the performance of the system. 

Distributed systems have evolved as a result of the limitations of the other systems. 

4 PROBLEM SOLVING PROPOSAL 

The main problem of a smart home is caused by the number of devices that communicate on the 

same protocols and are often unable to communicate with each other. Considering the current trend 

towards marked preference of wireless solutions at the expense of the wired technology, however, 

the novel communication network reference model will have to be designed in a manner reflecting 

and satisfying the present developments in the field. 

My proposal aims at an affordable variant of smart home equipment for new buildings, where the 

use of this technology is already planned in advance. This solution would lead to significant sav-

ings in installation material costs. 
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My idea is to develop a new kind of device connection using twisted pair. Specifically using only 

two wires. The terminal would have to be adapted to the way of communication. Therefore, it 

would have to contain a battery that would provide power to the device at intervals when the line is 

used for communication. This concept will exploit decentralized communication, with control (da-

ta-processing), sensing (service-providing), and enabling (command-executing) devices operating 

concurrently.  

Problems will occur, such adverse effects are likely to include, for example, non-deterministic re-

sponse to an action or event, communication collisions that may lead to control loop desynchroni-

zation, data delays, deadlocks, and/or other issues arising from the actual concurrent-based process. 

The theory accompanying the proposed approach will consist in a set of regulations for each family 

of devices (sensing, enabling, and control); the regulations will be created according to the formal 

models, in such a manner that the problems are prevented completely.  

Another aspect enabling us resolve the difficulties generated by decentralized control and distribut-

ed communication network rests in, as regards the architecture proposed herein, implementing a 

state-of-the-art communication protocol outlined through Industry 4.0. This innovative manufactur-

ing concept introduces interactive, data, and topology models ensuring the availability and reliabil-

ity of all information being transmitted. The principles that find use industrially will be also reflect-

ed in the Smart home, namely, they will become generally applicable across convenient disciplines. 

5 CONCLUSION 

The aim of this article is to improve the overall availability of Smart home systems, with the de-

sired result being an increased number of smart homes practising effective energy management. 

The proposed solution is to use the principles of Industry IoT in the home. A combination of decen-

tralized control and distributed communication is used, where control units are located in individual 

rooms. These units serve as the main control point for all devices located in the room, and in addi-

tion, the individual devices communicate with each other. In the event of a failure of the central 

unit of the room, it is possible to replace its functionality with a superior main unit, which is able to 

maintain its functionality and communicate with devices in the room. 
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