Penetraéni testovani firewallu




Uvod

Tento dokument je vytvofen jako procedura, jak postupovat pii externim sitovém
penetracnim testovani. Soucasné jej lze pouzit jako report penetraéniho testovani. Cilem je
otestovat dostupnost a bezpecnost hranicniho firewallu. Pii testu se piedpoklada pouziti
paketového firewallu s demilitarizovanou zonou. Proxy systémy nejsou cilem testovani.
Jednotlivé Casti testl jsou nasledujici:

e Pruzkum vzdalené site,
testovani firewallu,
skenovani, identifikace operacniho systému a sluzeb firewallu,
testovani hesel,
testovani bezpec¢nostnich dér.

r

1 Znamé udaje

1.1 Informace o spole¢nosti (ndzev, adresa, kontakty, zamé&stnanci).

‘ Neni k dispozici

1.2 Informace o firewallu (IP adresa, typ zapojeni firewallu).

IP adresa: 192.168.30.10
Zapojeni: 3-Leg (LAN, DMZ, WAN)

1.3 Ostatni informace.

DMZ servery
IP: 192.168.30.20 - web
IP: 192.168.30.30 — web, mail

2 Pruzkum vzdalené sité

2.1 Identifikace doménového jména nebo ip firewallu.
nslookup $I1P
nslookup $domain

neni k dispozici, nepouziva se doménovych jmen pro experimentalni sit

2.2 Informace o registracich domény a ptidé€lenych rozsazich ip adres.
whois $domain
whois $ip

neni k dispozici, neexistuji registrace pro experimentalni sit

2.2 Informace o doméné. Zjistit piipadné servery umisténé za firewallem v dmz podle IP
adres (adresy podobné firewalu, adresy piidéleného rozsahu).

dig $domain

Jdnsenum.pl $domain

‘ neni k dispozici, neexistuji dns zdznamy pro experimentalni sit

2/12



2.3 Zjistit cestu k firewallu.
Pro TCP traceroute je nutné
UDP traceroute

traceroute -n $IP_firewall
ICMP traceroute

traceroute -1 -n $IP_firewall

Zpusob: TCP
root@mentor-desktop:/opt/nessus/bin# traceroute -n 192.168.30.10
traceroute to 192.168.30.10 (192.168.30.10), 30 hops max, 40 byte packets

1***
2***
3***
4***

5 * k *

Zptsob: ICMP

root@mentor-desktop:/opt/nessus/bin# traceroute -1 -n 192.168.30.10
traceroute to 192.168.30.10 (192.168.30.10), 30 hops max, 40 byte packets
1 192.168.30.10 0.594 ms 0.662 ms 0.638 ms

2.4 Identifikovat, zda servery spolecnosti lezi za testovanym firewallem.

Testuji se znamé servery spolecnosti a ziskané zaznamy z bodu 2.2. PouZiti ip adres nebo
doménového jména. Servery lezZici za firewallem je mozné povazovat v pripadé identické cesty
nebo delsi se stejnou trasou jako u firewallu.

traceroute —n $IP_server

ICMP traceroute

traceroute —l —n $IP_server

192.168.30.20

Zptsob: TCP

root@mentor-desktop:/opt/nessus/bin# traceroute -n 192.168.30.20
traceroute to 192.168.30.20 (192.168.30.20), 30 hops max, 40 byte packets

1 * % %
2 * * *

3 * * *

4 * * *

5 * * *

Zptisob: ICMP

root@mentor-desktop:/opt/nessus/bin# traceroute -n -1 192.168.30.20

traceroute to 192.168.30.20 (192.168.30.20), 30 hops max, 40 byte packets
1 192.168.30.20 0.792 ms 0.725 ms 0.697 ms

192.168.30.30

Zpuasob: TCP

root@mentor-desktop:/opt/nessus/bin# traceroute -n 192.168.30.30
traceroute to 192.168.30.30 (192.168.30.30), 30 hops max, 40 byte packets

1***
2***
3***

4 * k *
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5 * k% %

Zpusob: ICMP

root@mentor-desktop:/opt/nessus/bin# traceroute -n -1 192.168.30.30
traceroute to 192.168.30.30 (192.168.30.30), 30 hops max, 40 byte packets
1 192.168.30.30 0.375ms 0.397 ms 0.362 ms

2.5 Ziskat vetejné dostupné informace. Vyuziti tzv. google-hacking.
ZkouSeni vyhledat na internetu pomoci znamych udajii informace o konfiguracich,
technickych dotazech, bezpecnostnich dirach apod..

‘ neni dostupné, pro experimentalni sit nejsou informace na internetu

3 Testovani firewallu

3.1 Identifikace typu firewallu.

Test otevrenych vyssich portu >1024. Pokud je nefiltrovano jedna se o nestavovy. V opacném
pripade je stavovy. Ildentifikace vychdzi z pravidla, kdy na bezstavovém firewallu musi byt
povoleny vyssi porty pro zpétna navazand spojeni.

nmap —sA -p1024-2000 $ip_firewall

nmap —sA -p1024-2000 $ip_serverl

firewall je stavovy
root@mentor-desktop:/opt/nessus/bin# nmap -sA -p1024-2000 192.168.30.10

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:05 CEST
All 977 scanned ports on 192.168.30.10 are filtered
MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 23.71 seconds

vybrany server 192.168.30.20
root@mentor-desktop:/opt/nessus/bin# nmap -sA -p1024-2000 192.168.30.20

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:05 CEST
All 977 scanned ports on 192.168.30.20 are filtered
MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 23.86 seconds

3.2 ldentifikace NATu.
Pokud jsou ip adresy verejnych serveru stejné jako firewall, jedna se pravdépodobné o
smerovani portit. Pokud jsou adresy odlisné jedna se pravdépodobneé o NAT 1:1.

provadi se pravdépodobne NAT 1:1, pravdeépodobné preklad na privatni adresy (stejna TTL
vzddalenost jako firewall)

3.3 Zjistit povolené porty pro servery v dmz.
Servery z bodu 2.4 otestovat na povolené porty pomocit ruznych typii skenii.
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nmap —sT -p 1-1024 $ip_serveru
nmap —sS -p 1-1024 $ip_serveru
nmap —sF -p 1-1024 $ip_serveru
nmap —sA -p 1-1024 $ip_serveru
nmap —sU -p 1-1024 $ip_serveru

192.168.30.20
Metoda: TCP
root@mentor-desktop:/opt/nessus/bin# nmap -sT -p 1-1024 192.168.30.20

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:14 CEST
Interesting ports on 192.168.30.20:

Not shown: 1021 filtered ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open https

MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 5.20 seconds

Metoda: SYN
root@mentor-desktop:/opt/nessus/bin# nmap -sS -p 1-1024 192.168.30.20

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:15 CEST
Interesting ports on 192.168.30.20:

Not shown: 1021 filtered ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open https

MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 5.57 seconds

Metoda: FIN
root@mentor-desktop:/opt/nessus/bin# nmap -sF -p 1-1024 192.168.30.20

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:34 CEST
All 1024 scanned ports on 192.168.30.20 are open|filtered
MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 23.44 seconds

Metoda: ACK
root@mentor-desktop:/opt/nessus/bin# nmap -sA -p 1-1024 192.168.30.20

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:16 CEST
Interesting ports on 192.168.30.20:

Not shown: 1021 filtered ports

PORT STATE SERVICE
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22/tcp unfiltered ssh

80/tcp unfiltered http

443/tcp unfiltered https

MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 5.71 seconds

Metoda: UDP
root@mentor-desktop:/opt/nessus/bin# nmap -sU -p 1-1024 192.168.30.20

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:17 CEST
All 1024 scanned ports on 192.168.30.20 are open|filtered
MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 25.19 seconds

192.168.30.30
Metoda: TCP
root@mentor-desktop:/opt/nessus/bin# nmap -sT -p 1-1024 192.168.30.30

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:28 CEST
Interesting ports on 192.168.30.30:

Not shown: 1015 filtered ports

PORT STATE SERVICE

22/tcp open ssh

25/tcp open smtp

80/tcp open http

110/tcp open pop3

143/tcp open imap

443/tcp open https

465/tcp closed smtps

993/tcp open imaps

995/tcp open pop3s

MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.93 seconds

Metoda: SYN
root@mentor-desktop:/opt/nessus/bin# nmap -sS -p 1-1024 192.168.30.30

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:29 CEST
Interesting ports on 192.168.30.30:

Not shown: 1015 filtered ports

PORT STATE SERVICE

22/tcp open ssh

25/tcp open smtp

80/tcp open http

110/tcp open pop3

143/tcp open imap
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443/tcp open https

465/tcp closed smtps

993/tcp open imaps

995/tcp open pop3s

MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 5.41 seconds

Metoda: FIN
root@mentor-desktop:/opt/nessus/bin# nmap -sF -p 1-1024 192.168.30.30

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:35 CEST
All 1024 scanned ports on 192.168.30.30 are open|filtered
MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 25.21 seconds

Metoda: ACK
root@mentor-desktop:/opt/nessus/bin# nmap -sA -p 1-1024 192.168.30.30

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:36 CEST
Interesting ports on 192.168.30.30:

Not shown: 1015 filtered ports

PORT STATE SERVICE

22/tcp unfiltered ssh

25/tcp unfiltered smtp

80/tcp unfiltered http

110/tcp unfiltered pop3

143/tcp unfiltered imap

443/tcp unfiltered https

465/tcp unfiltered smtps

993/tcp unfiltered imaps

995/tcp unfiltered pop3s

MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 5.50 seconds

Metoda: UDP
root@mentor-desktop:/opt/nessus/bin# nmap -sU -p 1-1024 192.168.30.30

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:28 CEST
All 1024 scanned ports on 192.168.30.30 are openlfiltered
MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 25.51 seconds

3.3 Zjistit povolené icmp zpravy pro servery v dmz.
Servery z bodu 2.4 otestovat na povolené icmp zpravy.
sing -$icmp-type —c 1 $ip_serveru

| 192.168.30.20
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Typ icmp: echo request

root@mentor-desktop:/opt/nessus/bin# sing -echo 192.168.30.20
SINGing to 192.168.30.20 (192.168.30.20): 16 data bytes

16 bytes from 192.168.30.20: seq=0 ttI=64 TOS=0 time=2.850 ms
16 bytes from 192.168.30.20: seq=1 ttI=64 TOS=0 time=0.384 ms

Typ icmp: timestamp
bez odezvy

Typ icmp: Address mask request
bez odezvy

Typ icmp: Information request
bez odezvy

192.168.30.30

Typ icmp: echo request

root@mentor-desktop:/opt/nessus/bin# sing -echo 192.168.30.30
SINGing to 192.168.30.30 (192.168.30.30): 16 data bytes

16 bytes from 192.168.30.30: seq=0 ttI=64 TOS=0 time=0.523 ms
16 bytes from 192.168.30.30: seq=1 ttI=64 TOS=0 time=0.331 ms

Typ icmp: timestamp
bez odezvy

Typ icmp: Address mask request
bez odezvy

Typ icmp: Information request
bez odezvy

3.4 Zjistit povolené porty pomoci TTL
firewalk —s $source_port —d$destination_port —p$packet _type $ip_firewall $ip_server dmz

nelze pouzit

4 Skenovani, identifikace operac¢niho systému a sluzeb firewallu

4.1 Identifikovat operacni systém.
nmap —O Sip_firewall

Linux
root@mentor-desktop:/opt/nessus/bin# nmap -O 192.168.30.10

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:44 CEST
Interesting ports on 192.168.30.10:

Not shown: 999 filtered ports

PORT STATE SERVICE

22/tcp open ssh

MAC Address: 00:0C:29:43:1D:8A (VMware)
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Warning: OSScan results may be unreliable because we could not find at least 1 open and 1
closed port

Device type: general purpose

Running: Linux 2.6.X

OS details: Linux 2.6.9 - 2.6.27

Network Distance: 1 hop

OS detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 16.31 seconds

4.2 Zjistit povolené porty pro firewall.
Povolené porty pomoci ruznych typu skenii.
nmap —sT -p 1-1024 $ip_serveru

nmap —sS -p 1-1024 Sip_serveru

nmap —sA -p 1-1024 $ip_serveru

nmap —sF -p 1-1024 $ip_serveru

nmap —sU -p 1-1024 $ip_serveru

nmap —sN -p 1-1024 $ip_serveru

Metoda: TCP
root@mentor-desktop:/opt/nessus/bin# nmap -sT -p 1-1024 192.168.30.10

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:46 CEST
Interesting ports on 192.168.30.10:

Not shown: 1023 filtered ports

PORT STATE SERVICE

22/tcp open ssh

MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 5.31 seconds

Metoda: SYN
root@mentor-desktop:/opt/nessus/bin# nmap -sS -p 1-1024 192.168.30.10

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:48 CEST
Interesting ports on 192.168.30.10:

Not shown: 1023 filtered ports

PORT STATE SERVICE

22/tcp open ssh

MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 5.28 seconds

Metoda: FIN
root@mentor-desktop:/opt/nessus/bin# nmap -sF -p 1-1024 192.168.30.10

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:48 CEST
All 1024 scanned ports on 192.168.30.10 are open|filtered
MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 23.71 seconds

9/12




Metoda: UDP
root@mentor-desktop:/opt/nessus/bin# nmap -sU -p 1-1024 192.168.30.10

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:49 CEST
All 1024 scanned ports on 192.168.30.10 are open|filtered
MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 24.71 seconds

Metoda: NULL
root@mentor-desktop:/opt/nessus/bin# nmap -sN -p 1-1024 192.168.30.10

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:50 CEST
All 1024 scanned ports on 192.168.30.10 are open|filtered
MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 25.01 seconds

4.3 Zjistit povolené icmp zpravy pro firewall.
Otestovat firewall na povolené icmp zpravy.
sing -$icmp-type —c 1 $ip_serveru

Typ icmp: echo request

root@mentor-desktop:/opt/nessus/bin# sing -echo 192.168.30.10
SINGing to 192.168.30.10 (192.168.30.10): 16 data bytes

16 bytes from 192.168.30.10: seq=0 ttI=64 TOS=0 time=0.385 ms
16 bytes from 192.168.30.10: seq=1 ttI=64 TOS=0 time=0.365 ms

Typ icmp: timestamp
bez odezvy

Typ icmp: Address mask request
bez odezvy

Typ icmp: Information request
bez odezvy

4.4 Zjistit typ sluzby na portu.

Neékteré porty mohou byt obsazeny i jinymi sluzbami nez standardnimi nebo Ize ziskat vice
informaci o verzi apod..

nc Sip_firewall $port

pripojeni webovym prohlizecem

ssh
root@mentor-desktop:/opt/nessus/bin# nc 192.168.30.10 22
SSH-2.0-OpenSSH_5.2

4.5 Otestovat odolnost proti fragmentovému utoku.
Pouzit metodu skenovani s moznosti fragmentace.
nmap —sS -f -p 1-1024 $ip_serveru
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stejny vysledek jako bez fragmentace
root@mentor-desktop:/opt/nessus/bin# nmap -sS -f -p1-1024 192.168.30.10

Starting Nmap 5.00 ( http://nmap.org ) at 2010-05-18 01:53 CEST
Interesting ports on 192.168.30.10:

Not shown: 1023 filtered ports

PORT STATE SERVICE
22/tcp open ssh

MAC Address: 00:0C:29:43:1D:8A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 5.66 seconds

4.6 Otestovat odolnost na Syn flood.
hping3 —S $ip_firewall --flood

neni zranitelny

root@mentor-desktop:/opt/nessus/bin# hping3 -S 192.168.30.10 --flood
HPING 192.168.30.10 (eth1 192.168.30.10): S set, 40 headers + 0 data bytes

hping in flood mode, no replies will be shown

root@mentor-desktop:/# ping 192.168.30.10
PING 192.168.30.10 (192.168.30.10) 56(84) bytes of data.

64 bytes from 192.168.30.10:
64 bytes from 192.168.30.10:
64 bytes from 192.168.30.10:
64 bytes from 192.168.30.10:
64 bytes from 192.168.30.10:
64 bytes from 192.168.30.10:
64 bytes from 192.168.30.10:
64 bytes from 192.168.30.10:

icmp_seq=1 ttI=64 time=0.313 ms
icmp_seq=2 ttl=64 time=0.297 ms
icmp_seq=3 ttI=64 time=0.274 ms
icmp_seq=4 ttl=64 time=0.539 ms
icmp_seq=5 ttI=64 time=3.56 ms

icmp_seq=6 ttl=64 time=0.265 ms
icmp_seq=7 ttI=64 time=0.185 ms
icmp_seq=8 ttI=64 time=0.206 ms

4.6 Otestovat odolnost na Land attack.
hping3 —S —a $ip_firewall —p $port $ip_firewall

neni zranitelny

root@mentor-desktop:/opt/nessus/bin# hping3 -S -a 192.168.30.10 192.168.30.10
HPING 192.168.30.10 (eth1 192.168.30.10): S set, 40 headers + 0 data bytes

root@mentor-desktop:/# ping 192.168.30.10
PING 192.168.30.10 (192.168.30.10) 56(84) bytes of data.

64 bytes from 192.168.30.10:
64 bytes from 192.168.30.10:
64 bytes from 192.168.30.10:
64 bytes from 192.168.30.10:
64 bytes from 192.168.30.10:
64 bytes from 192.168.30.10:

icmp_seg=1 ttI=64 time=0.969 ms

icmp_seq=30 ttI=64 time=0.343 ms
icmp_seq=31 ttl=64 time=0.265 ms
icmp_seq=32 ttI=64 time=0.330 ms
icmp_seq=33 ttl=64 time=0.364 ms
icmp_seq=34 ttl=64 time=0.252 ms
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5 Testovani hesel

5.1 Otestovat defaultni hesla administrace.

Oftestovat sluzby poskytujici moznost administrace na defaultni hesla. Tyto sluzby jsou
identifikovany v bode 4.2 a 4.4.

‘ neni k dispozici

5.2 Otestovat silu hesel.
Pouzit aplikaci umoznujici brute-force metodu louskani hesel na podporovany port.

Ssh
bez nalezti - 5 znakl abecedy

6 Testovani bezpe¢nostnich dér

6.1 Identifikovat bezpe¢nostni diry v aplikacich a opera¢nim systému.
Spustit aplikaci umoznujici vyhleddavani bezpecnostnich der.
nesus

‘ 2 lehce zavazné — detekce vyrobce sitové karty, detekce virtualniho stroje

6.2 Pfipadné otestovani zneuziti bezpecnostnich dér.
Spousteni expploitii pomoci metasploit.

‘ Nezjistény zranitelné bezpecnostni diry viz bod 6.1

Nalezy:
e Neblokované skenovani. UmoZiiuje mapovat firewall a prostiedi sité.
e Povoleny ping. Umoziuje zjiSt'ovat dostupnost serverli v adresnim rozsahu.
e Detekce operacniho systému.
o Detekce verze ssh.
Jméno auditora:..........cooeiiiiiiiii Datum:..............
PIevzali.....oooiiiiie Datum:..............
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