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Abstract

Login credentials are an indivisible part of internet users. Credentials are a mechanism that
provides proof of an authorised person and, at the same time, prevents personal data abuse
by unknown users. The number of passwords that a user has to remember has increased sig-
nificantly in recent years. There are tools (password managers) available that simplify this
problem and are easily accessible. However, the adoption of password managers is still weak.

The goal of this thesis is to identify problems that affect the usability of password managers
and attempt to offer a solution to these problems. The analysis also includes an inspection
of security and usability vulnerabilities that current password managers suffer from. In the
last part, an example of password manager is designed and implemented, which provides
important functions and should be accessible and easy to use by all Internet users.

Abstrakt

Pristupové udaje jsou nedilnou soucasti uzivateli internetu. Jednd se o mechanizmus, ktery
umoznuje prokazani se, ze se jednd opravnénou osobu a zaroven zabranuje zneziti osobnich
dat cizimi uzivateli. Pocet hesel, ktery si dnesni uzivatel musi zapamovat, se v poslednich
letech znacné navysil. Existuji programy (spravci hesel), které tento problém uzivatelim
ulehcuji, a jsou zaroven snadno dostupné. Ptesto je pouzivad malo lidi.

Cilem této prace je zjisténi problému, které maji dopad na pouzitelnost spravci hesel
a zaroven se snazi nabidnout feseni téchto problémii. Soucasti analyzy je i nalezeni bezpecnos-
tnich a pouzitelnostnich nedostatku, kterymi aktualné spravci hesel trpi. V posledni ¢ésti je
navrzena a implementovana ukazka spravce hesel, ktery nabizi dilezité funkce, je dostupny
a snadno pouzitelny vSemi uzivateli internetu.
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Rozsireny abstrakt

Piistupové idaje jsou nedilnou soucasti uzivatel internetu. Jednd se o mechanizmus, ktery
umoznuje prokazani se, ze se jedna opravnénou osobu a zaroven zabranuje zneuziti osobnich
dat cizimi uzivateli. Pocet hesel, ktery si dnesni uzivatel musi zapamatovat, se v poslednich
letech znac¢né navysil. Lidé si proto stdle castéji voli stejnd, nebo velmi podobnd hesla
pro vice uc¢tt. Tento zlozvyk je vystavuje riziku, kdy odcizeni hesla z jednoho tuc¢tu otevre
pristup k dalsim ac¢tam. Uzivatelé si vétSinou toto riziko uvédomuji, ale neridi se pravidly
volby bezpecného hesla, které toto riziko eliminuje, jelikoz je velmi obtiZené si zapamatovat
vétsi mnozstvi hesel, hlavné v pripadé starsich uzivatela.

Resenim tohoto problému je pouziti aplikaci zvanych spréavci hesel, které tento problém uzi-
vatelim ulehc¢uji, a jsou zaroven snadno dostupné. Spravci hesel nabizi mnohem vice nez
jen snadné ulozeni hesel, vétsina nabizi i bezpecné ulozeni jinych véci, jako napiiklad ¢isla
kreditnich a identifikac¢ich karet. Mnoho spravct hesel i usnadnuje praci s prohlizecem a to
pouzitim rozsiteni do prohlizece. Pri pouziti spravce hesel si uzivatel musi pouze pamatovat
jedno hlavni heslo, pomoci kterého odemkne databazi vsech ulozenych hesel. Uzivateli v
ten moment staci oteviit spravce hesel a ten za né vyplni hesla na webové stranky, které ak-
tudlné prochézi. Spravce hesel nabizi i dalsi bezpecnostni vyhody, napriklad kontrolu URL
adresy, mazani hesla ze schranky, atd. Samotné pouziti spravce hesel vsak nezajistuje, ze si
uzivatel zvoll unikatni hesla na rtzné sluzby. Spravci hesel proto nabizi moznost generovani
unikatniho hesla, které poté uzivatel pouzije pti registraci nového actu. Uzivatel, ale musi o
této moznosti védét a mél by ji pouzit. Generovani hesel ma vsak své nedostatky, kdy rizné
webové sluzby vyzaduji jinou kombinaci malych a velkych pismen, ¢isel a specialnich znaki.
Béhem poslednich let doslo k zvyseni uzivatelt spracvi hesel, avsak je v celku pouziva malo
lidi. Divodi, proc¢ se jim uzivatelé vyhybaji je mnoho.

Cilem této prace je zjisténi problému, které maji dopad na pouzitelnost spravcu hesel
a zaroven se snazi nabidnout reseni téchto problému. Soucasti analyzy je i nalezeni bezpecnos-
tnich a UX nedostatkl, kterymi aktudlné spravci hesel trpi. V posledni ¢dsti je navrzena
a implementovana ukazka spravce hesel, nabizi dulezité funkce, je dostupny a snadno
pouzitelny vsemi uzivateli internetu.
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Chapter 1

Introduction

In the early days of computers, passwords and login prompts were generally not necessary to
use a computer. Computers used to be large room-size machines used mainly for calculation
purposes. Passwords and user accounts were introduced at MIT in the CTSS project[14].
A big jump in password usage (in the form of an identification technique) occurred with the
rise of the Internet. Login items became an everyday part of Internet user’s life. A 2014
study has found an average Internet user types an average of 23 passwords per day[21].
The overall average account count, according to a post from 2017 in LastPass’ blog, is 191."
This number continues to increase as more services become available.

It is important to keep in mind that using a password does not provide outright protec-
tion, the password needs to fulfil several characteristics to be considered “secure”. There
are several standards that a user can follow, published by organisations like OWASP? and
NIST?, but it would be excessive expecting every user to check their passwords against
current security standards. Many sites may enforce different password policies, therefore,
an easier way to pressure a user to create and use a secure password is needed. To further
secure login, multifactor authentication (MFA) techniques, such as Time-based One-Time
Passwords (TOTP) or a hardware authentication devices, may be required as additional
protection to the sign-in process.

Generally, security enhancements often come with usability downgrades. Finding a balance
between these two factors may be an impossible task. This also applies to the usage of
passwords today[16]. Using a complex, unique, and frequently changed password is secure,
but is not ideal from a usability point of view. Users have trouble remembering complex
passwords and drift to less secure behaviour, either in the form of password reuse or in less
complex password usage. This insecure habit increases the possibility that passwords are
stolen and misused if the attacker can reuse one password on all services.

To ease the user burden, there is a group of computer programs called password managers.
Their main function is to store all user passwords in one place under one complex password.
Using a password manager has further advantages, which will be discussed in the following
sections. Password managers are freely available and there has been an uptrend in pass-

! Available at: https://blog.lastpass.com/2017/11/lastpass-reveals-8-truths-about-passwords-in-
the-new-password-expose/ Accessed on 2022-04-30

2More about OWASP at https://owasp.org

3More about NIST at https://www.nist.gov
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word managers’ adoption in the past years, but the overall adoption has been quite low.
One study, from 2009, shows that only 1% of the respondents used a password manager[9].
Other survey, from 2017, shows that 55% of the respondents used a password manager[5].
The results mainly depends on demographics, technical skills and age. We can see that the
users count is rising, but still not everybody uses a password manager. Therefore, I find it
important to discuss challenges that may prevent users from using a password manager.

Following the topic of cybersecurity, massive data breaches have become a regular occur-
rence in recent years[4]. Therefore, the use of a strong password resistant to brute-force
and dictionary attacks is a requirement. Password managers can help us with this effort
with their password generator feature.

The main goal of this thesis is to analyse and categorise existing and popular password
managers and create an overview of security implementations and standards of authenti-
cation and secure data storage. Another goal is to identify the key features of a password
manager, describe an ideal password manager, and implement it.



Chapter 2

Password, Password Manager and
Security

In this chapter, a deeper look at passwords, password managers, and related security is
concluded. Passwords, which are used every day, can be divided into certain types, de-
pending on the used characters. To ensure the user’s secure behaviour, a way to create
a new secure password and an overview of possible attacks and password thefts are pro-
vided. Password managers are divided into categories according to the way they are
used, with a description of basic functionality in terms of usability and security and issues
that a user may encounter when using a password manager. On a general security topic,
a definition of individual measures can be found, that not only password managers, but all
Internet services, in general, should comply with.

2.1 Password

A password login is a method of authentication, generally in the form of several characters,
including letters, numbers, and special symbols. It is used to confirm the user’s identity
on websites, usually in combination with other identifiers such as email or username. Pass-
words may also come in several other forms. The system is based on the belief that only
the authenticated user knows the password corresponding to the email or username. The
security of a password depends on the length, sequence, type, and occurrences of used
characters, and on the current computational power which may be used to guess the se-
cret password. The system that authenticates the user must also follow several security
measures to ensure that the authentication process is valid.

2.1.1 Password Forms
2.1.1.1 PIN

Personal identification numbers (PINs). PINs are used to secure access to applications,
either in combination with a token for two-step identification (for example, for cash dis-
pensers), or as an onestep authentication (for example, mobile phones, home burglar
alarms).[22] A password consisted only of numbers. It is commonly used for credit card au-
thentication. The length of the PIN or passcode is short, usually between 4 or 12 characters,
so it can be easily remembered.



2.1.1.2 General password

Passwords consist of strings of alphanumeric characters. To prevent cracking attacks, se-
curity experts advise that users must have strong passwords (a nonmeaningful string of
characters drawn from a large character set, mixing letters, numbers and symbols, and up-
per and lower case).[22] Password (general password) is the most used type. It also usually
contains special characters. The requirement of numbers and special characters causes that
the password is hard to remember, but makes it resistant to dictionary attacks if it is chosen
correctly. The suggested length of the password is rising as the computational power grows,
therefore the password could not be easily cracked by brute-force attacks.

2.1.1.3 Passphrase

A passphrase is a sequence of several easily remembered words that can be used for au-
thentication. The passphrase is usually longer (consisted of more words) than the general
password, to enhance its durability against brute-force attacks. It is commonly used to
derive an encryption key, for example, in cryptocurrency wallets.

2.1.2 Password Recommendations

Generally, it is required that the password is unique, complex, and secure. Uniqueness can
be achieved by not reusing one password on multiple accounts and not using commonly
known passwords, such as “1234”, “password”, “qwerty”, etc. Complexity may be achieved
by using all types of characters, i.e., numbers, special characters, lowercase and uppercase
letters, all with appropriate length. Users should not write passwords on a piece of paper
or in unencrypted text files on a computer. Users tend to choose a password that is easily
remembered and personal, such as names of relatives or pets, dates of birth, names of
favourite places, etc. The combination may seem complex and unique, but the password
may be vulnerable to social engineering attacks. To avoid these attacks, users should rather
use a password manager, which can generate a random password with the desired length
and complexity, and store the password in encrypted storage.

2.1.3 Password Attacks
2.1.3.1 Password Capturing

Not only does the user need to choose a secure password, but the service must transmit the
password and authenticate correctly and securely. Websites with login forms should not use
a simple HTTP protocol that does not encrypt transmitted data between the client and the
authenticating server, the password is then sent in plain text and may be captured on the
way to the server. It is recommended to use Transport Layer Security (TLS) with HTTP,
which provides bidirectional encryption between the client and the server, thus avoiding
the threat of capture.

2.1.3.2 Database Leak

An authenticating server should not store passwords in plain text in case of a database
leak. The authentication process should only compare the hash of the password, therefore
even the server owner should not be able to see the user’s password. The hashes do not
provide bulletproof security, since they may be sensitive to rainbow attacks, a dictionary



of known hashes. A salt (a random string of characters) could be added to the password
before hashing for further security. User data stored in the database should be encrypted
with an encryption key which is derived from the user’s master password.

2.1.3.3 Dictionary Attack

Unlike checking all possibilities using brute force attack, the dictionary attack tries to match
the password with most occurring words or words of daily life usage.[19] A list of the most
used passwords, which may be also used in an attack where the user’s password is being
guessed. Users should avoid common passwords for better security.

2.1.3.4 Phishing Attack

A type of attack, in which a person may be fooled into opening a fake website and
be prompted to log in there. The attacker redirects the user to another website e.g.
“www.yahQo.com” whose interface is similar to that of the original website to disguise
the user.[19] The password manager may help with this, since it would not fill in or prompt
to fill in when the website’s URL does not exactly match, and therefore the users may
realise that they are on a fake website.

2.1.4 Conclusion

We looked into password types and the places they are used. In terms of password recom-
mendation, user should always generate a unique, long, and complex password for every
account, password managers can help with this requirement. The user should be aware
of possible password theft and should notice some warning signals to prevent a potential
attack.

2.2 Password Managers

Simplified definitions introduce “password managers” as computer programs that are de-
signed to create, store, and use passwords on websites or in other software. Whether
a password manager can offer additional functionality depends on where and how it is
used. To expand the simplified definition, most password managers allow the user to store
other items such as credit card information, ID card numbers, notes, and files in encrypted
storage. Another feature is the possibility to generate a new password with the desired
complexity. Complexity can be defined and configured by setting a minimal or maximal
length and other parameters, such as the minimal count of numbers, letters, and special
characters, to strengthen the generated password and to fulfil a website’s password policy.
There are a few types of password managers. An average user will mainly use a browser or
a cloud-based password manager. Many of those are available for free, but some password
manager creators also offer paid versions with additional functionality.

Password managers can be classified into the following categories: browser, cloud, local,
and hardware password managers. Each category is specified in the following sections. As
stated above, users have many options to choose from. In most cases, they do not need
to download any additional software, because many web browsers come with a built-in
password manager. The popularity of cloud-based password managers is increasing, for



example, LastPass’s user count was 16.8 Million in 2018' and 25 Million in 2020°.

This raises a security question of password managers. A survey has shown that 65% of
Americans do not trust password managers®. Password managers store a user’s private
information in a database on a remote server or locally, depending on the type of password
manager. It makes password managers a high reward target for a potential attacker in
the case of a successful security breach and allows them to steal personal credentials for
multiple platforms in one sweep. Therefore, the security of password managers is one of
the key topics in general and this thesis.

Since the variety of password managers is high, instead of focussing on concrete implemen-
tations, I will focus on each type to determine what are the advantages and disadvantages
of each and only within each category, I will examine a concrete implementation as a rep-
resentative of the type. Also, what limitations and features each type comes with. Many
of the password managers can be assigned into more categories, depending on the features
their users will activate upon subscription.

2.2.1 Types of Password Managers
2.2.1.1 Browser-based

A browser-based password manager is a password manager that comes built into a website
browser. The user does not need to download any additional extension or application. If
this feature is activated, which is in the most cases by default, the browser will capture
and save each credential that the user types into a website’s registration or login form.
Next time, when the corresponding site is visited, the browser will automatically fill the
user’s credentials, simplifying and speeding up the login process. This type of password
manager is usually the first one that the user comes in touch with and is convenient to use.
Furthermore, this type of manager typically avoids users questioning their security, as the
password database itself is stored locally if multiple device synchronisation is not turned
on. In most cases, there is no need for additional actions from the user, e.g., setting up a
master password, which is needed in other types of password managers. However, it comes
with many limitations. This type of password manager does not provide multiple device
synchronisation by default, with exceptions, e.g., Google Chrome provides a possibility to
synchronise stored passwords through a user’s Google account.

2.2.1.2 Cloud-based

The key property of cloud password managers is that they store passwords in cloud storage,
i.e., a remote server. Meaning that the passwords are not stored locally on a computer.
This allows for easy synchronisation across multiple devices, but each device needs a corre-
sponding application and a browser extension to connect to the remote password database.
One of the disadvantages is the need to create an account under which the remote database
is stored. The account’s password, in most cases referred to as the master password, is

!Celebrating 10 Years of LastPass. Available at: https://blog.lastpass.com/2018/07/celebrating-10-
years-lastpass/. Accessed on 2021-12-13.

?LastPass Celebrates 25 Million Users. Available at: https://blog.lastpass.com/2020/09/1lastpass-
celebrates-25-million-users/. Accessed on 2021-12-13.

365% of people don’t trust password managers despite 60% experiencing a data breach. Available at:
https://www.passwordmanager.com/password-manager-trust-survey/. Accessed on 2021-12-13.
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used to encrypt and decrypt the items stored in the database. They usually provide other
features, such as notification of a web service breach, for example, Yahoo security breach in
2013, when 3 billion user accounts were affected.’. And a warning of password reuse, easily
guessable or common password usage. They also come with advanced password generator
features. The main disadvantage is that personal data are stored in a remote location, only
protected by the master password. If the master password is easily guessed, stolen, or other-
wise disclosed, all passwords may be compromised. In such a case, the attacker’s knowledge
of this password creates a doorway to all stored passwords, as well as knowing the services in
which the said passwords were used. Therefore, using a secure, not easily guessable master
password is a must, and most cloud password managers require a secure master password
by placing restrictions on the minimal length and complexity of the master password when
the account is created. There have also been some breaches of remote databases from cloud
password managers, for example, LastPass breach in 2015 °. In those breaches, an attacker
gained access to the corresponding servers. Even if the database, sometimes called a vault,
is stolen by the attacker, the data in it are not readable unless the attacker gets the user’s
master password and used cryptographic security in hand as well. Data decryption without
having the master password requires a high amount of time and computation resources,
hence giving users the time necessary to change all passwords before they can be abused by
the attacker, assuming the breach is detected and disclosed early enough. The companies
behind cloud password managers mostly provide a subscription-based model (monthly or
anually paid) to unlock premium features (e.g., the password health check, which is check-
ing the strength of the password). For enterprise users, their paid model provides another
services, such as help desk support.

2.2.1.3 Local-based

The main advantage of local password managers is that the password database is stored
locally. Therefore, stealing passwords requires physical access to the device disk. Many
password managers allow storing user’s items locally while providing the same functionality
as if they were, e.g., cloud-based, except for easy multiple device synchronisation.

2.2.1.4 Hardware-based

HW password managers are a type of password manager stored on an external physical
device (mainly USB flash drives). Into this category, we can include password managers
that have Multi-factor authentication (MFA) with credentials stored on a USB drive. The
advantage of such password managers is that the database is easily transferable and stored
only in one location (this category is a special type of local password manager). They
mostly lack other features than storing and providing passwords, but it highly depends on
the application.

Cryptocurrency hardware vaults can be included into this category, which stores keys for
a cryptocurrency wallet, e.g., hardware wallets from companies like TREZOR, Ledger and
CoolWallet.

4BBC News: Yahoo 2013 data breach. Available at: https://www.bbc.com/news/business-41493494. Ac-
cessed on 2021-12-13.

SLastPass Hacked — Identified Early & Resolved. Available at: https://blog.lastpass.com/2015/06/
lastpass-security-notice/. Accessed on 2021-12-13.
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2.2.1.5 System-wide

This category describes the password managers that are built into the operating system.
They provide local password storage of applications and websites that were visited by the
signed-in user. One of the advantages is that users do not need to download and install
third-party applications to maintain their passwords. They cannot usually synchronise
or export stored passwords to another operating system, or are limited only to OS-based
applications. Examples of such OS-based password managers are Apple Keychain and
Windows Vault.

2.2.2 General Features
2.2.2.1 General Functionality

A password manager manages (i.e., create, read, update and delete) user’s passwords and
other personal information in a secure location. Management is possible with a client
application and browser’s extension. Secure storage is achievable by encrypting the user
database with a strong encryption function, such as the Advanced Encryption Standard,
and with an appropriate setting. Cloud-based password managers operate on a server,
which must ensure secure user authentication, therefore correct usage of hashing functions,
key derivation functions, secure connection, and database distribution is required.

2.2.3 Additional Features
2.2.3.1 Password Capturing

Password managers with extensions should be able to monitor and capture user login details
in the browser and offer to store new login credentials or to update an existing one. This
feature simplifies password management, so that the user does not need to manually add
or edit passwords.

2.2.3.2 Password Generator

Making up a unique and random password can be difficult for most users. Most users choose
either a single password that they use on multiple sites or a password based on a specific
format. Password managers, which offer the ability to generate a random password, greatly
simplify this step by generating a random and unique password for the user in a second.
An issue may arise if the pages require a certain number of lowercase and uppercase letters,
numbers, and special characters. Therefore, the password manager should offer the option
of specifying these requirements before generating a new password. This ensures that the
password is valid, unique, and random.

2.2.3.3 Password Filling

If the user visits a page for which he already has a saved password. The password manager
should offer to fill in the login details, either automatically or, if necessary, after using
a keyboard shortcut. This also offers a certain level of security, where if a user appears on
a fake page, for example, due to a phishing attack, the password manager will refuse to fill
in the password automatically if the URL address does not match the address stored with
the given login details. The password manager cannot fully secure data from being entered
on a fake page if the user copies the password from the application, but forces the user to
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raise attention when the password manager does not fill the credentials automatically or
on request.

2.2.3.4 Password Strength Check

Passwords selected by the user or not generated by the password manager may not have
sufficient length or combination of characters to be considered secure. The password man-
ager was supposed to show the user the strength of the security of such a password and
alert the user to change the password in case of a wrong choice.

2.2.3.5 Dictionary Check

This feature is useful in situations where the user chooses the password by himself. Resulting
in the risk of being among the commonly used passwords. Statistics of the most used
passwords are published every year. For example, according to statistics from Nordpass®,
in 2020 the most used password was “123456”. These lists of known and frequently used
passwords can be misused for an attack. In any case, the user should avoid such passwords
or its variants, and the password manager should detect such passwords and prompt the
user to change them.

2.2.4 Problems of Password Managers
2.2.4.1 Database Leaks

The most commonly used category of password managers, cloud-based password managers,
stores user data in remote storage. This option offers the advantage of easy password
synchronisation among multiple devices. The user does not own or have physical access to
the server on which his data are stored. The server owner takes over the data protection
and, in case of data leakage from the database, the owner must inform all users of the given
password manager. However, a leak does not in itself mean that user passwords are stolen in
an unsecured form, if stored correctly, only the password hashes used for authentication and
encrypted data will leak. With the correct use of strong hashing and encryption functions,
an attacker will not be able to obtain data in a readable form without knowledge of used
security and without using a lot of computational complexity.

2.2.4.2 Memory Leaks

A risk exists also on the client’s side if the application or browser extension mishandles
the memory and leaves passwords stored in a readable and insecure form. To manipulate
the password, for example, copy and display the password, it is necessary to display the
password in an insecure form. The application should then delete the password from the
memory after a certain time, or after locking or logging off, to prevent possible theft. The
theft can occur if the user has the wrong software installed on their computer or phone that
can steal data from memory. Such attacks are usually targeted. To avoid this attack, the
user should not install applications from unverified sources and could use antivirus software
that may detect the application with bad intentions.

5Top 200 most common password list 2021, available at: https://nordpass.com/most-common-passwords-
list/. Accessed on 2022-02-23.
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2.2.4.3 Clipboard Leaks

If the user copies the password from the password manager to the clipboard, the application
should delete the copied password from the clipboard after a certain time or after locking
or logging off. Again, to prevent the possibility of an attack by a malicious application that
can scan the data stored in the clipboard. Some users use an advanced clipboard manager
that can view the history of copied data. Such clipboard managers also allow for the option
of ignoring copied data from selected applications. The password manager should mark the
data it inserts into the clipboard as confidential if the used system APIs allow it (such as
the NSPasteboard API used on the MacOS operating system) so that these applications
will not remember the copied data from the password manager.

2.2.4.4 Usability Difficulties

The password manager should, by default, set measures to protect user data as much as
possible. A theft can happen when a user leaves an unlocked computer in public place (e.g.,
in library) therefore, the application should automatically lock after certain time to prevent
this. The main elements of safety in terms of usability are the following:

e Automatic locking: the application should not hold any sensitive data in its memory
when locked. Unlocking is enabled, for example, by a PIN code or biometric login.

o Automatic logout: the application does not keep any data in memory, and at the
same time a master password and server-side authentication are required to unlock
it.

o Automatic clipboard deletion: after a certain time, the password manager should
delete the copied password from the clipboard.

All options should be configurable for each user, but should be alerted of possible danger
when changing the default settings.

2.2.5 Conclusion

Password managers differ in some parts, mainly in the environment in which they are used.
On the other hand, their basic functionality is similar across all of them. Advanced features,
such as password generators or a security indicator for already existing passwords, can
improve a user’s online behaviour. It is important that users are not exposed to additional
requirements that may prevent users from using the password manager.

2.3 Security

To provide secure data storage, password managers must comply with the latest security
recommendations. The field which studies information security and secure communication
is called cryptography, which applies mathematical techniques and implements them in
computer science to ensure better security or analyse potential threats, e.g., time to crack
encrypted data. While password managers store confidential data, they must use techniques
such as hashing and encrypting, to ensure users’ data security and validity. The usage of
these techniques does not provide protection right away, other measures must be imple-
mented, such as memory scrubbing, clipboard deletion, and automatic logout. In addition,

13



an user error must be eliminated by explaining potential threats and the need for secure
password usage and general secure behaviour on the Internet.

2.3.0.1 Database Security

Password managers should be designed so that the database owner will not be able to
view user data in an open format. This can be achieved in such a way that the key that
encrypts and decrypts user data is generated by the user’s client application and the data
are encrypted before they are sent to the server’s database.

2.3.0.2 Hash Functions

Hashing is the transformation of a string of characters into a fixed length value or key that
represents the original string.[23] The hash function must follow two properties, it must be
one-way, so it is impossible to retrieve the original value when given the hash, and it is
collision resistant, meaning that two different inputs cannot generate the same value.[18]

Hash functions, especially collision-resistant hash functions, are used for storing login pass-
words. When the password is hashed, the server owner or a potential hacker will not be
able to see the original password, and only hashes are compared when the user tries to
authenticate.

However, there is a way to retrieve the original value. Hackers may use a table of precom-
puted hashes, i.e., a rainbow table. A way to prevent a rainbow table attack is to modify,
usually append, the original value with random characters, usually called salt, which will
prevent the use of rainbow tables.

Recommendation of hash functions depends on the final usage and on the computer’s com-
putational power increase, e.g., MD-5, a widely used hash function, is not recommended
anymore. Several organisations publish a recommendation for the use of hash functions,
e.g., NIST recommends SHA-224 and higher for use within the federal government|[3]. This
could also be applied to password managers, as “military grade” security is expected.

2.3.0.3 Symmetric Encryption

It is a way to encrypt the original message with a key and decrypt the original value with
the same key. The password in symmetric encryption is the same for encryption and de-
cryption, where both the sender and the receiver need to share the password. Encryption
is used everywhere to support user security.

In password managers, the data stored in the database must be encrypted, as well as the
data transmission between the server and the client application.

As with hash functions, the recommendations for symmetric encryption changes if a poten-
tial threat is found or if the computational power increases, for example, a Data Encryption
Standard (DES), which was often used, is not recommended anymore, as it does not pro-
vide sufficient protection. In NIST guidelines[3] Advanced Encryption Standard (AES)[24]
replaced DES as a suit-full encryption standard.
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The widely used encryption is the Advanced Encryption Standard (AES)[24]. AES uses
128, 192, or 256-bit key size, the key length may be a security factor for several applications.

2.3.0.4 Asymmetric Encryption

Asymmetric key encryption helps solve the problem of symmetric key exchange. Instead
of one key (as a password) as in the symmetric encryption, two keys are used: private
and public. It is important to generate both keys, as they are in fact two passwords, each
working only in a single direction. The public key is then used to encrypt any data, and
the private key is used to decrypt the data or vice versa. Asymmetric-key algorithms are
used to provide identity, integrity, and source authentication for digital signature and to
establish cryptographic keying material using key agreement and key transport algorithms.
These algorithms tend to be much slower than symmetric key algorithms[3] Therefore, they
are not used for large data encryption, but can still play a role in the transport of the
symmetric key, for example, in the TSL/SSL protocol.[20]

2.3.0.5 Digital Signature

2.3.0.5.1 Message Authentication Code algorithm (MAC) A MAC algorithm
and a cryptographic key are used to generate a MAC that can be used to ensure data
integrity and source authentication. A MAC is a cryptographic checksum of the data that
can ensure that the data have not changed since it was either saved or transmitted.[3]

2.3.0.5.2 Hash-based Message Authentication Code (HMAC) A HMAC is
a standard MAC algorithm built with cryptographic hash functions in combination with
a secret key.[3]

2.3.0.6 Key Derivation Function (KDF)

A KDF is a cryptographic algorithm that derives one or more secret keys from an input
(e.g., a user password). User’s passwords should not be directly used as cryptographic
keys, therefore key derivation functions are used in password managers to get keys for vault
encryption and decryption.

2.3.0.6.1 Password-Based Key Derivation Function (PBKDF) PBKDF are KDFs
with iterative HMAC derivation to increase resistance to brute-force attacks, by increasing
the computational time requirement of password derivation. The PBKDF output string is
called the master password, which is used to encrypt and decrypt a user’s vault with stored

passwords.
mk‘ = PBKDF(PRpjc)(P, S, kLen),

where PRF is Pseudo-random Function, C' is fixed iteration count, P is password, S is salt,
kLen is length of the master key.[15]

2.3.0.6.2 HMAC-based Key derivation Function (HKDF) HKDF follows the
“extract-then-expand” paradigm, where the KDF logically consists of two modules. The
first stage takes the input keying material and “extracts” from it a fixed length pseudo-
random key K. The second stage “expands” the key K in several additional pseudorandom
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keys (the output of the KDF).[12]
okm = HKFD(ALG, KEY, L, info,S),

where ALG is used hashed function, K EY is input key, L is length of output, info is
optional context and application-specific information, S is salt, okm output keying material
(of L octets). Several vendors use HKDF to increase the entropy of an inserted key.

2.3.0.7 Random Bit Generation

Cryptography and security applications make extensive use of random numbers and random
bits. In cryptography, random values are needed to generate cryptographic keys.[3] It is gen-
erally impossible to generate truly random numbers, Pseudo-Random Number Generators
are used for this purpose, for even higher randomness with larger entropy Cryptographically
secure pseudo-random number generators are designed.

2.3.0.8 Conclusion

The security level determines the sensitivity of the data stored on the server. Password
managers should be as secure as possible, as the user stores very sensitive data on them.
It is necessary to ensure that all parts of the system are properly designed and that they
use only authenticated mechanisms for user authentication and data encryption. Hash
functions provide us with secure authentication of the logged-in user. Encryption converts
the data into unreadable form, and their reconfiguration is only possible on the basis of
the decryption key. Each mechanism has its weaknesses, and, for example, with the help
of a brute-force attack, the data can be read. Therefore, there are methods that can
significantly increase the computational complexity of such an attack. If these mechanisms
are used correctly, we can conclude that the system is safe.

2.3.1 Security and Usability
2.3.1.1 Security

Password managers, as any application that stores confidential data, should comply with
the latest security recommendations. Stored data should be encrypted with a proper cryp-
tographic function and except for local password managers, there is a need for a secure
authentication process, especially in cloud-based password managers.

There may also be a dispute over whether open-source password managers are more or
less secure than closed-source. Many may argue that a closed-source is better because
a potential attacker has a hard time analysing the inner functionality of the targeted pass-
word manager, but “security in obscurity” is not ideal and does not enhance overall security.
open-source password managers might be vulnerable to attacks, when a security issue is
noticed in the publicly available source code, on the other hand, independent researchers
and end users with appropriate knowledge can review any part of the code, making the
password manager more secure.

2.3.1.2 Usability

Every system is only as secure as its weakest point. This also applies to the user who uses
a password manager. Password managers may comply with the latest security recommen-
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dations, but the user has to use the password manager properly to fully ensure the entire
security.

The user interface must be attractive and convenient to the user, so there is no additional
burden to the user when using a password manager. Users may give up using a password
manager when the user interface is unappealing or complicated. At best, the password
manager should actively help the user, for example, with an easy password generator, pro-
vide UI pop-ups or notifications when filling out the registration form, and easy password
management, for example, when the user changes a password on a certain site, a box asking
for password change approval in the database is appreciated.

Another way to enhance user security is offering a check of already stored passwords and
their security with the recommendation of password change when any password is consid-
ered as weak or frequently used, i.e., is presented in common password lists.

2.3.2 Security Organizations

Several organisations act on cryptography and general security on the Internet. Organ-
isations can be state-sponsored or private. The following 3 known organisations can be
represented in terms of password security, and cryptography.

o The Open Web Application Security Project (OWASP) is a non-profit foundation
that works to improve software security.”

o The National Institute of Standards and Technology (NIST) is a physical science
laboratory and agency of the United States Department of Commerce.®

« The International Organisation for Standardisation (ISO) is an international standard-
setting body composed of representatives from various national standards organiza-
tions.”

These organisations make various recommendations in the papers they publish. Some im-
portant papers will be described below.

NIST in Special Publication 800-63B: Digital Identity Guidelines[7] adequately describe
how the verifying server should handle secrets and authentication and other security and
usability aspects of the process. Regarding the thesis topic, several recommendations can
be used in password managers’ security, e.g., the recommendation of Password-based Key
Derivation Function 2 (PBKDF2) and Balloon as suitable key derivation functions, since
key derivation functions (KDF) take a password, salt, and cost factor as inputs and gen-
erate a password hash and increase the cost of an attack. The recommendation of the
password format also appears, according to the paper, passwords shall be at least 8 char-
acters long, and the verifier should be allowed to choose maximum of at least 64 characters
long password. It is also recommended to avoid passwords obtained from previous breaches,
dictionary passwords, repetitive or sequential characters, context-specific words, such as the
name of the service, username, and similar. The paper also recommends normalisation of

"More about OWASP at: https://owasp.org
8More about NIST at https://www.nist.gov
9More about ISO at https://www.iso.org/
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Unicode characters before hashing if they are allowed to be used in passwords. An inter-
esting suggestion is the provision of guidance for the user, such as a strength meter for the
password’s security.

OWASP in Password Storage Cheat Sheet' recommends Argon2id, scrypt, berypt with
a work factor of 10 and PBKDF2, the same as NIST recommends, with a high iteration
count depending on the internal hashing algorithm.

Protection of sensitive information is described by OWASP in the OWASP Developer

Guide'! and Cryptographic Storage Cheat Sheet'?, and NIST in Special Publication 800-

175B Revision 1: Guideline for Using Cryptographic Standards in the Federal Government|[3].
It is recommended to use block-cipher algorithms, specifically AES[24] with a key of at least

128 bits, as a sustainable encryption algorithm.

Few guidelines are not specific, e.g., in an ISO/IEC 27001[11] specification follows “Password
management systems shall be interactive and shall ensure quality passwords.”. The concrete
implementation is up to the designer and the security level of the final system.

2.3.2.1 Conclusion

With increasing digitalisation, it is necessary to ensure system security. Security can be
viewed not only from the point of view of the security of stored and transmitted data, but
also from the point of view of usability. Even in the case of the safest system, human error
can occur, either due to ignorance of possible risks, but also an oversight can cause enough
damage. To make it easier to implement security, there are organisations that actively
monitor current threats, explore new security options, and issue security guidelines. Not all
recommendations apply to every system, but when working with sensitive data, the system
needs to be secured, those systems should meet the requirements of the organisations so
that they can reduce the impact in the event of data theft.

19 Available at: https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html.
Accessed on 2022-03-14.

1 Available at https://andrewwhite.gitbooks.io/owasp/content/03-Build/0x11-Cryptography.html.
Accessed on 2022-03-14.

12 Available at: https://cheatsheetseries.owasp.org/cheatsheets/Cryptographic_Storage_Cheat_Sheet.html.
Accessed on 2022-03-14.
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Chapter 3

Related work

Due to the current increase in password managers usage, several studies and articles have
already been published on this topic. They vary mainly in depth and view of the analysis,
but all share a similar main interest in usability and security issues. There is also a third
group of studies that tries to present other authentication mechanisms that could substitute
current password managers and provide solutions to problems which the current architec-
ture of password managers is not able to solve, e.g., automatically fulfilling the website’s
password policy, when a new password is generated.

3.1 Security

Oesch and Ruoti[17] have studied the security of 13 browser-based password managers.
The study shows a comparison of used encryption methods and resistance to known issues.
They declared that the password managers’ security had improved over the last 5 years, but
they expressed a few vulnerabilities that need to be handled. They also inspected the pass-
word generator options, analysed millions of passwords generated by password managers,
and reported issues with their results. In the future work section, they expressed a need
for better browser support for password manager extensions and an issue with a different
character set options in password generators, which could be standardized.

ISE researchers[10] studied 5 password managers that work on Windows 10. Their goal was
to analyse the security practises of inspected password managers. They studied password
managers in 3 states — not running (installed, but not opened after the last restart or shut-
down), running & unlocked and running & locked. Their goal was to find out if password
managers devalue memory and if passwords are visible after being typed or copied. They
also looked at keylogger and clipboard sniffing defences, which all of the tested password
managers succeeded in. They have found issues with memory scrubbing where passwords
were left in visible form in cache files. They also provided suggestions for several guarantees
which password managers should apply.

Luevanos et al.[13] have visited 3 open-source password managers - Passbolt, Padlock,
and Encryptr. They discuss the difference between open-source and closed-source pass-
word managers, e.g., open-source password managers have better testing possibilities and
modification, faster vulnerability fixes, but may lack security audits, when password man-
agers are backed by small teams or companies. In their work, they analyse security flaws
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and provide potential solutions. They also present their vision of an ideal password man-
ager. In this study from 2017, the authors exposed the vulnerabilities of clipboard sniffing
and keylogger attack in the Encryptr and Padlock password managers. Authors believe
that security should be prioritised over usability, especially that password managers should
demand strong master passwords to reduce their vulnerability to a brute-force attack. Fur-
thermore, they should better prevent keylogger and clipboard sniffing attacks.

Gray et al.[8] have studied the security of several password managers. They have found that
KeePass and RoboForm store the master password in readable form in system page files
when a low amount of RAM is provided. KeePass also does not require master password
input before database export, which can lead to the possible misuse of an attacker if control
of the device is acquired.

3.2 Usability and Alternatives

Stobert et al.[25] had introduced a new password manager in their study, which would offer
better usability than existing solutions. By creating an API that would stand between
the user and the website, rather than extend user options. Their proposal had the same
security benefits as traditional password managers by using strong encryption algorithms
AES-256 and the PBKDF?2 key derivation function and, at the same time, providing better
usability. Their prototype in the form of the Google Chrome extension has shown positive
user acceptance, but the authors faced the challenge of convincing existing websites to im-
plement the provided API, so users can embrace every feature that the proposed password
manager provides.

Fagan et al.[5] concluded a survey to investigate questions about the adoption and usability
of password managers and the emotional response to the password manager of each par-
ticipant. The responses to their survey were divided accordingly by type of respondents to
password manager users and non-users and performed comparative analysis. Their findings
concluded the following:

1. Password manager users have higher computer knowledge and computer security abil-
ity,

2. Password manager users find password managers more useful, convenient, and secure,

3. Non-password manager users mention possible security and usability issues of pass-
word managers as the main reason for not using a password manager,

4. Password manager users feel more secure when using a password manager to log in
to a website

They concluded that there may be a lack of knowledge of password managers’ theory. The
explanation of the inner workings of the password manager may help improve adoption.

3.3 Conclusion

There is a lot of research on password managers, it contributes to the security of password
managers. The researchers looked at password managers from different perspectives, from
the used security, where they pointed out possible or existing security issues, but also from
the point of view of usability, where they tried to find out what discourages users from using
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password managers. Authentication with passwords is not ideal, especially when other
options, such as single sign-on or magic link, are available. But everything has downsides
and upsides, and passwords will still be around. The following chapters will look at the
most used password managers, the goal is to find out which features may be considered as
important and which should be in the ideal password manager.
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Chapter 4

Comparison of Popular Password
Managers

In previous chapters, we described general password managers’ features and additional func-
tions. General security techniques were also introduced. This chapter inspects currently
popular password managers on the market. The following password managers: LastPass,
Dashlane, 1Password, RoboForm 8 Everywhere, Sticky Password and Bitwarden as can-
didates for cloud-based password managers and Google Chrome, Mozilla Firefox, Opera,
Microsoft Edge and Apple Safari as candidates for browser-based password managers. The
selection was based on the user count for cloud-based and on the assumption that most
users come across with browser-based password managers as they are built-in.

The analysis should create an overview of operating system and browser support, a table
of free and paid features, default settings, description of security for authentication (e.g.,
hash functions), and data security (e.g., encryption and default settings) for cloud-based
password managers. And upsides and downsides for browser-based password managers.

During the time of testing', new updates of the selected password managers and browsers
were introduced regularly, therefore the support of the operating system, available features,
default settings, security, user count, and pricing may be different in the future.

4.1 Cloud-based Password Managers

Cloud password managers typically provide a browser extension, a standalone app, and
a mobile application. Extensions are usually limited in most cases since their focus is on
capturing and filling passwords in web browsers. Therefore, standalone desktop applica-
tions are also provided for better vault management. The main feature of cloud-based
password managers is the ease of synchronisation across all devices, therefore, they should
be available on all major desktop and mobile operating systems. The possibility of mul-
tiplatform support comes with complications, as some operating systems or browsers may
require the usage of native APIs, e.g., to ensure security on mobile devices. Most of them
have a free version for personal use, but also provide paid plans with extra features. They
also focus on enterprise customers with business plans which provide further customisation
and management options. This will also present additional information in the description

'From 09/2020 to 05/2022
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of each chosen password manager.

The following table shows the support across different browsers”:

Browser extensions
Password | Google Mozilla Opera Microsoft Safari Tor
Manager | Chrome Firefox Edge
LastPass yes yes yes yes yes no
Dashlane yes yes no yes yes no
1Password yes yes no yes yes no
Roboform yes yes no yes yes no
Sticky
Password yes yes yes yes yes no
Bitwarden yes yes yes yes yes yes

The following table shows the support across Windows, MacOS, Linux, iOS, and Android
operating systems:

Native desktop and mobile applications
P d
ASSWor Windows MacOS Linux iOS Android

Manager
LastPass no yes no yes yes
Dashlane yes yes no yes yes
1Password yes yes yes yes yes
Roboform yes yes yes yes yes
Sticky

yes yes no yes yes
Password
Bitwarden yes yes yes yes yes

4.1.1 Features

Password managers in this category share several main features: multiplatform support
and multidevice synchronisation, autofill with the browser extension, password generator.
Aditionally, they do not only store passwords, but also provide a solution to store credit
card numbers and other documents, notes, or files in secure storage, TOTP (Time-based
One-time Password), and more. Many cloud-based password managers provide a “password
health-check” (also called Vault Health Reports), informing the user how secure the pass-
word is or if the account was found in some leaked database, which went public. Some of
them support multifactor authentication (MFA), but for advanced MFA such as hardware
authentication, a paid version is needed in many cases.

2The table shows the support according to password managers providers, even though in most cases the
extension support is dependent on used web browser’s engine.
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The following two tables compare the availability of the main features of each password

manager:

Features

Password Autofill Password | Device | Password| Breach Health

Manager generator sync sharing check check

LastPass free free free free paid paid

Dashlane free free paid free paid paid

1Password paid paid paid paid paid paid

Roboform free free paid paid none free

Sticky free free paid paid none free

Password

Bitwarden free free free paid none paid
Features

Password File Software | Hardware | Other items | Custom TOTP

Manager | storage MFA MFA (e.g., IDs) fields

LastPass ( 1p 2%) free paid free free paid?

Dashlane none free paid free none none

1Password (1 EagB) paid paid paid paid paid

Roboform none free none free none none

Sticky

Password none free none free none none

Bitwarden paid free paid free free paid

All tested password managers provide a password generator option. General customisation
(lowercase, uppercase, numbers, symbol options) is mostly the same across all password
managers, but they vary in a few characteristics such as minimum and maximum length
and special character set. The length is not crucial. On the other hand, a special character
set is more critical since different sites may enforce different password policies with special
symbols, therefore the customisation of the special character set is highly appreciated.

3Feature available only for business plans
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4.1.2 Security

Cloud password managers generally use similar security features. The following table shows
the database encryption standard and the key-derivation function for authentication.

Security

. Key Derivation
Password Manager Database Encryption Function
LastPass? AES-256 PBKDF2-SHA-256

Argon2 or
5 -

Dashlane AES-256 PBKDF2-SHA?
1Password® AES-256 PBKDF2-HMAC-SHA256
Roboform?” AES-256 PBKDF2-SHA-256
StickyPassword® AES-256 PBKDF2
Bitwarden? AES-256 PBKDF2-SHA-256

4.1.3 Candidates of Cloud-based Password Managers
4.1.3.1 LastPass'’

LastPass is used by 25.6 million users and 70 000 companies. For better usability, LastPass
offers “How It Works” a site that provides a simplified guide on how to download, create,
account, add an existing user password, generate, and save a new password. Interestingly,
a master password does not require a special character, making it easier to remember, but
less secure.

Pricing of LastPass:

e Personal
— Free
— Premium: $3.00/month
— Families (max. 6 users): $4.00/month

» DBusiness
— Teams: $4.00/user/month
— Business: $6.00/user/month

The free plan limits multidevice synchronisation to one device type (computer or mobile)
and does not provide password health checks, which can be considered a downside.

“http://www.lastpass.com/enterprise/security
"http://www.dashlane.com/download/Dashlane_SecurityWhitePaper_November2020.pdf
Shttp://support.ipassword.com/1password-security/
"https://help.roboform.com/hc/en-us/articles/115003926191-RoboForm-for-Business-Security-

Overview
8https://www.stickypassword.com/downloads/Sticky_Password_Security_WhitePaper.pdf?v=3
“https://bitwarden.com/images/resources/security-white-paper-download.pdf
Yhttps://www.lastpass.com
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4.1.3.2 Dashlane'!

Dashlane is used by more than 14 million users and 18 000 companies. Dashlane offers
“How It Works” a site with standard password manager information and a simple how-to-
use guide.

Pricing of Dashlane:

e Personal
— Free
— Premium: $6.49/month
— Families (max. 6 users): $8.99/month

o DBusiness
— Teams: $5.00/user/month
— Business: $8.00/user/month

The free option limits the storage of max 50 passwords and 1 device. Premium and Family
option offers unlimited storage and devices, plus a VPN in the plan.

4.1.3.3 1Password'?

1Password is used by more than 15 million users and 75 000 companies. 1Password opens
a video on how to use a guide after the first login into the extension.

Pricing of 1Password:

e Personal
— Standard Account: $2.99/month
— Family Account (max. 5 users): $4.99/month

o Business
— Teams (max. 10 users): $19.95/month
— Business: $7.99/user/month

1Password does not offer a free plan, therefore it may not be appealing for first-time pass-
word manager users.

4.1.3.4 RoboForm'®

RoboForm opens the site with a detailed online tutorial.

RoboForm pricing;:
e Personal

— Free
— Premium: $23.88/year
— Family (max. 5 users): $47.75/year

» DBusiness
— RoboForm for Business: $39.95/user/year

Yhttps://www.dashlane.com
2https://1password.com
Bhttps://www.roboform.com
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Free plan does not provide device synchronisation and two-factor authentication. A list of
other features is available on RoboForm’s website.

4.1.3.5 Sticky Password'’

Sticky Password is used by more than 2 million users.

Sticky Password pricing:
e Personal
— Free
— Premium: $29.99/year or $199.99/lifetime

o Teams
— Premium for Teams: $29.99/user/year

Key feature of Sticky Password is the possibility of using the password manager on USB
devices with Windows OS as a local password manager, which may be appreciated by
security-orientated users. A major downside is that the free account does not include
device synchronisation, which may be a limitation for many users. A list of other features
is available on the Sticky Password’s website.

4.1.3.6 Bitwarden'®

Bitwarden is an open-sourced password manager, used by millions of individuals and busi-
nesses.

On its website, they provide a “Getting Started” page explaining the steps to create
a user account and a detailed description on how to use its products. The basic steps
are self-explanatory and similar across all other password managers, but users may also
find a guide for the self-hosting option if they choose so.

Bitwarden pricing:
e Personal
* Individual
— Basic Free Account
— Premium Account: $1/month

* Sharing
— Free 2-Person Organization
— Family Organisation (max. 6 users): $3.33/month
o DBusiness
— Teams Organisation: $3/user/month
— Enterprise Organisation: $5/user/month

Basic Free Account is sufficient for the average user, but certain features which can be
considered crucial are available only in Premium account, e.g., a Vault Health Reports,
and hardware Multifactor Authentication (YubiKey, etc.). Since this thesis focusses mainly
on password managers used by the average user, a complete table of available features for
each plan, including the enterprise, can be found on Bitwarden’s website and will not be
discussed in this topic.

Mnttps://www.stickypassword.com
Yhttps://bitwarden.com/
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4.2 Browser-based Password Managers

Every browser offers an internal password manager. For end-users, this is usually the first
password manager with which they come in hand, since all popular browsers have the built-
in password manager enabled by default. This does increase the overall password managers’
users, but it does not increase the security or improve the user’s security behaviour. On the
other hand, a browser-based password manager is quite limited compared to the features
provided by cloud password managers. As the main focus is on managing passwords typed
on websites, users may face an issue if they want to store credentials that are not bound
to any website, or to store additional information for the login process, such as answers
to security questions. Browser-based password managers work without the need for an
account, but the user can synchronise and backup their passwords when they log in with
an account specific to the browser.

Security aspects of Browser-based Password Managers are well described in a paper “That
Was Then, This Is Now” by Sean Oesch and Scott Ruoti[17]. In their paper, a “Table
6: Overview of Password Vault Encryption” shows that passwords are stored in .sqlite
database, or in .json format. System browsers (Edge and Internet Explorer for Windows,
Safari for MacOS) rely on the operating system to handle password storage by using native
options: Windows Vault for Windows, MacOS Keychain for MacOS. Encryption is provided
by the operating system in most cases. Only Firefox handles encryption on its own with
3DES and uses SHA-1 as a KDF function.

Passwords stored with browsers’ password management are commonly targeted by malware,
e.g., a recent report by AhnLab ASEC'® shows that the autofill option was misused to steal
user’s stored credentials.

4.2.1 Candidates of Browser-based Password Manager
4.2.1.1 Google Chrome

Google Chrome password manager can be analysed in two stages, with and without
a Google account.

e With Google account and synchronisation on: the behaviour is similar, with the
exception that the user has the option to generate a password by using the “suggest
password” option. All passwords are then synchronised within the Google account.

o Without Google account: the browser automatically offers the user to save a password
when filling out a registration or website log-in form. In browser settings, the user
can manage saved passwords and is also warned if it is using a weak password or the
account has been compromised.

4.2.1.2 Mozilla Firefox

Morzilla Firefox browser offers a password generator without the need for an account. Mozilla
company also offers an iOS and Android application to synchronise passwords between the
Firefox browser and the mobile device using Mozilla’s account. Firefox offers “Firefox

https://asec.ahnlab.com/en/29885/
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Monitor” a feature to users with an account, which checks the user’s emails against a list
of known security breaches and informs the user if their email has been comprised.

4.2.1.3 Opera

Opera browser offers a password generator without an account. One downside is that
password synchronisation is limited only to the Opera browser using an account.

4.2.1.4 Microsoft Edge

Without an account, Microsoft Edge offers to save passwords, but does not provide
a password generation with is enabled, when the user is logged into a Microsoft account.
Microsoft Edge lacks a health-check feature.

4.2.1.5 Apple Safari

Safari browser is available only on MacOS and iOS. The password manager is provided
by a system application called Keychain. When the user is registering on a new site,
a suggested stored password is offered to the user. All passwords can be seen in the Safari
settings window, protected by a computer’s login password. If the password for a certain
login item is weak or reused, the user is presented with a warning.

4.3 Conclusion

Password managers from cloud category do not have big differences, most of them use the
same security and support most browsers and operating systems. Differences occur in the
offered advanced features and in the source code availability and monetisation. The question
arises whether unpaid password managers are less secure, but according to the table of used
security mechanisms, this is not true. I just would like to emphasise that some password
managers support hardware key security, which can be considered an important security
feature. The key advantage of password managers in a browser is that they can be used
without an account, but with various restrictions. Using a given browser account allows
additional features to get closer to cloud category password managers. Overall, browsers’
password managers may be enough for the average user.
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Chapter 5

Pre-implementation Testing

Password managers’ user base is still growing, but its features and design are changing with
each version[6]. To find out how average user setups and uses a password manager, a direct
observation test is concluded, the results will be used in determining an ideal password
manager and later in the implementation of a custom password manager.

5.1 Direct Observation Test

The direct observation test was conducted with a person, who has no professional technical
skills and does not use an external password manager, but is a daily Internet user. The
chosen password manager was a LastPass extension (version 4.62.0) for the Google Chrome
browser. The participant will be provided with the following tasks:

e Create a LastPass account

e Download an extension

e Login into LastPass extension

o Create an account on a test site and save newly created credentials into LastPass (the
password is chosen by the tested user)

e Login to the site by using an autofill feature

e Change password to a generated one from a password manager

o Express feelings about using a password manager

The goal of this test was to actively observe the possible issues that could occur when
setting up a password manager. The findings are summarised in the following chapter.

5.2 Results of Direct Observation Test

5.2.1 Direct Observation Test Procedure

The participant had difficulty with orientation on the LastPass site, but proceeded without
any bigger problems after a Get LastPass Free button was noticed. Interestingly, the test
user did not visit the “How it works” page. Creating an account was straightforward as
the registration form followed standard requirements. To my concern, the Master Password
requirements are quite low with only the following conditions being required:

e 12 characters long
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e At least one number
o At least one lowercase letter
e At least one uppercase letter

I would expect a special character requirement to enhance master password security.
A useful hint was provided when the user was actively notified when the corresponding
requirement was met. After creating an account, the user was redirected to the Chrome
web store, where the LastPass extension was offered to download. Adding the extension
followed the standard procedure. Interestingly, the user had been automatically logged in
with the credentials created on the LastPass site, which means that LastPass was keeping
an active session, checking if the extension was added, and placing a lower burden on the
user.

Creating an account on a test site, the test was carried out without any problems, where
LastPass automatically offered to generate a new password while filling in the registration
form. The password manager feature was available by clicking on a dark grey icon, which
can be considered indistinct. The tester missed the password auto-generator function on
the first attempt, as no active indication was provided. After submitting the form, the
LastPass extension actively offered a dialogue suggesting adding credentials to the password
manager’s vault. During the login procedure, the user eventually noticed the dark grey icon
feature, which automatically filled in the stored credentials. After changing the password,
the LastPass extension offered to update the password as expected.

5.2.2 User’s Self Evaluation

The test user felt unsure during orientation on the LastPass site, which could have been
caused by not being a native English speaker, but has expressed a positive feeling about
the important options (in this case, Get LastPass Free) being highlighted. After adding the
extension, the user was unsure what to expect, but this could have been caused by skipping
the usage example page. The user was generally concerned with downloading an unknown
extension. However, the user was quite satisfied and would be willing to continue using the
extension even after finishing the test.

5.2.3 Conclusion

In summary, the user was able to register and download a password manager. LastPass
provides a How It Works section on its website, but the user was straightforward in cre-
ating the account and no usage tutorial was offered after signing up, which could prevent
the initial confusion of features provided by the password manager. By my understanding,
the user would not look for an external password manager without a known person’s rec-
ommendation.

Based on the observed behaviour, I would add the requirement “tutorial” that the user
must complete before using the password manager. To improve overall security, a special
character would be appreciated as a required character when creating the account and
choosing the master password.
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Chapter 6

Ideal Password Manager

Describing the ideal password manager is not an easy task. Considering that not everyone
is technically based, it is important that the ideal password manager is easy to use for
all users. In addition to storing passwords, the password manager should increase the
overall security of user behaviour. Here, we come to the problem where security stands
against usability. Therefore, it is necessary to find a balance between security and usability
requirements when implementing a password manager. This can also be achieved with
customisation options. Some security features, such as automatic logout, may be left for
the user to modify or to disable, but it is preferred to enable these security features by
default and warn the user of possible consequences and security downgrades when turned
off.

6.1 Features

The ideal password manager client application should run on all commonly used platforms.
In the best case, the features described in the chapter on basic functionality should be
available. Basic features include the easy addition of a new password and further view-
ing, searching, editing, and deleting of existing passwords. In addition, it should provide
a tutorial on how to use the password manager. The user should be able to synchronise
their passwords, as today’s typical user uses multiple devices. Another necessary feature
should be a password generator with the ability to modify required parameters such as
length, lowercase and uppercase letters, numbers, and special characters. Since most users
use passwords mainly on websites, it is required that the ideal password manager offers the
extension for the most popular browsers to make it easier to enter passwords on websites.

6.2 Usability

Users avoid trying new things, especially older users, who fear being scammed, especially
with login credentials with which they can access systems containing private information.
Therefore, it is important to properly explain how the password manager works and what
benefits it brings. From a usability point of view, a password manager must minimise
the burden on its users. Users mainly use login credentials on web browsers. Therefore,
a browser extension should automatically prompt the user to save, input, and generate new
passwords when creating a new account. Ul elements can help the user to remind that the
password manager is installed. The user must feel better when saving the credentials to the
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password manager than when writing the email and password down on a piece of paper.
The user also needs to synchronise all passwords across all devices they use, regardless of
the operating system or browser.

6.3 Security

When the passwords are stored on the central server, the master password must be properly
hashed, so no one can view or crack the original password. Therefore, the use of appropriate
hash functions such as SHA-256 and other techniques such as salting is important. The
entire user’s vault needs to be encrypted with an advanced cryptic algorithm, such as AES
with a key of at least 128 bits long, which is derived from the master password.

Other security features must be implemented, such as memory scrubbing, keylogger
detection, and automatic lock or logout.
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Chapter 7

Implementation of Password
Manager

This chapter describes an implementation of a custom password manager. Previous chapters
describe the best security practices for programming passwords storage, and the overall
security features of password managers, including UX elements that provide additional
security (e.g., automatic logout, etc.). Based on the acquired knowledge, I identified the
important functions in “ideal password manager” section. This gave me the necessary
knowledge and resources to design and implement my own multiplatform password manager.

7.1 Problem

As in any other project, we need to define the problem to which we want to provide solution.
Nowadays, users need to remember a lot of passwords and, at the same time, each password
should be secure (in terms of used characters, length, uniqueness) to ensure better security
of the corresponding account, as shown in figure: 7.1. It is not possible to remember all
the passwords which may result in lowering the password strength, or add up to passwords
reuse, which both decreases the account’s security. The user also needs to be aware of
possible dangers on the Internet, such as phishing attacks, etc.

Broswer

Types corresponding login credentials

Figure 7.1: Scheme of the problem: Remembering all passwords
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7.2 Solution

The solution to the problem is to provide a secure storage for all user’s passwords, as shown
in figure: 7.2. Possibly with options to generate a new secure and unique password and to
fill the stored passwords on to the corresponding websites. The user needs to remember
only one password, under which all other login credentials will be encrypted. It is also
required to provide vault synchronization across all the devices that the user has.

-

 —)

Key 1

@ (o)

Key 2

2, P _Unlocks Fills login credentials _
Master
User Password Key 3

 ——
\ Key N /

Password Manager

Figure 7.2: Scheme of the solution: Using password manager

7.3 Implementation

The project includes desktop application, browser extension and server. Desktop appli-
cation will offer key features described in the previous sections. The application will
run on Linux, MacOS, and Windows operating systems. The extension will be avail-
able for browsers running on the Chromium browser engine. Server will be available as
a Docker container.

7.3.1 Application

To easily create a cross-platform (Linux, Windows, MacOS) password manager, I decided
to use the Electron' framework, which is an open-source software framework for creating
cross-platform applications from GitHub. It offers development tools for building applica-
tions across operating systems and allows user interface development using HTML, CSS,
and JavaScript. To create the front-end (UI) part of the application, I used the React”
framework, which makes it easier to create user interfaces (using HTML, CSS, and JS) and
is compatible with the Electron framework. The application can use node packages, which
helped me to create necessary features.

"https://www.electronjs.org/
’https://reactjs.org/
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Important packages list:

« @material-ui’: provides Material-UI elements

e axios’: provides HTTP client functions

« electron-store”: provides persistent data storage for Electron applications
« crypto’: node library providing cryptographic functions

e js-crypto-hkdf”: external library providing HKDF function

e sqlite3®: provides native connector for sqlite3 database

o ws’: provides WebSocket server functions

7.3.2 Extension

The extension in Chromium'" browsers acts like a web page. I used the React!' framework
with @material-ui package to provide equal Ul as the electron application has. The Chrome
API'? is used to fill in the login details on the website. The API provides access to infor-
mation about the currently opened website in the browser and options to manipulate with
the page. The extension depends on the application, the user must have the application
installed to be able to use it. The extension communicates with the application, which
passes and processes the password records. Communication takes place via a WebSocket
server.

7.3.3 Server

The server is implemented as a node application. To make it easier to set up and turn
on the server, a docker-compose'? file is provided to create a Docker container, which sets
up a required MySQL database and the node server that works with the database. The
scheme of the communication is introduced in figure: 7.3. The server provides an API for
registration, login, and manipulation of stored user’s records.

The implemented Docker container provides the user option to easily run and modify the
server (e.g.,; PORT, database credentials, etc.) on their own device. The option is avail-
able for more technically proficient users who care about the increased security of their data
stored in the password manager.

Important packages list:

o sequelize'’: provides ORM (Object-Relational Mapping) for MySQL and other databases.

e express'”: provides web framework functions

3https://mui.com/
‘https://github.com/axios/axios
Shttps://github.com/sindresorhus/electron-store
Shttps://nodejs.org/api/crypto.html
"https://github.com/junkurihara/jscu
8https://github.com/TryGhost/node-sqlite3
https://github.com/websockets/ws
Yhttps://www.chromium.org/
Hhttps://reactjs.org/
2https://developer.chrome.com/docs/extensions/reference/
Bhttps://docs.docker.com/compose/
“https://github.com/sequelize/sequelize
Yhttps://github.com/expressjs/express

36


https://mui.com/
https://github.com/axios/axios
https://github.com/sindresorhus/electron-store
https://nodejs.org/api/crypto.html
https://github.com/junkurihara/jscu
https://github.com/TryGhost/node-sqlite3
https://github.com/websockets/ws
https://www.chromium.org/
https://reactjs.org/
https://developer.chrome.com/docs/extensions/reference/
https://docs.docker.com/compose/
https://github.com/sequelize/sequelize
https://github.com/expressjs/express

e mysql2'%: provides MySQL drivers

4 N

Database

docker PORT: 3306

Server . docker PORT: 8080 »le external PORT: 6868 > Application

Dacker container

Figure 7.3: Communication among parts of the project

The user must first register in the registration window in the application, this will create
security keys for database encryption and authorization. Decryption and encryption is
possible only in the application. The server stores only the user’s name, email, and hash
passwords used to verify the login.

7.3.4 Communication

The figure: 7.4 shows a simplified communication between the individual parts of the project
and interactions by the user. The user can register, log in and manage passwords in the
application. User browses the web pages and fills in the passwords for the current website
with a help of the extension, which also allows passwords management. The browser and
the extension communicate using the Chrome API. The application communicates with the
extension using a WebSocket server. Communication between the server and the application
is provided via HTTPS requests (with SSL security). The server communicates with the
database using a sequilize library.

Ynttps://github.com/sidorares/node-mysql2
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Figure 7.4: Communication among parts of the project

7.3.5 Developement

For system versioning, I used a GitHub repository. Source codes for all project parts are
available on following URLs:

e Application: https://github.com/hader00/password-manager-dev
o Extension: https://github.com/hader00/password-manager-extension-dev
e Server: https://github.com/hader00/password-manager-app-server

7.4 Required Security

Security needs to be considered both from an authentication perspective and from a secure
data storage.

Authentication is the process of verifying that the authenticated person is the person whom
he or she claims to be. This process is verified using the login name, in our case, email
address and password. The password is the most critical point, as it is used to obtain the
key to decrypt the database. Using the hash function, the password can be stored on the
server so that the server owner cannot obtain the password in cleartext form.

The user who registers, chooses an email address and a password for the account. The
scheme of the registration process is illustrated in figure: 7.5. The password is normalised
in the case that the user chooses other characters than ASCII. A master password is gener-
ated from the password in the client part using the PBKDF2-SHA512 function with 100,000
iterations. This hash is sent along with the email to the server, where the PBKDF2-SHA512
function with 100,000 iterations will be used again with a custom salt. The email and the
resulting hash are stored in the database, and the user is assigned an identification number
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under which the individual user data will be stored. Additionally, a symmetric key and an
initialisation vector (IV) are generated with a random generator function on the client side.
These keys are then used to decrypt the database. An encryption key is generated from the
password and email using HKDF-SHA512. The symmetric key is then encrypted with the
client’s encryption key, and the encrypted symmetric key with IV is also sent to the server.

Login has a similar security process as registration. The scheme is illustrated in figure:
7.6. the user enters an email and password, a master password hash is created in the client
part, and this information is sent to the server, which retrieves the hash and compares it
with the already stored login credential in the server if it finds valid, the user’s database,
encrypted symmetric key, and IV are sent back to the client application. Encryption and
decryption occur only on the client’s part, thus preventing the misuse of data stored on the
server.

Both figures: 7.5 and 7.6, were inspired by documents Security Whitepaper|[2] from Bitwar-
den'” and Technical Whitepaper[1] from LastPass'®.

https://bitwarden.com/
Bhttps://www.lastpass.com/
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7.5 UI/UX

The user interface (UI) and user experience (UX) play a big role in application usage. The
application consists of individual views that offer the options to manipulate stored pass-
words. The arrangement of the individual views is designed, so that the user can navigate
in the application as easily as possible. Registration (figure: 7.8) and Login (figure: 7.7)
view are standard, with fields for name, surname, email, and the master password. After
a successful registration or login, the user is presented with a list of password items (figure:
7.9), which includes a field for search and option for viewing, and editing of individual
passwords. View providing options for adding new passwords (figure: 7.10) is accessi-
ble using the “+4” button or keyboard shortcut. In password editing view, user can find
a password generator (figure: 7.11) option. The application provides account view (figure:
7.12), which is accessible by the application’s top bar menu. The extension also provides
similar views as the application, with an additional field in the passwords view, where it
presents a password item attached to the website the user is currently on for easier and
faster password filling.

The application can be used in two modes:

e Local: the password database is stored locally on the computer in .sqlite format
e Remote: the password database is stored on a remote server, which can be:
— Default: the password database is on the default server, running at:
https://password-manager-mysql.herokuapp.com
— Custom: the password database is stored on a user-created Docker server that
can run locally on a PC or on other server

7.5.1 Local mode

To wuse the local database, the user must create the database first, by clicking
LOCAL REGISTRATION button to display local registration window. The password
needs to fulfil required parameters. After clicking on CREATE DATABASE button the

database will be created in default APP_DATA directory, according to operating system:

o Linux: ~/.config/Simple Password Manager
o MacOS: ~/Library/Application Support/Simple Password Manager

o Windows: C:\Users\%USER_NAME%\AppData\Roaming\Simple Password Man-
ager

The user can choose a different path where to store the database by using Custom Location
switch and selecting the path in the dialog that appears.

After a successful creation of a local database, a window with an empty password list will
appear.

7.5.2 Remote mode
7.5.2.1 Default server

The default server runs at https://password-manager-mysql.herokuapp.com. The database
will be stored on this server if the user registers an account using the CREATE ACCOUNT
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button. In the registration window, user needs to fill required information and by clicking
REGISTER button, the registration process will start. The application will automatically
log in the user on successful registration and display windows with an empty list of pass-
words.

7.5.2.2 Custom Docker server

The Docker server must be started according to the instructions in the repository. Default
server port is 6868, but the user can change it. The registration is similar as in the previous
section, only during registration the user must enter the server address using the Custom
Server switch. The default address is: http://localhost:6868. The same server must be
specified when logging in.

7.5.3 Application features
7.5.3.1 Add password record

Using the + button in the passwords list window, or by using keyboard shortcut Ctrl +
N (Windows, Linux) or CMD + N (MacOS) will open a window allowing the user to add
a new password. The password record can contain the following elements:

o Title - password record name (required field)

e Username - username or email password entry

o Password - user password

e Description - description of the password record
e URL - the address of the password record

After filling the fields and clicking on SAVE button, the password record will be saved and
added to the list of password records.

7.5.3.2 View password record

In case, the user wants only to view a password. The password view window can be opened
using the VIEW button for each password in the list window. The opened window does
not allow editing the record, only displaying and copying.

7.5.3.3 Edit password entry

The password editing window can be opened by using the EDIT button by each password
in the password list window, or by using Pencil icon in the password view window. The
opened window allows editing individual fields of the password, option to save changes and
to delete the password.

7.5.3.4 Delete password entry

The password entry can be deleted by using Trash icon in the password edit window, or
by using the keyboard shortcut Ctrl + Backspace (Windows, Linux) or CMD + Backspace
(MacOS). After clicking on the button or using the keyboard shortcut, a pop-up window
will appear, where the user must confirm the deletion.
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7.5.3.5 Open password’s website

To open password’s website in the default browser, the user can use VISIT PAGE button.
This feature is useful when the user is viewing passwords in the application and not in the
extension.

7.5.3.6 Generate password

It is possible to generate a random password in editing password windows. The user can
choose password requirements to include special characters, numbers, lowercase letters,
uppercase letters, and password length. Clicking on the GENERATE PASSWORD button

will generate a new password accordingly to the selected requirements.

7.5.3.7 Copy password

Using the Copy icon in the password view window or in the password editing window,
the password will be copied to the system clipboard. The password will be deleted from
the clipboard after a certain time, more information on automatic deletion can be found in
the following paragraph.

7.5.4 Advanced application features
7.5.4.1 Account management

In the top panel of the application, the user can find a User section and the Account
Settings option, which will open an account management window. Here, the user can choose
the time after which the application will be automatically log out. And the time after
which the password copied from the application or from the extension will be removed from
clipboard. These settings are application-specific. The default time for automatic logout
is 5 minutes, the default time for automatic clipboard deletion is 10 seconds. The user can
also find Clear app data option in the User section of the panel, which will clear all data
stored for the application.

7.5.4.2 Automatic logout

After logging in, the countdown will start (the time is given by the value Vault Timeout,
which can be found in the user account window). The countdown will reset when the user
is actively using the application, specifically when adding, viewing, or editing a password
record. Logging off the main application also logs off the user from the extension.

7.5.4.3 Automatic clipboard deletion

After copying the password using the copy buttons, the countdown will start (the time
is given by the value Clear Clipboard, which can be found in the user account window).
To delete a password from the clipboard, the application needs to be active and in the
foreground, in case of inactivity, the password from clipboard will be deleted as soon as
the application or extension is in the foreground again. This shortcoming is due to the
limitations of the technologies used for development.
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7.5.4.4 Export and import password records

In the top panel of the application, user can find Items section and two options: Ezport
Passwords and Import Passwords. The export option prompts the user for input credentials
and allows him to select a folder to store the exported database, which will have the
name: % YEAR_MONTH DAY _ HOUR_MIN_SECY%.tsv. This file can be imported (for
example to a second account) using the import database button.

7.5.5 Extension features

The extension offers the same features as the application. It offers some extra features to
make it easier to work with the website.

7.5.5.1 Fill in the password record

The user can find a FILL CREDENTIALS button in the password view window, which
when pressed, fills in the data of the displayed password on the currently open web page.

7.5.5.2 Fill for the currently open web page

In the passwords list window, user can find another list called Current website. This list
displays the records for the currently open web page with the FILL button, which fills in
the saved login details, when the button is clicked. This feature speeds up your password
manager.
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7.6 Testing

The goal of testing is to determine whether the implemented functions are sufficient and
meet the expectations of potential users. The application was continuously tested during
development on multiple operating systems, by my friends and colleagues.

The testing proceeded as follows: the user has installed the application and browser exten-
sion. When the new version was released, the user installed them again.

During the first test, the user is introduced to the functions and to account creation.
The testers will work with those accounts during further tests. The aim of the first test
was to find out whether the registration and login is sufficiently clear. There were no com-
plications.

The second test is to add credentials to services that the user uses regularly. Because some
testers already use other password managers, they would prefer to import existing vaults
from other password managers. However, this functionality is complicated to implement
because different password managers have their own schemes for password export. There-
fore, a function would have to be created for each existing password manager to properly
import passwords. This feature could be added at a later stage of the application develop-
ment. In any case, users had no problem adding new items to the tested password manager.

The third test was about the browser add-on. The add-on requires that the main applica-
tion be turned on. This requirement was not understood by some testers, but if the user
chooses to store passwords locally, it is technically necessary for the add-on to communicate
with an application that works with the local database. In this test, a tester recommended
an option for the user to fill in the password more easily if he or she is on a page for which
there are login details. I took this into account and added the feature by introducing an-
other field in the password list view.

The fourth test focused on generating new passwords. Complications, in the form of Ul
bugs, occurred during the first version of the application and have been resolved in the
next version of the application. Here, it was recommended to implement further advanced
settings, where the user could choose the minimum and maximum of each category (special
characters, numbers, lowercase and uppercase letters).

During the tests, few bugs were found that have been corrected. The testers appreciated
the simple user interface and the ease of use of the application. Those who already use
a password manager would appreciate an add-on that would run on other browsers and
a mobile application for easy synchronisation.
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7.7 Limitations

The implemented password manager meets the basic requirements in terms of security and
usability. This is not a full-fledged password manager. Other features such as password
strength check, database check, passwords import, and other items could be implemented
in next versions of the password manager. From the point of view of usability, it would be
appropriate to implement add-ons for other popular browsers, such as Mozilla Firefox and
Apple Safari. It would be convenient to develop mobile applications for systems such as
Android and iOS.

The application, add-on, and server offer basic password management features. The result
of the functionality was confirmed by the users who participated in the testing during de-
velopment. However, the application cannot be considered full-fledged. Today, the user
needs the password manager to work on mobile devices and across different browsers.

From a usability point of view, the user is limited to storing login details containing
an email and a password. Currently, existing password managers offer the possibility
to securely store other records, e.g., payment card data, identification card data, etc.).
The add-on only works for Chromium browsers, which currently have the largest share of
19 on the market, but if the user uses a different browser, he or she cannot take full advan-
tage of this project.

From a security perspective, it would be a good idea to have a server with your own SSL
certificates. In addition, there is a need for more secure communication between the add-on
and the application, which currently runs via WebSocket 2. It is also advisable to think
about the general security of node projects, when imported packages may contain errors,
it would be more appropriate to write the application natively to allow better memory
management to prevent possible data leaks from the application.

Yhttps://gs.statcounter.com/browser-market-share
Onttps://javascript.info/websocket
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Chapter 8

Conclusion

Password manager is software that allows to securely store not only login credentials, but
also other sensitive data, therefore it is important to analyse this topic. This thesis focuses
on different categories of password managers and their security.

The work is divided into two parts. In the first part, the aim was to describe passwords
from the perspective of authentication, the role of password managers, and to introduce
security-related components not only of password managers, but of the overall secure stor-
age and manipulation of data. Emphasis was placed on the provided features, categorisation
by the used environment, their advantages, and disadvantages, possible security risks, and
usability shortcomings. A list of common features and categories are presented in this part.

In the second part, which was more practical, an experiment was conducted to reveal how
people use password managers. On the basis of the information from the first part and the
results of the experiment, an ideal password manager was described that offers the most
fundamental functionality.

In the last part, an implementation of an ideal password manager was offered, in which it
was tested whether potential users could use the password manager without any problems
and whether it would make it easier for them to log into the websites. On the basis of the
results, it can be concluded that even a simple password manager is sufficient for users and
increases the efficiency and security of the user on the Internet.

This work is intended to help readers make easier decisions when choosing a password
manager and to outline the security mechanisms that password managers use. Password

manager developers can find a description of the features that may be beneficial to users.

In further work, a deeper look at the security that password managers use, such as database
types and how data are handled, can be evaluated.
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