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Abstract: This article discusses the use of entropy calculation on Field Programmable Gate Array
(FPGA) for identifying anomalies in data communication. The article is focused on three type of
entropy and described hardware-accelerated network card based on field programmable gate array,
concretely NFB-40G2 card using the NetCOPE development platform and its properties.
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1

INTRODUCTION
Cyber attacks are an inseparable part of data communication on the Internet. A lot of the attacks are
based on a network service denial, so-called DDoS (Distribute Denial of Service) attacks. The number of these attacks grows every year and the attackers find every time more effective methods of circumventing systems, that is why we have to prevent these attacks. Most current methods for detection
of networks attacks are based on behavioral patterns of individual attacks. The disadvantage of these
methods is their inability to identify unknown attacks. In contrast, methods based on mathematical
models track changes in the data communication and are able to evaluate any anomalies. The disadvantage of these methods is that an anomaly does not necessarily mean an attack, it can also represent
a simple change in the behavior in data communication. One of the methods that describe behavior
data communication is the Entropy, which calculates the degree of disorderliness of elements. In the
case of network communication the degree of disorderliness for normal data traffic should be in a certain interval. Anomalies affecting network traffic should change a degree of disorderliness and thus
the resulting value of entropy.
The calculation of value entropy exists two-way. Capture packet by a network card and use CPU for
calculate or use an accelerated speed network card based on FPGA (Field Programmable Gate Array).
Capturing a packet and calculation performed directly on the network card. The main and the most
advantages is that FPGA does not have a fixed hardware structure, on the contrary it is programmable
according to user applications. Hardware structure in the FPGA is not fixed so it is defined by the user.
Although logic cells are fixed in FPGA, functions they perform and the interconnections between
them are determined by the user. We can have the parallel processes. Ability of parallel processing is
one of the most important features that separate FPGA from processor and make it superior in many
areas.
The rest of this paper is organized as follows: Section 2 will describe three existing entropy methods.
Then Section 3 will propose a hardware architecture. The way to use and design for implementation
will be described in Section 4. Finally, we give a summary in section 5.
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2

ENTROPY
Entropy as a term can be encountered in mathematics, physics or computer science in cases dealing
with the probability of possible elements in the system. As mentioned in the introduction of this
article, entropy indicates the degree of disorderliness of elements in the system. Thus, the value of
entropy expresses the probable distribution of all elements in the system. The maximum value of entropy achieved if all elements has the same probability of occurrence. In the case that the system
is represented by only one element entropy, achieves its minimum value [1], [2].
2.1

S HANNON ENTROPY

The entropy used in computer science indicates the degree of uncertainty before the adoption of the report, which is removed after the adoption and thus expresses the degree of information. The information entropy is named after Claude E. Shannon who was the first one to define it. He defined it for set
of probability p1 to pn and can be calculated as the mean value
n

H(pi ) = - ∑ (pi · ln pi ),

(1)

i=1

where pi represents the probabilistic occurrence of the i-th element [3], [4].
2.2

R ÉNYI ENTROPY

Another of tested entropy was defined in the fifties of the twentieth century by a Hungarian mathematics Alfred Rényi for a set of probability p1 to pn . The formula for calculating the Rényi entropy
value is as follows
1
Hα (pi ) =
· log
1-α

n

∑ pαi

!
α ≥ 0, α 6= 1,

(2)

i=1

where pi represents the probabilistic occurrence of the i-th element. The parameter α is a real number,
for which applies α ≥ 0 and α 6= 1. In the case where α → 0 counts all values with the same weight
independently of their probability. In the opposite case, α → ∞ the value of the entropy will be
determined by only the events with the largest probability of occurrence. If the value of parameter
α → 1, the resulting value of Rényi entropy converges to a value of Shannon entropy. Thanks to these
properties, Renyi entropy well applies in various fields such as statistics, biomedicine, cryptography,
economics and more [5], [6].
2.3

T SALLIS E NTROPY

The last entropy used in this article was defined in the eighties of the twentieth-century Brazilian
physicist Constantino Tsallis at the generalization of Boltzmann-Gibbs entropy and is defined as a set
of probabilities p1 to pn . The value of the Tsallisovy entropy is calculated according to the formula
!
n
1
q
· 1- ∑ pi q 6= 1,
Hq (pi ) =
q-1
i=1

(3)

where pi represents the probabilistic occurrence of the i-th element. The value of parameter q must
by real number and q 6= 1. In the case, if q → ∞ the entropy approaches 0. If we take the opposite
situation q → (-∞), then the entropy approaching to value ∞. As with Rényi entropy converges Tsallis
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entropy to Shannon entropy if parameter q → 1. Tsallis entropy has application in physics, statistics
or other sectors dealing with probabilities [7], [8].
3

FPGA
The FPGA (Field Programmable Gate Array) is a programmable logic circuit and a hierarchy of reconfigurable interconnects with parallel processing performance. An FPGA can be used to solve any
computable problem. It is configured in VHDL languages. The final design is synthesized into configuration files and this configuration firmware is uploaded into FPGA chip. The firmware contains
user’s application and other components for communication with peripherals such as network interfaces, memories or host bus etc. The block structure of the NetCOPE framework with our proposal is
depicted in Figure 1.

Figure 1: Scheme of NetCOPE with Entropy computation module.
Our paper presents hardware anomaly detection system using entropy calculation based on the FPGA
acceleration network cards using the NetCOPE development platform [9]. The NetCOPE platform
is generally used for rapid development of hardware-accelerated network applications for the FPGA
cards. The design will be implemented and tested on NFB-40G2 [10] hardware to enable rapid
prototyping of networking devices. It is developed by the Netcope Technologies. The platform has a
Xilinx Virtex-7 XT FPGA with two QSFP+ cages supported by 40 Gbps Ethernet ports. The board is
populated with two QDR-II, two RLDRAMs and two 4GB DDR3 memories. The device is connected
via PCI Express 3 x8 (64Gbps). Network card NFB-40G2 is shown in Figure 2.

Figure 2: NFB-40G2 [10].
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4

CALCULATION ENTROPY ON FPGA
For analysis traffic and detection anomaly traffic we have checked each packet which flows through
network. The anomalous traffic is different from normal traffic in packet dynamics and frequent
occurrence. We will use such a packet for computing. We propose to compute an entropy of packets
as it is popular and common metric in anomaly detection algorithms [11].
Saving the whole IP packet headers and datagram headers would lead to a lack of memory. Therefore, only three selected parameters that are important for the identification of DDoS attacks will be
saved. These parameters include the source IP address, destination port and total length. Each flow is
identified by these three fields. Packets with the same 3 fields belong to the same flow. The data are
entered to a flow table and it consists of a list of flow records, one for each active flow [12]. Every
time a packet is received, the module defines whether a record exists an active flow, if does not, a new
flow entry is created. Otherwise, the active flow in the flow table is updated.
The occurrence probability is calculated from the recorded parameters in the table, which will be used
as input data for calculation of the selected entropies. The maximum table size for only one parameter
such as source IP address is 232 entries. The efficiency of the resulting system is affected by the size
of the table. As a suitable solution for this problem can be usage of the hash table for storing data.
This method might be able to reduce the size of the table up to 216 entries. Our proposed system of
creation and update flow is shown in Figure 3.

Figure 3: Diagram of calculation of entropy.
In section 2 three types to compute an entropy were described. According to the previous testing,
anomalies using the entropy in article [13] achieve all the desired entropy acceptable results for detecting anomalies caused by DDoS attacks. Accurate entropy to identify anomalies is defined by
Constantino Tsallis. For the best results q parameter must be set to 0.2.
The proposed system will be divided into two parts. Saving parameters in database and entropy
calculation will be performed on the card FPGA. The determination of the interval of normal network
traffic and identifying of any anomalies will be performed on the host computer.
The output of the FPGA card will be value of entropy which will be calculated from probability of
parameters at a particular time window. In the computer determining the interval of normal network
traffic by unsupervised machine learning including clustering and k-means method will be realized.
After determining the interval of normal network traffic the identification of anomalies will follow.
The information about attack will be transferred to another system, which will start a counterattack.
5

CONCLUSION AND FUTURE WORK
The article deals with a description of the high-speed anomaly detection on FPGA. A complete hardware based solution is designed on FPGA card platform for detection of anomaly attacks. This article
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describes the individual three types of entropy. The proposed system allows using flow sampling
in database, and then the system computes entropy for normal traffic or anomaly detection. The
proposed device was simulation with an experimental data flows.
Implementation on network card in real network and testing real traffic will be subject of our future
research.
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