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Abstract: For robust invisible watermarking scheme for images, it is crucial to withstand both ma-

licious and common image manipulations (e.g. JPEG compression, pixel jittering or cropping). In 

this paper, local image features are used. For this, a Maximally Stable Extremal Regions (MSER) 

detector, which is fast and invariant to affine transformations, is used. The watermark itself is em-

bedded multiple times in circular areas across image. This is achieved by manipulation of magni-

tude coefficients in frequency domain. During detection, watermark is recovered using majority 

criterion. 
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1. INTRODUCTION 

Because a considerable portion of economics resources is dedicated to the creation of intellectual 

property, a creator may expect some measure of compensation for the resources expended in the 

process of creation [1]. With rise of the Internet, the traditional forms of intellectual property pro-

tection are no longer sufficient – the high amount of available multimedia data makes it easy to 

violate these intellectual rights. One of possible solutions is invisible watermarking of digital sig-

nals. It consist of embedding of additional information (watermark) into carrier signal (cover im-

age) in such way, that it is imperceptible to the human observer (stego image), but easy to detect by 

computer algorithm [2]. The proposed scheme consist of following steps: feature point’s selection, 

local characteristic regions (LCRs) creation, discrete Fourier transformation (DFT) and watermark 

𝑊 generation, which are common for both embedding and detection part. The embedding contin-

ues with data embedding itself, inverse DFT and replacing of original LCRs with their water-

marked counterparts (see Figure 1: Flowchart of the watermark embedding process.Figure 1). De-

tection part continues only with recovering of watermark in the Fourier space.  

2. FEATURE POINTS SELECTION 

For a detection of feature points, Maximally Stable Extremal Regions (MSER) [3] detector was 

chosen. It provides stability under various attacks such as affine transformations, perspective 

changes, noise reduction and addition or illumination changes.  

The final output of the MSER feature detector is a list of regions 𝑅, where each region is described 

as a list of points 𝑃 contained in this region. These regions are then ordered ascendingly by its size 

and removal of overlapping regions is performed. Then, new circular Local Characteristic Regions 

(LCRs) are created producing a list 𝐿. LCRs are of fixed diameter with centers identical to those of 

detected feature points and contains data from corresponding locations in original image.  
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3. WATERMARK EMBEDDING 

Prior to the data embedding itself, a transformation from spatial domain to frequency domain is 

performed. Firstly, circular LCRs are zero padded: An image of dimensions 𝑑 × 𝑑 with zero val-
ues is created, where 𝑑 is the diameter of the LCR circle. Then LCR data are copied into it and 

transformed image 𝑇 is created using discrete Fourier transform (DFT). 

 

Figure 1: Flowchart of the watermark embedding process. 

The watermark 𝑊 itself (generated from secret key 𝐾) is embedded into magnitude part 𝑇𝑚 of 

transformed image. In order to make it imperceptible, a middle frequencies are selected [4]. This is 

achieved by selection of annular area between two circles with radius 𝑅1 and 𝑅2. The 𝑅1 = ⌈
𝑅

4
⌉ and 

𝑅2 = 𝑅1 + 32 ≤ ⌈
7𝑅

8
⌉. Then 𝐶(𝑟𝑖), 𝑖 = 1, … ,32 is the set of all homocentric circles around the zero 

frequency in the selected area. The watermark is then embedded into this area: one bit per circle. 

For each starting point, another paired point 90° apart is generated by negating the y coordinate [4]: 

 {(𝑥𝑖
𝑝, 𝑦𝑖

𝑝), (𝑥𝑖
𝑝, −𝑦𝑖

𝑝)}, 𝑖 = 1, … ,32; 𝑝 = 1, … , 𝑛 (1) 

where 𝑖 is the 𝑖-th bit of watermark, 𝑝 is the current pair and 𝑛 is the count of pairs in the circle 𝑐. 

Then, the embedding itself is achieved by satisfying following condition in each circle: 

 
𝑀(𝑥𝑖

𝑝, 𝑦𝑖
𝑝) − 𝑀(𝑥𝑖

𝑝, −𝑦𝑖
𝑝) ≥ 𝛼 𝑖𝑓 𝑊𝑖 = +1

𝑀(𝑥𝑖
𝑝, 𝑦𝑖

𝑝) − 𝑀(𝑥𝑖
𝑝, −𝑦𝑖

𝑝) ≤ 𝛼 𝑖𝑓 𝑊𝑖 = −1
  (2) 

where 𝛼 is the watermark strength and 𝑀 is the magnitude of the coefficient at the location 

𝑇𝑚(𝑥𝑖, 𝑦𝑖). 

The parameter 𝛼 is determined automatically for each LCR from its local properties in spatial do-

main in order to ensure the same imperceptibility of watermark across all LCRs: 

 𝛼 = 𝑘 × 𝑠𝑢𝑚(𝑀) ×
𝑏

𝑚𝑒𝑎𝑛(𝐿𝐶𝑅)
  (3) 

where 𝑏 is the maximum possible value of single image channel pixel (255 for 8 bit images). 

Finally, the region is transformed into spatial domain using inverse DFT. Then, zero padding re-

moval is performed prior to the replacement of the watermarked regions with the ones in original 

image. 

4. WATERMARK DETECTION 

The detection process is similar to embedding process: The first three steps (feature points selec-

tion, LCRs generation and DFT) are all the same. The difference comes after the angular area is 

calculated. For each circle 𝑐 ∈ 𝐶, a set 𝐵𝑖 containing extracted 𝑖-th bit of watermark �̂� is created 

[4]: 
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 �̂�𝑖
𝑝

= {
+1 𝑀(𝑥𝑖 , 𝑦𝑖) − 𝑀(𝑥𝑖 , −𝑦𝑖) ≥ 0

−1 𝑀(𝑥𝑖 , 𝑦𝑖) − 𝑀(𝑥𝑖 , −𝑦𝑖) < 0
 (1) 

 where 𝑀 is the magnitude of the coefficient at the location 𝑇𝑚(𝑥𝑖, 𝑦𝑖) and �̂�𝑖
𝑝
 is the extracted bit. 

The real watermark values are computed by usage of majority criterion: 

 𝑑(𝑥) =
𝑐𝑜𝑢𝑛𝑡(𝑥,𝐵) 

𝑛
 (2) 

where  𝑐𝑜𝑢𝑛𝑡(𝑥, 𝐿𝑖) is the count of value 𝑥 in the set 𝐵𝑖 and 𝑛 is the count of pairs in the circle 𝑐. 

The final value of the extracted watermark bit �̂�𝑖 is then computed as: 

 �̂�𝑖 = {
+1 𝑑(+1) ≥ 𝑑(−1)

−1 𝑑(+1) < 𝑑(−1)
 (3) 

Finally, an image can be declared as watermarked, if �̂� = 𝑊 is present in at least two LCRs. 

5. RESULTS 

The algorithm was tested on two testing sets of images. The first set contained images rendered us-

ing computer graphics by both rasterization and raytracing. They were stored in PNG format with 

resolution of 2,560 × 1,600 𝑝𝑥. The second testing set consisted of photographs taken by both 

DSLRs and compact cameras. They were stored in JPEG format and contained low amount of 

noise. Their resolution ranged from 5 to 16 MPx. Both sets contained  N = 20 RGB images with 8 

bits per channel. 

The 32 bit pseudorandom watermark was inserted into all three channels of each image. The total 

number of watermarked areas ranged from 48 to 1128 per image, with median value of 159 for first 

testing set and 543 for second testing set. The PSNR ranged from 40 dB to 56 dB with average of 

48 dB. Overview of performed attacks and average results (𝑛 – count of images declared as water-

marked and % of LCRs declared as watermarked) for each testing set can be found in Table 1.  

Attack type 
Image set 1 (N = 20) Image set 2 (N = 20) 

n % of detected  n % of detected 

median 3x3, JPEG Q = 50 % 19 10 18 9 

brightness & contrast +/- 40 % 20 30 20 30 

crop 50 %, sharpen 5x5 20 33 20 39 

equalized histograms 20 40 20 36 

noise deviation = 15, shear 3 %, ration 20° 18 11 17 7 

conversion to grayscale, skip 10 % of pixels 20 48 20 50 

Table 1: Robustness test results of proposed algorithm over various attacks for two testing sets. 

6. CONCLUSION 

The proposed method showed excellent imperceptibility with average PSNR = 48 dB. However, 

some watermarks can still be visible with proper zoom. This issue can be solved by adjusting wa-

termark strength in color channels according to human visual system sensitivity.   

The robustness benchmark against common image modifications like JPEG compression and illu-

mination changes showed great resistance – watermark was detected in all of the attacked images 

and in high percentage of embedded LCRs (see Table 1). Also, the robustness against malicious at-

tacks was very good, especially against addition of Gaussian noise and rows and columns skipping. 

However, weaknesses of this watermarking scheme are affine transformations like rotation and 

shearing, where robustness is limited. The problematic is also scaling operation, where proposed 

algorithm shows good results only in scale changes up to 3 %. To address this issue, further re-

search is required. 
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