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1.

Assignment comments

Jedna se o zadani feSené ve spolupraci s firmou Espressif. Jedna se o primérné obtizné zadani, které se snazi
fesSit problematiku zprovoznéni loT zafizeni. Souéasti prace bylo i vyuZiti a testovani na infrastruktufe poskytnuté
Espressif. VSechny body zadani jsou splnény v alespori zakladni kvalité. Pozitivné hodnotim, Ze je prace
vypracovana v anglicting.

Literature usage

Student aktivné vyhledaval relevantni dostupnou literaturu a vhodné ji zaclenil do své préace.

Assignment activity, consultation, communication

Student pravidelné komunikoval se mnou i zastupcem firmy béhem celé doby feseni prace a pribézné vyjasrioval
sporné a nejasné body. Zpozdéni nastalo az v poslednich cca 2 mésicich, coz se vyraznéji projevilo v kvalité
textové Césti i implementace.

Assignment finalisation

Dokoncovani probihalo v ¢asové skluzu, kdy doslo ke zpozdéni jak v implementaci, tak pfipravée textové ¢asti.
Moznost zasaht do vystupUl tak byla omezena.

Publications, awards

Student se zuc¢astnil studentské konference Excel@FIT 2021.

Total assessment good (C)
Hodnoceni prace je ovlivnéno hlavné snizenou responzivnosti béhem zdvére¢nych fazi prace. Vysledek pak
obsahuje zna¢na navrhova zjednodusseni. Nicméné vysledné praci hodnotim dobre.

Déle prikladam vyjadfeni zastupce f. Master Internet (Martin Vychodil):

Software part of the diploma thesis was unfortunately supplied few days before the deadline, thus there was very
limited space for detailed discussion on specific implementation points. Generally, the code seems doing
expected job - however, the design and code quality could have been way better.

Few weak points | couldn't miss:

* device configuration records: why we need to keep SSID/user/pwd per device? Those settings are global
per WiFi instance. In case the configurator would work as a general configuration point for any user
network, it's missing a channel field (assuming other networks overlapping with the configurator's one)

e WiFi channel is fixed for all participants - very limiting for real deployment, though | understand it makes the
development easier. Proper approach: the device scans all available channels and looks for its configurator
one by one

* the code for STATION mode (==enrollee) should be flashed to 'factory’ partition, for obvious reasons.
However, it seems handled as a common application firmware... in the end, whole target application
deployment/upgrade scheme is unclear

e ESP-NOW is used unencrypted - why so? The protocol uses 128-bit encryption (symmetric) which would
increase overall security level

e The code contains quite a lot of places without sanity checks - typically for input param pointers. It's correct
to let an embedded application crash to figure out the issue, however, sometimes it's sufficient/desired just
to log an error and avoid null-pointer touching. This application should be as stable as possible to provide
smooth and reliable provisioning. Therefore I'd expect more care regarding faulty conditions

Summary: the code is acceptable, however, security applications should be implemented more precisely and
conservatively.
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