VYSOKE UCENI TECHNICKE V BRNE

BRNO UNIVERSITY OF TECHNOLOGY

FAKULTA ELEKTROTECHNIKY
A KOMUNIKACNICH TECHNOLOGII

FACULTY OF ELECTRICAL ENGINEERING AND COMMUNICATION

USTAV TELEKOMUNIKACI

DEPARTMENT OF TELECOMMUNICATIONS

MODELOVANI ZAKLADNICH PRINCIPU KOMUNIKACNICH
TECHNOLOGII

MODELING THE BASIC PRINCIPLES OF COMMUNICATION TECHNOLOGIES

BAKALARSKA PRACE
BACHELOR'S THESIS

AUTOR PRACE Michal Ruiner

AUTHOR

VEDOUCI PRACE doc. Ing. Jifi HoSek, Ph.D.
SUPERVISOR

BRNO 2022



VYSOKE UCENI FAKULTA ELEKTROTECHNIKY

TECHNICKE A KOMUNIKACNICH
V BRNE TECHNOLOGII

Bakalarska prace

bakalafsky studijni program Telekomunikaéni a informacéni systémy

Ustav telekomunikaci

Student:  Michal Ruiner ID: 220825
Rocnik: 3 Akademicky rok: 2021/22
NAZEV TEMATU:

Modelovani zakladnich principi komunikaénich technologii

POKYNY PRO VYPRACOVANI:

Cilem bakalafské prace je navrh aimplementace nékolika simulacnich scénafd, které budou nazorné
demonstrovat zakladni principy modernich komunikacnich technologii jako je smérovani v paketovych sitich,
mechanizmy fungovani transportnich protokol ¢i fizeni kvality sluzeb. Simulaéni modely budou popsany formou
detailnich navodl (psanych v anglickém jazyce), které budou slouzit pro vyukové ucely. Kazdy navod bude
obsahovat teoreticky uUvod do dané problematiky, bodové popsany postup tvorby simulaéniho scénare
a nasledné vyhodnoceni dosaZenych vysledkl formou grafli atabulek. Zavér kazdého navodu bude tvoren
nékolika otazkami, které ovéfi, zda student po dokonceni laboratorni ulohy porozumél problematice. Veskeré
vysledky dosazené pfi feSeni bakalarské prace budou shrnuty v podobé zavéreéné prace.

DOPORUCENA LITERATURA:

[1] LEE, Bob. Network Lab Scenarios Il [IP & Routing]: Becoming the Network Expert with Packet Tracer. ISBN:
978-1798782019. 2019.
[2] KAUFMANN, Morgan. Computer Networks: A Systems Approach. ISBN: 978-0128182000. 2021.

Termin zadani: 7.2.2022 Termin odevzdani: 31.5.2022

Vedouci prace: doc. Ing. Jifi HoSek, Ph.D.

prof. Ing. Jifi MiSurec, CSc.
pfedseda rady studijniho programu

UPOZORNENI:
Autor bakalarské prace nesmi pfi vytvareni bakalafské prace porusit autorska prava tretich osob, zejména nesmi zasahovat nedovolenym
zplsobem do cizich autorskych prav osobnostnich a musi si byt pIné védom nasledk( poru$eni ustanoveni § 11 a nasledujicich autorského

zakona €. 121/2000 Sb., v€etné moznych trestnépravnich dusledkd vyplyvajicich z ustanoveni €asti druhé, hlavy VI. dil 4 Trestniho zakoniku
€.40/2009 Sb.

Fakulta elektrotechniky a komunikacénich technologii, Vysoké uceni technické v Brné / Technicka 3058/10 / 616 00 / Brno



ABSTRAKT

Bakalarska prace se vénuje navrhu 5 laboratornich dloh, v nichz se modeluji zakladni prin-
cipy komunikaénich technologii. Ctenaf je nejd¥ive sezndmen s dostupnym softwarem pro
simulaci sitovych technologii. Porovnavaji se zde simulatory a emulatory. Pro laboratorni
tlohy je zvolen Packet Tracer, software vyvinuty spolecnosti Cisco, a sitovy analyzator
Wireshark pro zachytavani provozu na lokalnim pocitaci. Dale se popisuje referencni
model ISO/OSI pro poéateéni uvedeni do principu sitové komunikace. Kapitola Smé-
rovani vysvétluje zakladni problematiku vyhledavani sitovych cest, obsah smérovacich
tabulek a déleni podle typu smérovani a skupin smérovacich protokold. V nasledujici
kapitole se podrobné rozebiraji jednotlivé komunikaéni protokoly vyuzité v laboratornich
tlohach. Posledni Cast kratce popisuje realizaci laboratornich Gloh. Laboratorni navody
jsou uvedeny v prilohach.

KLICOVA SLOVA
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UDP, TCP, DHCP, komunikacni technologie

ABSTRACT

This bachelor thesis deals with the design of 5 laboratory tutorials where the basic
principles of communication technologies are modelled. A reader is apprised with the
available software first for the simulation of network technologies. The simulators and
emulators are compared. Packet Tracer, a software developed by the Cisco company, is
chosen for the lab exercises and Wireshark, a network protocol analyzer, for the traffic
capturing on a local PC. Then the reference model ISO/OSI is described for the basic
introduction to the principle of network communication. The Chapter 3 explains the
basic problematics of network paths searching, the routing table contents and division
according to the type of routing and routing protocols groups. In the next chapter,
particular communication protocols used in the labs are analyzed in detail. Final part
briefly describes the implementation of all laboratory exercises. Laboratory tutorials are
provided in the appendices.
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Uvod

Komunikacni technologie se v dnesni dobé staly klicovymi pro fungovani moderniho
sveta. Usnadnuji kazdodenni praci podniki, poc¢inaje malymi firmami az po nadna-
rodni korporace (mezi néz patii napt. Microsoft, Google a IBM). Jejich dileZitost
nelze opomenout ani na drovni mezinarodni komunikace vladnich instituci a spo-
luprace ve formé varovani pred moznymi kybernetickymi utoky, které se objevuji
stale castéji. Pro umoznéni komunikace mimo lokalni sit, obecné autonomni systém,
je treba zridit pripojeni do celosvétové sité internet. Mezi znamé poskytovatele in-
ternetového pripojeni, téz znamych pod zkratkou ISP (Internet Service Provider),
patii CETIN, AT&T, GiTy, O2 a dalsi.

Pro spravny pritbéh komunikace se musi dodrzovat pravidla, ktera urcuji, jakym
zpusobem se data prenasi, zajistuji stejny vyznam pro obé komunikujici strany atp.
Tato pravidla se nazyvaji protokoly. Firmy si mohou vytvaret proprietarni reSeni
pro sva zarizeni nebo vyuzivat verejné standardy definované mezinarodnimi organi-
zacemi (ISO, IETF, IEEE, ITU atd.).

Cilem prace je navrhnout 5 nize uvedenych laboratornich dloh a nésledné je
realizovat ve zvoleném simulatoru.

— Laboratorni tloha ¢. 1 se zabyva analyzou protokolu ARP (Address Resolution

Protocol) v lokélni siti.

— Laboratorni tiloha ¢. 2 srovnava statické a dynamické smérovani v Packet Tra-
ceru. Jako dynamicky smérovaci protokol byl zvolen protokol RIP (Routing
Information Protocol) verze 1 (RIPv1).

— Laboratorni tloha ¢. 3 se zaméruje na 2 zakladni skupiny dynamickych smeé-
rovacich protokolt — Distance Vector a Link State. Pro demonstraci vlast-
nosti danych skupin se simuluji protokoly RIPv2 a OSPF (Open Shortest Path
First).

— Laboratorni tloha ¢. 4 vysvétluje rozdily transportnich protokold UDP (User
Datagram Protocol) a TCP (Transmission Control Protocol) s vyuzitim apli-
kacnich protokoli HTTP (Hypertext Transfer Protocol) a DNS (Domain Name
System).

— Laboratorni tloha ¢. 5 priblizuje ¢innost aplikac¢niho protokolu DHCP (Dyna-
mic Host Configuration Protocol).

Prace se ¢leni do kapitol podle diskutovanych témat. Prvni kapitola se zabyva
analyzou dostupného softwaru pro simulaci a vybérem nejvhodnéjstho z nich. Na
zaveér se srovnaji vlastnosti programi formou tabulky. Druha kapitola popisuje re-
ferenéni model ISO/OSI pro predstaveni zékladu sitové komunikace. Tteti kapitola
se vénuje problematice smérovani. Ctvrta kapitola podrobné rozebira jednotlivé ko-

munikacni protokoly, jimiz se laboratore zabyvaji. Posledni kapitola kratce shrnuje
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scénarl jednotlivych laboratornich tloh. Soucésti prace jsou ptilohy s navody k vy-

pracovanym laboratornim tloham.
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1 Software pro simulaci sitovych technologii

Firmy i statni orgdny se staly natolik zavislymi na internetové komunikaci, ze i vy-
padek v fadu minut muze zpisobit fatalni nasledky pro fungovani spolecnosti. Neni
proto vyjimkou, ze sitovi inzenyii pred zavedenim novych nebo upgradu stavajicich

technologii vyuzivaji dostupnych simuldtort a emulatori.

1.1 Rozdil mezi simulatory a emulatory

Sitové simuldtory a emulatory se spolecné vyuzivaji pro testovaci ucely, v jadru se
vsak jedna o zcela odlisné nastroje. Jiz na poc¢atku se uzivatelé musi zamyslet, co oce-
kavaji od vysledku prace. Jednim z moznych scénait je tvorba teoretického modelu,
kde se vytvori topologie sité, testuje se konfigurace smérovaci, prepinactu a dalsich
aktivnich prvki sité, pripadné se zkouma funkce protokoli. Pro tento pripad lze
vyhodné pouzit néktery z dostupnych simulatorii, mezi néz se radi Packet Tracer,
ns-3 (Network Simulator 3) a NetSim. Vétsina simulatort tohoto typu vyuziva DES
(Discrete-event simulation — diskrétni simulace), kde urcitd udélost (napf. prichod
paketu na smérovac a jeho nasledné predéni na odchozi rozhrani) vyvola specifickou
reakci v nésledujicim okamziku (napr. prijeti paketu druhym koncem linky v pripadé
point-to-point spoje). Béhem dvou po sobé nésledujicich udalosti se predpoklada, ze
nenastane zadna zmeéna v systému.

Rozdilny pristup vyzaduje testovani, které zasahuje do skutecné sité v provozu
(emulace). Do prostiedi emulatoru se pridaji podporované sitové prvky (dano vyrob-
cem a verzi OS), které vytvori virtudlni sit. Zde se nasledné zpracovava zivy provoz
pripojenych redlnych nebo virtualnich pocitacti a aplikaci. Dilezité je zminit, ze
virtualni sit pouze napodobuje chovani skutec¢né sité. Typicky se analyzuje provoz
aplikaci, jejichz data odchazi na zarizeni, kde je emulator spustén. Prostrednictvim
virtualni sité 1ze do trasy uméle vlozit ztratovost paketii, zpozdéni, chybovost na
linkach aj. Pomoci téchto velicin se vyhodnocuje kvalita z pohledu koncového uziva-
tele, pripadné vykon samotné aplikace. Prikladem znamych sitovych emuldtort jsou
GNS3 (Graphical Network Simulator-3) a EVE-NG (Emulated Virtual Environment
— Next Generation).

Lze tedy shrnout, ze simulatory jsou vhodné pro vyukové tucely, pochopeni pro-
blematiky komunikacnich protokol a navrhu sité od uplného pocatku véetné testo-
vani konfiguraci. Emulatory se s vyhodou vyuziji v situacich, kdy je tfeba monitoro-
vat vykon sité, reakce aplikaci v nestandardnich stavech a chovani sité po pripojeni

nového zafizeni [1J.
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1.2 Porovnani dostupnych softwarti

1.2.1 Network Simulator 3

Network Simulator 3 (ns-3) patii do skupiny open source sitovych simulatoru. Pred-
pokladd praci v CLI (Command Line Interface — prikazovy radek). Software je na-
psan v jazyce C++4, uzivatel tedy ziska zdrojovy kéd, v némz naprogramuje po-
zadovany scénar a ten nasledné zkompiluje v C++ kompilatoru (existuje moznost
psani skripti v jazyce Python). Zpusob realizace dava uzivateli zna¢nou kontrolu
nad chovanim simulace, vyzaduje ale jistou miru znalosti programovani. Do zdro-
jového kodu lze zakomponovat ¢ést, kterda vygeneruje PCAP soubor, jenz obsahuje
kompletni prehled komunikace z probéhlé simulace. Ten lze nasledné otevrit v ana-
lyzétoru provozu (napt. Wireshark nebo NetworkMiner), ktery se vyuzije napt. pro
vyhodnoceni statistiky provozu. Pro grafickou animaci vytvorila skupina vyvojara
program NetAnim, ktery zobrazuje Network Simulator 3 je primarné uréen
pro Linux a macOS, Windows neni v zakladu podporovan. Alternativné se da pri-
stoupit k virtudlnimu stroji, na némz se spusti néktera z distribuci Linuxu, pripadné
prosttedi, které umoznuje zkompilovat kod uréeny pro unixové systémy ve Windows

(napt. Cygwin) [2].
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Obr. 1.1: Ukézka prostredi NetAnim [3].
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1.2.2 NetSim

NetSim simuldtor spole¢nosti Boson se zaméfuje na Cisco certifikace CCNA (Cisco
Certified Network Associate) a CCNP (Cisco Certified Network Professional), kon-
krétné CCNP ENCOR (Implementing and Operating Cisco Enterprise Network Core
Technologies) a CCNP ENARSI (Implementing Cisco Enterprise Advanced Routing
and Services). Software prichazi ve dvou variantach: Demo a Full. Demo verze je do-
stupna zdarma, plati zde ale omezeni dostupnych ptikazi a predpripravenych labo-
ratori. Oproti tomu Full verze vyzaduje zakoupeni licence a v zavislosti na zvoleném
produktu odemyké rozsitujici technologie a laboratorni scénare. NetSim neomezuje
pouze na predem vytvorené scénare. Uzivatel méd moznost vytvaret vlastni topo-
logie a nakonfigurovat zatizeni podle svych pozadavki. Okna programu se déli na
sekce, v nichz se nachézi vSechny laboratorni navody (dostupnost se lisi na zakladé
zakoupené licence), logickd topologie, scénar a tabulka implementovanych zafizeni
a jejich vzajemnych propojeni. Samotna konfigurace zatizeni se provadi prostirednic-

tvim CLI [4]. Prostiedi programu je mozné vidét na |[Obr. 1.2
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Obr. 1.2: Boson NetSim [5].
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1.2.3 Graphical Network Simulator-3

Graphical Network Simulator-3 (GNS3) se fadi mezi open source sitové emuldtory.
Vyuzivaji jej sitovi inzenyTi po celém svété k simulovani a testovani skuteénych a vir-
tudlnich siti [6]. Sklada se ze dvou casti: GUI (Graphic User Interface — grafické uzi-
vatelské rozhrani) a VM (Virtual Machine — virtudlni stroj). V grafickém rozhrani si
uzivatel sestavi vlastni logickou topologii pridanim aktivnich sitovych prvki, konco-
vych zafizeni a néasledné jejich vzajemnym propojenim. K zédkladnim prvkim, které
jsou dostupné jiz po instalaci, patii Ethernet rozbocovac, Ethernet prepina¢, ATM
(Asynchronous Transfer Mode) prepinac¢, Frame Relay pfepina¢ a virtualni PC. Pro
pridani dalsich prvki je mozné obratit se na GNS3 Marketplace, kde se vyskytuji
podporovana zatizeni, operacni systém vsak musi byt nahran dodatecné. Dostup-
nost OS zavisi na vyrobcich, ktefi na svych oficidlnich strankach mohou zptistupnit
image (soubor s OS) zdarma ¢i placené, nebo je nutné zakoupit si fyzické zarizeni
s jiz nahranym operac¢nim systémem. Kuptikladu MikroTik poskytuje specidlné do
virtudlniho prostredi image v sekci Cloud Hosted Router (dale jen CHR). CHR zahr-
nuje 4 typy licenci. Vyuzit lze licenci zdarma, ktera vSak omezuje rychlost na 1 Mbit
na interface. Zbylé 3 licence jsou placené, P1 poskytuje omezeni rychlosti 1 Gbit na
interface, P10 10 Gbit na interface a P-Unlimited zahrnuje neomezenou rychlost.
Na druhé strané napr. pro vyuzivani OS spolecnosti Cisco (I0S) je nutné si vSechny
licence zakoupit. Existuje zde ale moznost prekopirovani IOS z readlného hardwaru
do emulatoru. VM vyzaduje pritomnost hypervizoru, napr. VMware Workstation
Pro/Player nebo Oracle VM VirtualBox. Jeho instalace se doporucuje pro spous-
téni virtudlnich prvku sité, napt. Cisco VIRL (Virtual Internet Routing Lab). Na
pocet zafizeni v topologii se neklade omezeni, rozhodujici je vykon PC, na némz
bézi emulator. (Obr. 1.3 ukazuje grafické rozhrani programu. Vyhody GNS3:

o Software je open source.
« Podpora zafizeni ruznych spole¢nosti.

e Moznost sledovani provozu pomoci sitovych analyzatort, napr. Wireshark.
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1.2.4 Emulated Virtual Environment — Next Generation

Emulated Virtual Environment — Next Generation (EVE-NG) spadd do katego-
rie sitovych emulatoru. Vyvojari poskytuji 2 licence: zdarma (Community Edition)
a placenou (Professional/Learning Center). Placend licence obsahuje ve srovnani
s licenci zdarma navic urc¢ité mechanismy, které znacné prohlubuji moznosti emu-

laci. Zde jsou uvedeny pouze nékteré z nich:

e Moznost zachytavani provozu na sériovych linkach.

o Import a export konfiguraci do virtudlni laboratore.

o Pokrocilé designovani objektt.

. Upravy parametri linek — ztratovost paketi, jitter, zpozdéni.
o Paralelni ptipojeni administratora na zarizeni jiného uzivatele.

o Integrovany Wireshark.

EVE-NG je srovnatelny s GNS3 po strance pristupu k sitovym OS. V zdkladu
software obsahuje pouze VPC (Virtual PC — virtudlni pocitac), operacni systémy
jinych spolecnosti je nutné dokoupit, pripadné stahnout z oficidlnich stranek. Pro-
toze lze stahnout instala¢ni soubor ve formatu ISO, odpada nutnost pouziti VM,
ale pti stazeni souboru OVF se VM stale vyzaduje. Pti virtualizaci je nutné dbat
na podporované nastroje, jelikoz v dobé psani této prace neni podporovan Virtu-
alBox. Veskerd tvorba topologii probihd ve webovém prostiedi, pro spravu zarizeni
1ze vyuzit HTML5 konzoli, pfipadné SSH/telnet klienta (napt. Putty) [7]. Webové

prosttedi ukazuje [Obr. 1.4
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1.2.5 Packet Tracer

Packet Tracer je proprietarni nekomeréni software spolecnosti Cisco, ktery se dnes
hojné vyuziva k vyukovym a testovacim tceltim po celém svété. Program priméarné
vznikl pro Cisco akademie CNNA, ale s vyhodou se da vyuzit i pro Sirokou skalu
zajemct o komunikacni technologie, ktefi si zde vyzkousi tvorbu siti vétsinou na
urovni logické topologie, ovsem lze prejit i do topologie fyzické. Ta se upotiebi napt.
pti navrhu doméacnosti s implementaci IoT (Internet of Things — internet véci) nebo

pri realizaci propojeni pobocek ¢i mést. Software je tedy vhodny pro:

o Navrh sité od uplného pocatku.

o Testovani konfiguraci pred samotnou implementaci do redlného provozu.

o Softwarové zabezpeceni prvkl a nasledné ovéreni funkcénosti.

e Sledovani internich procest béhem sitové komunikace.

o Néavrh IoT systémi v doméacnostech.

o Zkoumdni zmén ve struktuie dat pfi pruchodu jednotlivymi vrstvami RM (Re-

ference Model — referenéni model) ISO/OSI v zavislosti na pouZitych protoko-

lech.

Uzivatelé si zde vybiraji z rozmanité nabidky Cisco zarizeni. Prvni velkou sku-

pinou jsou sitova zafizeni, kde se dédle nachazi podskupiny smérovacii, prepinacii,
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bezdratovych zarizeni, hubi, firewalli a emulaci WAN (Wide Area Network). Sku-
pina koncova zarizeni obsahuje PC, laptopy, servery, IP telefony atd. Podskupiny se
tykaji IoT, chytrych mést, pramyslu a elektrické sité. Dalsi dilezitou skupinou jsou
propojeni. Zde se nachéazi riiznorodé kabely, kterymi se propojuji zafizeni v zavislosti
na jejich typu. Radi se sem sériové linky DCE/DTE (Data Communications Equip-
ment / Data Terminal Equipment), konzolovy kabel, koaxidlni kabel, opticky kabel
aj. Mezi nejpouzivanéjsi (v lokédlnich sitich) patii pfimy a kiizeny kabel. Kiizeny
kabel se v minulosti vyuzival k propojeni zafizeni se stejnou funkcénosti, tedy napf.
PC-PC, smérovac-smérovac a prepinac-prepinac. Pfimym kabelem se propojovala za-
fizeni navzajem rizna, tedy napi. PC-smérova¢, PC-prepina¢ a prepinac-smérovac.
V dnesni dobé jiz existuje technologie Auto MDI-X, kterd dokéze automaticky de-
tekovat, zda propojeni vyzaduje primy nebo kiizeny kabel a prizptisobi podle toho

konfiguraci rozhrani.

Rezimy simulace

Program disponuje dvéma mody: Realtime a Simulation. V rezimu Realtime pro-
bihé tok dat v redlném case, tedy tspéch ¢i netspéch prenosu lze zjistit pouze na
zékladé vysledku komunikace (napf. spravné zobrazeni webové stranky pomoci pro-
tokolu HTTP). Odhaleni pripadného chybného ¢lanku se provadi sitovymi utilitami
ping, traceroute a dalsi. Rezim Simulation umoznuje sledovat komunikaci od vzniku
zpravy, pres pruchod jednotlivymi zarizenimi az po doruceni k cili. Ve vSech téchto
krocich 1ze detailné zobrazit obsah rdmct (na urovni linkové vrstvy) nebo paketi
(na urovni sitové vrstvy) a vycist adresy. Koncovda zafizeni, kterd pracuji se vsemi
vrstvami [SO/OSI, umoziuji zobrazit i pouzité porty, nastavené priznaky, aplikaéni

protokol aj. Pii nespravné konfiguraci je tedy jednoduse zjistitelné misto poruchy.

Konfigurace zarizeni

Konfigurace zatizeni probiha prostrednictvim: CLI, Config, Desktop nebo GUI. Zpo-
catku lze pro jednoduchost vyuzivat okno Config, které intuitivné poskytuje jedno-
duchy zpiisob konfigurace zakladnich parametri, napt. statické a dynamické smeé-
rovani (protokol RIP), pfidani/odebrani VLAN a nastaveni rozhrani (MAC (Media
Access Control) a IP (Internet Protocol) adresa, rezim Duplex). Tento zpisob je
uzivatelsky privétivy, omezuje ale moznosti pouze na uplny zaklad. V praxi se konfi-
guruje témér vyhradné prostrednictvim CLI, proto i v Packet Traceru by se uzivatelé
méli uchylit timto smérem. Kladou se zde vyssi naroky na znalosti (nutnost znét
ptikazy). Za kazdym piikazem lze pouzit otaznik, ktery zobrazi nabidku dostup-

nych moznosti rozsitujicich piikaz a jejich kratky popis. Prostfednictvim GUI se
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nastavuji parametry napr. bezdratového smérovace, coz odpovida bézné implemen-
taci v doméacnostech. Uzivatel je ochranén pred slozitostmi CLI a vyplnuje para-
metry do predpfipravenych kolonek. Koncova zafizeni (PC, server atd.) obsahuji
okno Desktop, kde se jednotlivé polozky shoduji s aplikacemi bézné dostupnymi na

redlnych zatizenich véetné IP konfiguracniho okna.

Osazovani moduli

Neni vyjimkou, ze se v praxi k smérovactim porizuji moduly a k pocitacim sitové
karty (napft. s rozhranim pro optiku). V Packet Traceru lze tyto tpravy provadét
v okné Physical. Zde se zobrazuje fyzické zafizeni, na némz se nachazi tlacitko
napajeni, jednotlivé moduly a sitové karty. V zavislosti na typu zafizeni se méni
nabidka dostupnych moduli. Pozor, upravovat moduly je mozné pouze s vypnutym
zalfizenim. Zarizeni v programu jiz obsahuji predpripravené moduly. Pokud uzivatel
potfebuje vice fyzickych porti nebo pridat jiny typ rozhrani (napf. sériové nebo

optické), staci si vybrat odpovidajici modul a vlozit jej do zafizeni.

Hierarchie prikazové radky

Cisco 10S poskytuje vice trovni vyzev (prompt), kde kazda zpristupnuje jiné pii-
kazy. Nejnizsi troven User EXEC mode se identifikuje vyzvou >, ktera dava pristup
k zékladnim monitorovacim utilitAm (napf. ping) a umoziuje zobrazit stav zafi-
zeni. Na vyssi irovni je postaven Privileged EXEC mode znaceny vyzvou #. Tento
mod by mél byt vzdy chranén heslem, protoze umoznuje pristup ke vsem prikaztm
a modum, zobrazit konfiguraci zarizeni a informace o hardwaru. Odtud se prechazi
do globalntho konfiguraéniho médu, kde probihaji veskeré konfiguracni tkony [9].

Obr. 1.5| zachycuje prostredi programu.

1.3 Wireshark

Program Wireshark nespada do kategorie simulatorti ani emuldtort. Jedna se o open
source sitovy analyzator, kterym lze zachytavat komunikaci na fyzické nebo virtudlni
sifové karté. PTi spusténi uzivatel zvoli rozhrani, na némz chce sledovat priibéh ko-
munikace a nasledné se zobrazuji jednotlivé prichozi a odchozi pakety. Hodnoty jed-
notlivych pakett se fadi do nasledujicich sloupcii: ¢islo zachyceného paketu, ¢asové
razitko paketu, zdrojova a cilova adresa, protokol, délka paketu a blizsi informace. Po
rozkliknuti konkrétniho paketu lze v dolni poloviné okna vidét detaily o pouzitych
protokolech, které se podobaji struktute vrstvového modelu TCP/IP. Konkrétné se
jednd o prenosovou technologii na vrstvé sitového rozhrani (¢asto Ethernet a s nim

spojené MAC adresy) a protokol na sitové vrstvé (IPv4, IPv6), kde se zobrazuje
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Obr. 1.5: Packet Tracer.

zdrojova a cilova logicka adresa. V zavislosti na protokolu, ktery se mé prenést, se
déle popisuje protokol na drovni transportni vrstvy (UDP/TCP), pokud je t¥eba
k pfenosu, a pouzité porty. V posledni ¢asti se zobrazuje prenaseny protokol, tedy
aplika¢ni protokol (napt. DNS, HTTP atd.) nebo protokol jiné vrstvy (napf. na
sitové vrstvée ICMP, IGMP atd.). Jednotlivé fadky (vrstvy) je mozné rozbalit a zob-
razit tak podrobné informace uvniti zahlavi (napf. ptiznaky) a data [10]. Grafické
rozhrani je mozné vidét na [Obr. 1.6]
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178 Standard query response @x6073 A ncc.avast.com CNAME ncc.avast.com.edgesuite.net CNAME a1488.dscd.akamai.net A 92.122.48.80 A 92.122
66 49711 > 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1466 WS=256 SACK_PERM=1

~  19117.730076 192.168.206.130 92.122.48.80 TCP

194 17.735926 92.122.48.80 192.168.206.130 TP 6080 > 49711 [SYN, ACK] Seq=@ Ack=1 Win=64240 Len=0 MS5=1460
736005 192.168.206.130 92.122.48.80 TcP 5449711 > 80 [ACK] Seq=1 Ack

TcP 54 49672 > 443 [ACK] Seq=249 Ack=180 Win=63351 Len.
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- 20017.745979  192.168.206.130 HTTP 136 GET /ncc.txt HTTP/1.1
20117.746187  92.122.48.80 Tcp 6080 > 49711 [ACK] Seq=1 Ack=83 Win=64240 Len=0
< 20217.752884 HTTP 205 HTTP/1.1 200 OK (text/htnl)
Tcp 5449711 » 80 [FIN, ACK] Seq=83 Ack=152 Win=64089 Len=0
] o P D ol e )
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Obr. 1.6: Hlavni okno programu Wireshark.
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1.4 Shrnuti

Pro simulaci pocitacovych siti je mozné vyuzit 2 druhy softwaru: simulatory a emu-
latory. Simulatory predstavuji matematickou analyzu, ktera nédzorné zobrazuje ko-
munikaci v sitich, reakci na nestandardni stavy apod. Sit vytvorenou timto stylem
nelze propojit se skutecnou siti. Simuldtory se tedy s vyhodou vyuziji pfi navrhu
sité od uplného pocatku, k testovani konfiguraci atp. Emulatory vytvari virtudlni
sit, jez muze byt pripojena do realné sité. Prostrednictvim koncovych stanic a me-
zilehlych uzll lze vygenerovat provoz, ktery se odesild na internet nebo k fyzickym
zalizenim pripojenym do existujici sité. S pomoci emuldtoriu lze testovat zavedeni
novych technologii do skutecné sité a sledovat, jaky dopad to bude mit na vytizeni
sité.

Pro vyukové 1cely a realizaci laboratornich tloh této prace je vyhodny program
Packet Tracer. Studenti si zde mohou vyzkouset konfiguraci Cisco zarizeni, ¢asto
vyuzivanych vzhledem ke své kvalité, vykonu a moznostem na paternich spojich
poskytovatell a ve firmach vSech rozsahii pro svou bezpecnost a spolehlivost. Jed-
noduchost prace spociva v rozdilnych rezimech, kde jsou uzivatelé schopni sledovat
prenos v redlném case, ale i postupné kroky komunikace véetné zobrazeni obsahu
prenasenych dat.

shrnuje vybrané priklady znamych dostupnych simulatori a emulatoru.
U kazdého prikladu se uvadi, zda se jedna o simulator ¢i emuldtor, jestli spada
pod open source licenci a zda je kromé verze zdarma dostupna i placena verze,
kterd rozsituje funkcionalitu softwaru. Déale se vyznacuje moznost externi analyzy

za pomoci sifovych analyzatori.

Tab. 1.1: Prehled dostupnych simuldtorti a emulatort.

Open Placena . i i Externi
Software Simulator | Emulator i
source verze analyza
ns-3 X X X
EVE-NG X X X
NetSim X X X
GNS3 X X X
Packet Tracer X
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2 Referencni model 1ISO/OSI

Na samotném pocatku siti spolu vzajemné mohla komunikovat pouze zafizeni stej-
nych vyrobct. Na zakladé tohoto poznatku se zacaly utvaret ideje o vytvoreni sitové
architektury, jejiz implementace by umoznila komunikaci nezavislou na vyrobnich
podnicich.

V 70. letech 20. stoleti zahajila organizace ISO (International Organization for
Standardization — Mezinarodni organizace pro normalizaci) praci na referenénim mo-
delu OSI (Open Systems Interconnection), ktery byl prijat jako mezinarodni norma
ISO 7498 v roce 1984. Obecné lze referencni model ISO/OSI chapat jako systém
sitovych protokoli, ktery predstavuje soustavu nézoru na fungovani pocitacovych
siti. Sklada se ze 7 vrstev, pricemz kazda vrstva ma definovanou vlastni funkcénost

a sadu protokola [11].

2.1 Princip vrstvového modelu

Aplikacni vrstva I& —_ =Virtualni komunikace — Aplikaéni vrstva
HTTP, FTP, DNS, DHCP HTTP, FTP, DNS, DHCP
Prezentaénivrstva (& — =Virtualni komunikace —3 Prezentacnivrstva

JPEG, MPEG, SSL JPEG, MPEG, SSL

Relac¢ni vrstva Ié —_ =Virtualni komunikace — Relaéni vrstva
Transportni vrstva I& —_ =Virtualni komunikace —3 Transportni vrstva

TCP, UDP TCP, UDP
Sit'ova vrstva < — =Virtualni komunikace — Sit'ova vrstva

IPw4, IP\6, ICMP, OSPF IPW, IPv6, ICMP, OSPF

Linkova vrstva < — =Virtualni komunikace — Linkova vrstva

Ethernet, PPP, ARP Ethemet, PPP, ARP

Fyzicka vrstva Fyzicka vrstva

Fyzicka komunikace

Obr. 2.1: Referencni model OSI/OSI.

Na strané vysilace probihd komunikace od nejvyssi vrstvy (aplikaéni) po nej-
nizsi vrstvu (fyzickou), nasledné se data odesilaji pres fyzické médium a piijemce

data zpracovava od nejnizsi vrstvy po nejvyssi. Timto zptisobem se realizuje fyzicka
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komunikace (fyzicky tok dat). Virtualni komunikace (logicky tok dat) se uskutec-
nuje mezi stejnolehlymi vrstvami na strané piijemce a odesilatele (viz [Obr. 2.1).
Pravidla pro virtudlni komunikaci se definuji v protokolech. Jednotlivé vrstvy jsou

vvvvv

vou, pricemz vrstva nizsi poskytuje sluzby vyssi vrstvé. Pravidla pro komunikaci

sousednich vrstev zahrnuje definice rozhrani mezi danymi vrstvami.

2.2 Popis jednotlivych vrstev 1ISO/0SI

Data (Payload)

Aplikaéni vrstva
Prezentacni vrstva
Relaéni vrstva

TCP/UDP zahlavi Data (Payload) Transportni vrstva
Segment
IP zahlavi Segment Sitova vrstva

Paket

LLC zahlavi

Paket Zapati

MAC zahlavi

Ramec
10001011011011101011010 Fyzicka vrstva

Obr. 2.2: Datové jednotky vrstev ISO/OSI (PDU) [12].

Linkova vrstva

Nejvyssi 3 vrstvy (aplikacni, prezentacni, relacni) se zabyvaji daty aplikaci na

koncovych zarizenich. Transportni vrstva prizptsobuje komunikaci dle pozadavki

vyssich vrstev. Nejnizsi 3 vrstvy (sitovd, linkovd, fyzickd) se orientuji na redlny pre-

nos dat pres sit a implementuji se do mezilehlych prvki. Kazda vrstva zapouzdiuje

data vyssi vrstvy do své definované datové jednotky, tzv. PDU (Protocol Data Unit).
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PDU transportni vrstvy se nazyva segment, PDU sitové vrstvy paket, PDU linkové
vrstvy ramec a na fyzické vrstvé se prenasi samotné bity (viz |Obr. 2.2)).

Aplikacni vrstva predstavuje rozhrani mezi aplikacemi a nizsimi vrstvami. Za-
jistuje spravné formatovani predavanych a prebiranych dat aplika¢nich programu
[13]. Vrstva Tesi komunikaci aplikaci pres datové sité, nefesi tedy samotny prenos.

Jednotkou pfenosu je zprava.

Prezentacni vrstva zodpovida za spravny vyznam dat na strané piijemce i ode-
silatele. Resi tedy komprimaci, dekomprimaci, zabezpeceni (Sifrovani, zajisténi inte-

grity dat, digitalni podpis) a kddovani ve smyslu prezentace symbolu v abecedéch.

Relacni vrstva se stard o zrizovani, udrzovani a ukonc¢ovani relaci mezi dvéma
komunikujicimi stranami. Vrstva logicky oddéluje aplikac¢ni data jednotlivych relaci,
tedy napt. pri pristupu na vice webovych stranek dochazi k separaci pozadavki pro

kazdou stranku. Jednotkou pfenosu je relac¢ni paket.

Transportni vrstva zajistuje spolehlivy a spojovany, nebo nespolehlivy a ne-
spojovany charakter sluzeb. V prvnim pripadé se pouziva protokol TCP (vytvari se
logické spojeni mezi komunikujicimi koncovymi uzly), v druhém piipadé protokol
UDP. Protokol se voli v zavislosti na komunikujici aplikaci. Pro rozliseni jednotli-
vych procest se vyuzivaji ¢isla port. Porty se déli do 3 kategorii v rozmezi ¢isel
0-65535:

o Zmamé porty (Well-known ports) — 0-1023 — Porty pro zpracovani pozadavki

siroce pouzivanych aplikac¢nich sluzeb na serverové strané.

o Registrované porty (Registered ports) — 1024-49151 — Porty registrované pro

komunikaci klientti i serverti.

o Dynamické porty (Dynamic ports) — 49152-65535 — Dynamicky prifazované

porty na klientské strané.
Kompletni seznam vyuziti porti 1ze nalézt v [I4]. Data vyssich vrstev se zapoudriuji

do tzv. segmenti.

Sitova vrstva vyhleddva nejvhodnéjsi cestu k cili. Vystupem miize byt sit pripo-
jena k jinému rozhrani na daném zarizeni, pripadné udaje k dosazeni nasledujiciho
uzlu, pfes néjz se predpoklada dostupnost sité. Proces vyhledavani se nazyva smeé-
rovani (routing). Existuji 2 zptisoby smérovani: statické a dynamické. K adresaci se
vyuzivaji logické IP adresy. V dnesni dobé se lze setkat s IPv4 adresami (32 biti)
a s IPv6 adresami (128 biti). IPv6 adresy se zavedly z divodu vycerpani IPv4 ad-

res, protoze se objevuje stale vice zarizeni a technologii vyzadujicich internetovou
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komunikaci. Sifova vrstva formuje data vyssich vrstev do tzv. paketii.

Linkova vrstva formatuje data do bloki nazyvanych ramce (frames). Slouzi
pro komunikaci zafizeni, kterd spolu piimo sousedi (point-to-point nebo point-to-
multipoint), tedy nachdzi se v jedné siti a nevyzaduji pouziti prvku na trovni sitové
vrstvy. K adresaci se vyuziva 48bitova fyzickd MAC adresa (technologie Ethernet),
jejiz hodnota se méni pri kazdém prechodu ptes smérovac. Linkova vrstva se déle
déli na 2 podvrstvy: MAC (Media Access Control) a LLC (Logical Link Control).
MAC podvrstva definuje, jakym zptusobem jsou data vkladdna na médium (ptistu-
pové metody, napt. CSMA /CD), zajistuje adresovani a vytvari ramce zapouzdienim
paketti a pridanim zahlavi a zapati. Dale se stard o detekci chyb vzniklych pri pre-

nosu. LLC podvrstva identifikuje protokol vyssi vrstvy (sitové) a 1idi tok dat.

Fyzicka vrstva zajisfuje vlastni prenos dat ve formé bitl. Zabyva se vlast-
nostmi signdlu v zavislosti na pouzitém fyzickém médiu (elektrické, optické nebo
bezdratové). Definuje tedy napétové trovné prendsenych signdli, kédovani, modu-
lace, redlnou prenosovou rychlost aj. Vrstva se nestarda o vyznam jednotlivych bitt

ani bitovych sekvenci.

2.3 1SO/0SI v praxi

V praxi se model ISO/OSI neuplatnil pro svou slozitost implementace, slouzi spise
jako teoreticky model pro pochopeni principu komunikace a pro programatory. Mo-
del predpokldda zejména spolehlivy a spojovany charakter sluzeb, coz dnesnim po-
zadavkum prilis neodpovida. Misto néj se pouzivd model TCP/IP, ktery oproti mo-
delu OSI/OSI obsahuje pouze 4 vrstvy. Aplikacni, prezentacni a relacni vrstvu slu-
cuje do aplikaéni vrstvy, transportni a sitovd vrstva zustavaji samostatné. Linkovou
a fyzickou vrstvu model TCP/IP slucuje do wrstvy sitového rozhrani. Model déle
predpokldada nespojovany charakter sluzeb a spolehlivost vnima jako problém ko-

munikujicich stran [I1].
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3 Smérovani

Smérovani oznacCuje proces vyhledavani nejlepsi (nejefektivnéjsi) cesty od zdroje
k cili, ktery probihé na sitové vrstvé referenéniho modelu ISO/OSI (TCP/IP). Vyu-
zivaji se tedy logické adresy (IP). Dominantnim se dnes stalo smérovani v oblasti
prepojovani paketi, vyskytuje se ale i ve vSech ostatnich zptisobech prenosu (prepo-
jovani okruhii, bunék a zprav). Sluzbu vyhledavani cesty provadi mezilehld zafizeni
pracujici na sitové vrstvé. Od pocatki komunikacnich siti to byly smérovace, vyvo-

jem technologii se pridaly pfepinace vrstvy 3. [15].

3.1 Smeérovaci tabulka

Pri rozhodovani o nejlepsi cesté se vyuziva smérovaci tabulka, ktera obsahuje statické
a dynamické zaznamy. Kazdé zarizeni udrzuje vlastni tabulku, do niz nahlizi pri
komunikaci. Zaznamy se prezentuji ve formé matice, kde radek predstavuje jeden
zaznam a sloupce konkrétni hodnoty. Ve standardnich systémech koncovych zarizeni
(napf. Windows) se zdznam skladd z nésledujicich informaci (viz [Obr. 3.1)):

o IP adresa cilové sité — Logickd adresa sité, do jejthoz rozsahu (urceno podle
sitové masky) spada cilovd adresa obsazena v IP paketu.

o Sitova maska — Rozhodujici parametr pii vypoctech rozsahu, do kterého
spada adresa cilové stanice. Sifovd maska obsahuje zleva neptetrzity retézec
biti rovnych hodnoté log. 1 pro ¢ést adresy sité. Masku lze vyjadrit prefixem,
jehoz hodnota vyjadiuje pocet bitii s hodnotou jedna. Zbylé bity (Cast pro
stanice) se rovnaji hodnoté log. 0. Zaznamy se fadi podle hodnoty masky od
nejobecnégjsich (nejmensi prefix) po nejkonkrétnéjsi (nejvétsi prefix).

o Vychozi brana — Logicka adresa smérovace, ktery je prvnim hopem (oznaceni
pro smeérovac v terminologii smérovani) na cesté k cili.

o Sitové rozhrani — Lokdlni rozhrani, pres néjz se paket odesila pro dosazeni
cile.

e Metrika — Rozhodujici parametr pti volbé nejlepsi cesty, pokud 1ze cile dosah-
nout vice cestami. Jedna se o dekadickou hodnotu vyjadiujici zhodnoceni cesty
na zakladé prislusnych algoritmu (lisi se pro jednotlivé smérovaci protokoly).
Nizsi hodnota metriky vyjadruje lepsi cestu.

Specifickym zdznamem ve smérovaci tabulce je vychozi cesta. Sklada se z totoz-

nych hodnot pro adresu sité i masku. VSechny bity se rovnaji hodnoté log. 0, tedy
dekadicky vyjadreno zapisem 0.0.0.0. Zaznamy se v tabulce prohledavaji od nej-

konkrétnéjsich po nejobecnéjsi. V pripadé, kdy neni nalezen odpovidajici zaznam,
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Obr. 3.1: Smérovaci tabulka systému Windows [16].

vyuzije se tzv. vychozi cestall] Ta slouzi pro odeslan{ viech paketii, o jejichz cilové
adrese neexistuje v tabulce zaznam. Vychozi cesta nalezne vyuziti i v ptipadé snizeni
poctu zaznamu ve smérovaci tabulce. Typickym prikladem je tzv. stub network
(koncova sit, kterd se propojuje s jinymi sitémi pravé jednim spojem). Hrani¢ni smé-
rovac¢ (pres néjz se propojeni realizuje — typicky domaci smérovac¢) nepottebuje znat
adresy vsech cilovych siti. Vsechna data odesila na sousedni smérovac¢ (typicky smé-
rovaC poskytovatele internetového pripojeni), tudiz staci jediny zédznam — zdznam
o vychozi cesté. Odeslani dat spravnym smérem nasledné zajistuje poskytovatel.
Timto zptsobem dojde k vyraznému snizeni poc¢tu zaznami ve smérovaci tabulce

a zaroven se urychli proces smérovani (prohledédva se méné zaznamu).

Ponékud odlisné vypada smérovaci tabulka na sifovych prvcich. Déle se popisuje
struktura na Cisco smérovadich (viz [Obr. 3.2):
o« Kéd — Urcuje, jakym zptisobem se vytvoril zdznam ve smérovaci tabulce.
Nasledujici ptiklady ukazuji nékteré z dostupnych kodu:
— C — Primo pripojena sif.
— S — Staticky zaznam zadany administratorem.
— R — Dynamicky zadznam vytvoreny na zakladé protokolu RIP.
— O — Dynamicky zaznam vytvoreny na zakladé protokolu OSPF.
— D — Dynamicky zadznam vytvoreny na zakladé protokolu EIGRP.
o Cilova sit s prefixem
« Udaje o cesté — Udaje se zobrazuji ve formatu [X/Y], kde X znadf admi-

nistrativni vzdalenost a Y predstavuje metriku. Priklady administrativnich

1Z4aznam o vychozi cesté nemusi byt pfitomen, v takovém piipadé se paket zahodi.
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vzdalenosti jsou uvedeny v [lab. 3.1}

Tab. 3.1: Administrativni vzdalenosti.

Administrativni vzdalenost Smeérovaci protokol
0 Ptimo pripojena sif
1 Staticky nakonfigurovana cesta
90 EIGRP
110 OSPF
120 RIP

e Nasledujici hop — Udava adresu sousedniho smérovace, pres néjz se data
vysilaji k cili.

« Doba existence zédznamu — Cas [s] od posledni aktualizace zdznamu.

e Vystupni rozhrani — Oznaceni lokdlniho vystupniho rozhrani, ze kterého se
data odesilaji na sousedni smérova¢ (smer k cili).

R3gshow ip route
Codes: L - local, C - connected, 5§ — static, B — BRIP, M - mokile, B — BGP

b - EIGRP, EX - EIGRP external, & - O5PF, IR - OSPF inter area

N1 - O5PF NS52 extermnal type 1, M2 — OS5PF HNS55L external type 2

El - O5PF external type 1, E2 - O5PF external type 2, E — EGP

i - I5-I5, L1 - I5-IS5 level-1l, LZ - I5-I5 lewel-2, ia - I5-I5 inter area
¥ - pandidate default, U - per-user static route, o — CDR

P - periodic downloaded static route

Fateway of last resort is not set

172.20.0.0/1c is wariakly subnetted, & subnets, 2 masks
=) 172.20.2.0/30 [120/1] wia 172.20.2.5, 00:00:20, Serial0/ 3/1
c 172.20.2.4/30 is directly connected, Serial0/3/1
L 172.20.2.6/32 is directly connected, Serial0/3/1
c 172.20.2.8/30 is directly connected, Serial0/3/0
L 172.20.2.10/32 is directly connected, Serialds3,0
=) 172.20.2.12/30 [120/1] wia 172.20.2.%, 00:00:21, Seriald/s/3/0

Obr. 3.2: Cisco smérovaci tabulka.

3.2 Typy smérovani

Z pohledu konfigurace se smérovani déli do dvou zakladnich skupin — statické a dy-
namické. Zaznamy o piimo pripojenych sitich se do smérovaci tabulky pridavaji

automaticky.
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3.2.1 Statické smérovani

Principem statického smérovani je manualni zadavani cest do smérovaci tabulky.
Administrator tedy musi znat celou topologii sité a zvolit nejvhodnéjsi trasy pro
pakety. Mezi vyhody se Tfadi jednoduchost konfigurace v ptipadé malych siti. Déle
nezatézuje vypocetni prostredky smérovacich prvku (staticky zaznam se bez zdsahu
administratora neméni a samotné zafizeni neprepoCitava cesty) a nevyuziva st
sitky pasma pro zasilani smérovacich informaci. Nevyhody se objevuji s rostouci
topologii sité. Pocet zdznamt ve smérovacich tabulkich se zvétsujd? a vzhledem ke
skute¢nosti, Ze se trasy nastavuji na vSech smérovacich (obecné zarizenich provadé-
jicich operaci smérovani), existuje zde jistd pravdépodobnost vzniku chyby lidského
faktoru. Velkd nevyhoda spociva v pottebé upravit, pti jakékoli zméné v topolo-
gii/adresovani, vSechny zdznamy, jichZ se zména tyka. U vétsich siti se muze jednat
o ¢asové velmi naro¢nou operaci. Vyznamnym piikladem statického zdznamu je vy-

chozi cesta.

3.2.2 Dynamické smérovani

Dynamické smérovani prinasi znacné mnozstvi vyhod nad statickym smérovanim,
zaroven se objevuje i frada nevyhod. Zakladem je zprovoznéni dynamického smeéro-
vaciho protokolu na vSech smérovacich, které se icastni procesu smérovani uvnitr
smérovaci domény. Mezi prednosti dynamického smérovani se fadi minimalizace za-
sahu administratora do konfigurace po spravném nastaveni vSech prvki. Smérovaci
protokoly se staraji o sifeni informaci (adresa sité, maska sité, metrika) a reaguji
odpovidajicim zpusobem na zménu v siti (objeveni nové sité, vypadek sité/linky).
Dynamické smérovani se vyuziva ve vétsich sitich. Mezi nevyhody lze zaradit na-
roky na vypocetni vykon (vyuziti procesoru k vypoctim nejlepsi cesty, prepocitavani
v pripadé vypadku a zpracovani smérovacich informaci), které se projevuji vyraznéji
u vykonové slabsich zarizeni, a spotfeba c¢asti sitky pasma pro sifeni smérovacich
informaci. V porovnani se statickym smérovanim je dynamické smérovani méné bez-
pecné, protoze pri vypadku miize byt zvolena nechténd alternativni cesta, pripadné
lze podvrhnout falesné smérovaci informace, coz muize vést az k vypadku sité. V sou-

Casnosti se ¢asto aplikuje kombinace statického a dynamického smérovani [17].

2V piipadé vhodné rozdéleného adresniho prostoru lze vyuzit tzv. sumarizaci, kterd nahrazuje
urcity pocet zadznami ve smérovaci tabulce jedinym zdznamem. K tomu se vyuzije nejnizsi adresa

sité a vhodné zvolena maska zahrnujici prostor vSech sumarizovanych siti.
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3.3 Smeérovaci protokoly

Dynamické smérovaci protokoly se vyuzivaji ve vétsich sitich pro komunikaci mezi
smérovaci. Ty si predavaji smérovaci informace a vytvari z nich zdznamy ve svych
smérovacich tabulkach. Informace se prenasi v pravidelnych intervalech, u novéj-
sich protokolt se uprednostnuje zasilani v pripadé zmény v topologii sité. Zakladni
operace smeérovacich protokoli lze rozdélit do nasledujicich bodii:

e Qdesilaji se informace o pfimo pripojenych sitich smérovaci. Prostiednictvim
této operace se smérovace dozvidaji o sitich, s nimiz nejsou fyzicky propojeny.

o Vypocet nejlepsi cesty k cili, jez je urcena nejnizsi hodnotou metriky.

o V pripadé zmény v topologii sité, coz predstavuje pripojeni nové sité, odpojeni
stavajici sité, preruseni spoje, vypadek smérovaciho prvku atp., se automaticky
prepocita nova nejlepsi cesta k cili.

K tcelu zpracovani smérovacich informaci a vypoctu nejlepsi cesty k cili slouzi

smérovaci algoritmy. Kazdy smérovaci protokol obsahuje sadu zprav, pomoci kte-
rych se komunikuje se sousednimi smérovaci (na nichz je aktivni stejny smérovaci

protokol), odesilaji se smérovaci informace a informuje se o zméné topologie [17].

3.3.1 Autonomni systém

V soucasné dobé internetu, kdy existuje extrémni pocet siti, neni pro smérovace
mozné udrzovat informace o vSech sitich na svété. Z tohoto divodu se vyuziva kon-
cept autonomnich systémiu (zkratka AS (Autonomous System)). Jedna se o ob-
last smérovaci a siti, které se nachézi pod spole¢nou spravou organizace (napt. ISP,
vysoké skola, rozsahld spole¢nost atd.). V ramci autonomniho systému se vyuziva
jednotnd smérovaci politika (implementace spole¢ného smérovaciho protokoluED. Déli
se do tii zakladnich kategorii:

e Stub AS - Propojeny s pravé jednim AS.

o Transit AS — Slouzi k propojeni vice AS a zaroven k prenosu dat mezi nimi.

e Multihomed AS — Propojeny s vice AS, ovSsem odesild pouze sva data, ne-

slouzi k presunu dat mezi ostatnimi AS [I8].

Autonomnim systémim se prifazuji globalné unikatni Sestnactibitoval] ¢isla or-
ganizaci JANA (Internet Assigned Numbers Authority). Tato ¢isla se oznacuji jako
ASN (Autonomous System Number). Nabyvaji tedy hodnot 0-65535, kde hodnoty
1-64511 se prirazuji pro smérovani na internetu a hodnoty 64512-65535 se vyuzivaji

k privatnim dcelim [19], [20].

3Existuji situace, kdy lze uvnitf autonomniho systému vyuzit vice smérovacich protokold pro
ruzné Casti sité [17].
40d roku 2007 se preslo na 32-bitova ¢isla z diivodu neustalého narustu pocétu autonomnich

systému [22].
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S konceptem autonomnich systému se smérovaci protokoly rozdélily do dvou

hlavnich skupin — interni smérovaci protokoly a externi smérovaci protokoly.

3.3.2 Interni smérovaci protokoly

Slouzi ke smérovani uvnitt autonomnich systémt [21]. Organizace si zvoli protokol
dle svého uvazeni a ten nasledné implementuje na smérovace. Po dosazeni stavu kon-
vergencd’| existujf ve smérovaci tabulce kazdého smérovace zaznamy, které umoziuji
komunikaci s libovolnou siti v ramci autonomniho systému. Interni smérovaci pro-
tokoly se déli do dvou podskupin — protokoly vektoru vzdalenosti a protokoly

stavu linek.

Protokoly vektoru vzdalenosti

Jedna se o prvotni navrh principu smérovacich protokoli. Jiz z nazvu lze odvodit, ze
klicovym prvkem je vektor, ktery se fyzikalné definuje velikosti a smérem. Velikost
zde predstavuje pocet preskoku (hopti), tedy smérovacu, pres néz paket projde, nez
se dostane do cile. Smér urcuje sousedni smérova¢ (next hop), ke kterému se paket
odesila pro dosazeni cile.

Tato skupina protokolu se zaklada na Bellman-Fordové algoritmu. Princip
spoc¢iva v distribuovaném vypoctu, kde smérovace prijimaji informace o vzdalenych
sitich a poc¢tu preskokli k jejich dosazeni. Ptichozi rozhrani se soucasné stava od-
chozim rozhranim pro komunikaci s danymi sitémi. Nejlepsi cesta se voli jako cesta
s nejnizsi metrikou, tedy nejmensim poctem preskokt. Pokud smérovac prijme in-
formace o siti, k niz uz ma stanovenou cestu, ovSem nové prijata metrika je nizsi,
nahradi se zdznam o poctu preskoki a odchozi rozhrani aktualnéjsimi informacemi.
Tento proces se opakuje, dokud vsechny smérovace v siti nedosahnou stavu konver-
gence.

I kdyz smérovace ziskaji potfebné informace pro sestaveni kompletni topolo-
gie, nevyuzivaji tuto moznost. Udrzuji pouze informace o ptimo pfipojenych sitich,
vzdélenych sitich s poc¢tem preskokti a sméru pro dosazeni téchto siti (sousedni smé-
rova¢ / odchozi rozhrani). Mezi smérovaci protokoly, které vyuzivaji princip vektoru
vzdalenosti, patfi RIPv1 (novéjsi RIPv2) a IGRP (novéjsi EIGRP).

Protokoly stavu linek

Protokoly stavu linek predstavuji novejsi pristup k fungovani smérovacich protokolii.

Smérovace si na zakladé prijatych informaci vytvari kompletni mapu sitové topologie

5Konvergence vyjadiuje stav, kdy maji vSechny smérovace v autonomnim systému uplné

a spravné (nejaktudlnéjsi) informace o topologii sité.
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a z ni vypocitaji nejkratsi cestu k cili. Informace (IP adresa a sitovd maska, typ
sité, cena linky a ID souseda) se prenasi pomoci LSP (Link State Packet). Kazdy
smérova¢ vygeneruje informace o vSech svych aktivnich rozhranich (tcastnicich se
procesu smérovani) a odesila je vSem sousedim. Na rozdil od protokoli vektoru
vzdalenosti (prepocitaji informace — zvysi pocet preskoku o jedna — a ty odesilaji
déle), kdyz smérovac¢ prijme LSP, zaznamend nové informace do databaze stavu
linek a ihned paket preposild ke vSem svym sousedim (kromé souseda, od néjz
paket ptijal).

Protokoly vyuzivaji Dijkstrav algoritmus, oznacovany téz jako SPF (Shortest
Path First) algoritmus. Poté, co se dosdhne stavu konvergenceﬂ se spusti proces
vypoctu SPF stromu. Koren stromu predstavuje smérovac, na némz se vypocet ode-
hrava a listy stromu tvori ostatni smérovace. Vysledkem je urceni nejlepsi cesty
k jednotlivym sitim na zakladé metriky, kterou reprezentuje cena spoji. Tento pro-
ces se spousti nezavisle na kazdém smérovaci.

Ve srovnéni s protokoly vektoru vzdalenosti dosahuje tato skupina rychlejsi kon-
vergence (jedno z hlavnich kritérii pro vybér smérovaciho protokolu) a vyuziva
se v rozsahlejsich sitich. Nevyhodou jsou vyssi naroky na systémové prostiedky,
zejména pamét (kazdy smérovac si udrzuje informace o celé topologii sité).

Do této skupiny se fadi protokoly OSPF a IS-IS [21].

3.3.3 Externi smérovaci protokoly

Vyuzivaji se ke smérovani mezi autonomnimi systémy, tedy systémy pod odlisnou
spravou. Puvodné se implementoval dnes jiz zastaraly protokol EGP (Exterior Ga-
teway Protocol), ktery v soucasnosti nahradil protokol BGP (Border Gateway Pro-
tocol). Oba protokoly jsou ur¢eny pro smérovani na internetu, napt. mezi ISP a roz-
sahlymi organizacemi. Zakladaji se na algoritmu vektoru cest. Oproti predchozim
algoritmium se zde vychazi z kompletni analyzy cesty k cili. V pripadé, ze smérovac
prijme zaznam o destinaci, v jehoz cesté k dosazeni neni zahrnut, prida sebe sama
a odesila informace sousediim. Pokud smérova¢ prijme zaznam, v jehoz cesté se jiz

vyskytuje, zamitne jej z diuvodu predejiti smérovacich smycek [23].

6Stavu konvergence se dosahne poté, co smérovac obdrzi LSP od viech ostatnich smérovacii. V té
chvili mé kazdy smérova¢ podrobny piehled o topologii sité a kazdé zarizeni disponuje identickymi

informacemi pro vypocet nejlepsi (nejrychlejsi) cesty.

38



4 Teoreticky rozbor pouzitych protokoli

Tato kapitola se vénuje podrobnému popisu komunikac¢nich protokold, které jsou

pouzity v navrzenych laboratornich tlohéch.

4.1 Protokol ARP

ARP (Address Resolution Protocol), definovany v dokumentu RFC 826 [24], funguje
na pomezi 2. a 3. vrstvy modelu ISO/OSI, mezi néz lze rozdélit komunikaci.
Komunikuje-li se v lokalnich sitich, IP adresa je vétSinou znama a slouzi k jedi-
necnému urceni koncového uzivatele, jemuz jsou data urcena. Pridanim IP zdhlavi
(se specifikovanou zdrojovou a cilovou IP adresou) k datim se vytvaii IP paket.
Pro samotny prenos ale musi byt paket zapouzdien do ramce v zavislosti na pou-
zité technologii. V lokalnich sitich se jednd prevazné o Ethernet. Ramce do zdhlavi
(mimo jiné) pridavaji zdrojovou MAC adresu a cilovou MAC adresu, ktera typicky
neni znama, pokud se se zafizenim dfive nekomunikovalo. Zde prichazi na fadu
ARP protokol, jehoz cilem je namapovat MAC adresu k ptislusné IP adrese cilového

zarizeni a umoznit tak komunikaci v rdmeci lokalni sité.

4.1.1 ARP tabulka

ARP tabulka predstavuje misto ve vyrovnavaci paméti, kde se ukladaji veskeré za-
znamy ziskané z ARP komunikace. Tabulku Ize na unixovych a Windows systémech
vypsat prikazem arp -a. Ptiklad vystupu na systému Windows 10 je ukdzan na
[Obr. 4.1l

Tabulka se skladéa z nasledujicich polozek:

« internetova adresa (Internet Address),

o fyzickd adresa (Physical Address),

o typ zdznamu ( Type).

Ruzné operacni systémy (véetné sitovych) mohou zobrazovat i dalsi informace,
napt. rozhrani, na némz byl ARP paket zpracovan nebo tzv. timeout, coz oznacuje

dobu platnosti, po jejimz vyprseni dojde ke smazani zaznamu z paméti.

Internetova adresa

Na trovni 3. vrstvy (sitové) probiha adresace pomoci logickych IP adres verze 4
(32 biti) nebo dﬂ (128 biti). IPv4 adresy se zapisuji dekadicky, IPv6 adresy he-

xadecimalné. Tyto adresy slouzi jako jedineény identifikator koncovych uzivatela

LARP se vyuziva pti IPv4 adresaci. Protokol IPv6 vyuziva protokol NDP (Neighbor Discovery

Protocol), jehoz funkce je obdobn4.
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C:\Users\Engineer»arp -a

Interface: 192.168.219.1 --- 8x3
Internet Address Physical Address
192 .168 88-56-56-el1-2d-66
.168. fr-ff-ff-ff-ff-ff
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Obr. 4.1: Obsah ARP tabulky.

a sklddaji se ze dvou ¢éasti: sitovd a uzivatelskd. Rozlisuji se 3 typy zprav podle
kritéria, komu jsou urceny:
e Unicast — Zprava urcena jedné koncové stanici.
e Multicast — Zprava urcend skupiné koncovych stanic, které se identifikuji
konkrétni adresou z multicastového rozsahu.
e Broadcast — Zprava urcena vsem koncovym stanicim, které se nachazi ve
stejné siti jako zdroj.
Adresy se pridéluji manuédlné (tzv. statické adresy) nebo dynamicky. Statické adresy
se vyuzivaji u smérovaci na hrané lokdalni sité, pro virtudlni rozhrani prepinacii,
tiskdrny a servery, tedy u zafizeni, u nichz se predpoklada, Ze neméni svou polohu
a klienti k nim pristupuji. Pokud by se jejich adresa v pribéhu ¢asu ménila, mohlo
by dojit ke znaénym potizim z hlediska nedostupnosti sluzeb. Dynamické adresy se
naopak pridéluji zatrizenim, které nevyzaduji trvalou adresu a v priibéhu ¢asu se mo-
hou odpojovat ze sité, pripadné cestovat mezi ruznymi lokacemi (mobil, notebook).
Dynamické adresy se pridéluji z definovaného rozsahu pomoci DHCP (Dynamic
Host Configuration Protocol), jemuz se vénuje lab. tloha ¢. 5. Déle se rozlisuji pri-
vatni a verejné adresy. U IPv4 se adresy déli do 5 tiid (viz , z nichz prvni
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3 tTidy obsahuji prostor privatnich adres. V lokélnich sitich se komunikuje prostied-
nictvim privatnich adres (viz , v prostiedi internetu pomoci verejnych adres.
Verejné adresy musi byt na celém internetu unikdtni. Unikatnost privatnich adres
plati v rdmci samostatné lokalni sité, ovsem razné lokalni sité mohou vyuzivat stejné

rozsahy.

Tab. 4.1: Rozdéleni adres do jednotlivych trid.

Trida | Prefix | Maska sité | Pocatecni adresa | Koncova adresa
Trida A 8 255.0.0.0 0.0.0.0 127.255.255.255
Ttida B 16 255.255.0.0 128.0.0.0 191.255.255.255
Trida C 24 255.255.255.0 192.0.0.0 223.255.255.255
Ttida D X X 224.0.0.0 239.255.255.255
Trida E X X 240.0.0.0 255.255.255.255

Tab. 4.2: Privatni adresy jednotlivych tiid.

Trida | Prefix | Maska sité | Pocatecni adresa | Koncova adresa
Trida A 8 255.0.0.0 10.0.0.0 10.255.255.255
Trida B 12 255.240.0.0 172.16.0.0 172.31.255.255
Trida C 16 255.255.0.0 192.168.0.0 192.168.255.255

Fyzicka adresa

Na linkové vrstvé se adresuje pomoci MAC adres. Jedna se o fyzické adresy uni-
se skladéd z celkového poctu 48 biti, kde prvnich 24 bitl reprezentuje konkrétniho
vyrobee, tzv. OUI (Organizationally Unique Identifier — jedine¢ny identifikator vy-
robce), zbylé bity identifikuji samotné zatizeni. Standardni zépis se provadi ve for-
matu 6 dvojic hexadecimélnich ¢isel oddélenych pomlckou, dvojteckou nebo jinym
symbolem (nemusi byt zadny oddélovac). Prostfednictvim fyzickych adres se ko-
munikuje uvnitt lokalnich siti, které vyuzivaji standardy IEEE 802.X, kde X znaci
¢islo konkrétniho standardu (napt. IEEE 802.3 — Ethernet, IEEE 802.11 — WiFi).
Specidlnim piipadem je broadcastovda MAC adresa (ff-ff-ff-ff-ff-ff ), ktera se vyuziva
u protokolu ARP, aby rdmec obdrzela vSechna zafizeni na lokalni siti. Komunikuje-
li stanice s uzlem mimo lokalni sit, MAC adresa cile se nastavi na fyzickou adresu
smérovace (obecné zafizeni, které pracuje na sitové vrstvé a zajistuje funkci vychozi

brany).
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Typ zaznamu

Existuji dva typy zaznamu: statické a dynamické.

Dynamické zaznamy se vytvari na zakladé ARP zadosti a odpovedi. Z zadosti
(zdrojova IP a MAC adresa) si vytvori zaznam dotazované zarizeni, z odpovédi dota-
zujici se zatizeni. Dynamické zdznamy maji svou zivotnost v cache paméti (timeout),
kters se lisi u jednotlivych vyrobet. Casto se jedné o dobu dvé minuty, u niz pokud
se zaznam nevyuzije ke komunikaci, automaticky se vymaze z tabulky. V pripadé
aktivity dojde k resetovani casovace. Aktivni zdznamy maji maximéalni Zivotnost
10 minut. Mazani zaznamu probiha z divodu bezpecnosti, protoze v pribéhu casu
muze dojit ke zméné logické adresy jednoho z komunikujicich zafrizeni a ptivodni
adresa se stane neaktivni nebo se pridéli jinému zatizeni.

Statické zaznamy vklada uzivatel ruéné v nésledujicim forméatu: arp -s IP MAC
(napf. arp -s 192.168.0.1 ab-17-cd-18-ee-23). U statickych zaznami se ne-
pocita timeout, v tabulce ztustanou, dokud nedojde k ru¢nimu vymazani tabulky
(prikaz arp -d *) nebo k restartu celého systému. Staticky zdznam se vyhodné
vyuzije napt. pri komunikaci se serverem, jehoz logicka adresa ziistava v pribéhu
¢asu nemeénnda. Presto, ze ARP provoz neni z pohledu sité prilis narocény, dojde ke
snizeni rezie ARP dotazli a odpovédi a usetfend kapacita se mtze vyuzit pro jiny

typ provozu.

4.1.2 Struktura ARP paketu

Vznikne-li pozadavek na zjisténi cilové MAC adresy, vytvori se ARP paket, ktery se
zapouzdii do ethernetového ramce (viz |Obr. 4.2]).

Ethernet ramec

Zahlavi Zapati
Cilova MAC adresa |Zdrojova MAC adresa Typ (0x0806) ARP paket Padding CRC
6B 6B 2B 28B 18B 4B
' " MAC adresa IP adresa MAC adresa IP adresa
Typ link. | Typ sit. | HS | PS | Operace odesilatele odesilatele priiemce priiemce
2B 2B 1B 1B 2B 6B 4B 6B 4B

Obr. 4.2: ARP paket zapouzdreny v ethernetovém ramci [13], [25].
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V ethernetovém ramci se vyskytuji nasledujici polozky:

Cilova M AC adresa — Obsahuje MAC adresu cile. V pripadé ARP zadosti se
nastavi na broadcastovou MAC adresu, kde jsou vSechny bity rovny hodnoté
log. 1 (ff:ff:ff:fF:0f:1) 2z divodu neznamé konkrétni MAC adresy cile. Ramec
tak obdrzi vsechna zarizeni v lokdlni siti. V pripadé ARP odpovédi se nastavi
na MAC adresu ptuvodniho zdroje.
Zdrojova MAC adresa — Obsahuje MAC adresu zdroje, tedy zafizeni, které
vysila ramec.
Typ — Hodnota, ktera vyjadiuje, jaky protokol je do rdmce zapouzdien. V pii-
padé ARP protokolu se jedna o hexadecimalni hodnotu 0z0806. Dalsi hodnoty
mohou byt napi:

— 020800 — protokol 1Pv4,

— 0xz86DD — protokol IPv6,

— 028100 — VLAN ramec s tagem.
ARP — Vnoreny ARP paket.
Padding — Vypli dat pro dosazeni minimalni velikosti ethernetového ramce
(64 byti).

CRC - Kontrolni soucet pro ovéreni bezchybného prenosu.

Vnoreny ARP paket obsahuje néasledujici polozky:

Typ linkového protokolu — Specifikuje technologii na drovni linkové vrstvy
pro odeslani ARP paketu — prevazné Ethernet (hodnota 1).

Typ sitového protokolu — VyuZivaji se stejné hodnoty jako u pole Typ
v ethernetovém ramci. Protokol IPv4 ma pridélenou hodnotu 0z0800.

HS (Hardware Size) — Délka hardwarové (MAC) adresy.

PS (Protocol Size) — Délka sitové (IP) adresy.

Operace - Vyjadiuje, zda se jednd o zddost (ARP request) nebo odpoveéd
(ARP reply). V pripadé zadosti se nastavi hodnota 1, v pfipadé odpovédi
hodnota 2.

MAC adresa odesilatele — Fyzicka adresa odesilatele.

IP adresa odesilatele — Logicka adresa odesilatele.

MAC adresa prijemce — Fyzicka adresa prijemce.

IP adresa piijemce — Logicka adresa prijemce [13], [26].

4.1.3 Komunikace ARP protokolu

Nésledujici popis vychazi z pripadu, kdy se sit poprvé uvede do provozu a zarizeni

neznaji své sousedy.
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. Host A, ktery iniciuje komunikaci s hostem B, prohleda svou ARP cache pamét
a zjisti, zda se v ni nachazi zaznam skladajici se z logické adresy hosta B a jeho
fyzické adresy. V pripadé, ze takovy zaznam neexistuje, vytvoii se ARP Zadost
a zapouzdri se do ethernetového ramce.

. Rdmec mé nastavenou cilovou MAC adresu na broadcast, vSechna zafizeni
v lokalni siti tedy tento paket obdrzi a zpracuji. Zdrojova MAC adresa se
nastavi na fyzickou adresu hosta A.

. Prepinac¢ obdrzi rdmec a vytvori ve své MAC tabulce (forwarding table) za-
znam, ktery se skladd z prichoziho portu a zdrojové MAC adresy v ramci.
Nasledné jej rozesle na vsechny porty kromé ptichoziho.

. Zarizeni, které rdmec prijme, extrahuje ARP paket a provede srovnani IP
adresy prijemce se svou vlastni. Shoda IP adres nastane pouze u hosta B,
ktery s paketem dale pracuje, ostatni zarizeni paket zahodi.

. Host B prohleda vlastni ARP tabulku a urci, zda v ni existuje zaznam se
zdrojovu MAC adresou a IP adresou odesilatele ramce. Pokud ne, vytvori se
dynamicky zaznam.

. Host B nasledné vytvori ARP odpovéd, kde nastavi MAC adresu a IP adresu
odesilatele na svou vlastni. MAC adresu a IP adresu prijemce nastavi na hod-
noty hosta A. Dojde tedy k zaméneé zdrojovych a cilovych adres z ARP zadosti.
ARP paket se zapouzdri do ethernetového ramce, kde se nastavi cilova MAC
adresa hosta A a zdrojova MAC adresa hosta B. ARP odpovéd se tedy vysila
konkrétnimu zafizeni.

. Prepinac ptijme ramec a vytvori ve své MAC tabulce zdznam slozeny z pticho-
ziho portu a zdrojové MAC adresy hosta B. Nasledné porovna cilovou MAC
adresu se zaznamy ve své MAC tabulce. Protoze adresa hosta A je zde jiz
obsazena, prepinac¢ odesila ramec pouze na port, ktery je s adresou provazan.
. Host A pfijme ramec, extrahuje ARP paket a ulozi si do své ARP cache paméti
MAC adresu odesilatele spolu s IP adresou odesilatele.

.V tuto chvili obé komunikujici zafizeni znaji vSechny potiebné tidaje a vyména
zprav zapocne [13], [26], [27].
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ARP Zadost

ARP zadost se zabali do ethernetového ramce, ktery se odesilé vSesmérové. Vsechny

stanice v lokdlni siti rdmec obdrzi a zpracuji. Zarizeni pracujici na drovni sitové

vrstvy (smérovac, prepinac vrstvy 3) paket obdrzi a zpracuji, nepteposilaji ho vsak
déle do jinych siti. Princip komunikace lze vidét na
Hodnoty v ARP paketu ménici se béhem komunikace:

Operace — Pro zadost nastavena na hodnotu 1.

MAC adresa odesilatele — Shodna hodnota se zdrojovou MAC adresou
v zédhlavi ethernetového ramce.

IP adresa odesilatele — Logicka adresa odesilatele.

MAC adresa prijemce — Vsechny bity nastaveny na hodnotu log. 0
(00:00:00:00:00:00), protoze tato polozka musi byt teprve zjisténa protokolem
ARP.

IP adresa prijemce — Logicka adresa prijemce.

ARP C——> — X
{——

zadost

V

Host A

= v

Host B

Obr. 4.3: ARP zadost.
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ARP odpovéd

ARP odpovéd se zabali do ethernetového ramece, jenz se odesila pouze stanici, kterd
vyslala ARP zadost. Princip komunikace lze vidét na
Hodnoty v ARP paketu ménici se béhem komunikace:
e Operace — Pro odpovéd nastavena na hodnotu 2.
o MAC adresa odesilatele — Shodna hodnota se zdrojovou MAC adresou
v zahlavi ethernetového ramce.
o IP adresa odesilatele — Logicka adresa odesilatele.
e MAC adresa prijemce — Fyzickd adresa nastavena na hodnotu odesilatele
ARP zadosti.
o IP adresa prijemce — Logicka adresa nastavena na hodnotu odesilatele ARP

zadosti.

1

Host A
— odpovéd’
O
Host B

Obr. 4.4: ARP odpovéd.
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4.2 Protokol RIP

Protokol RIP (Routing Information Protocol) patii do skupiny internich smérovacich
protokolii a vyuziva algoritmus vektoru vzdalenosti. Pracuje na trovni sitové vrstvy
referenéniho modelu ISO/OSI. Existuji celkem 3 verze: RIP verze 1 (RIPv1), RIP
verze 2 (RIPv2) a RIP nové generace (RIPng). I pres fakt, ze kazda verze piinasi
jisté obohaceni oproti predchozi verzi, v jadru stale vychézi ze spole¢nych principt:

o Algoritmus vektoru vzdalenosti znaci, ze se pro zhodnoceni cest (metriku)
vyuzivd pocet smérovacu (preskokt/hopti), pres néz pakety musi projit pro
doruceni do destinace. Ve vychozim stavu se jednim preskokem inkrementuje
metrika o 1.

o Maximalni pocet preskokti odpovida hodnoté 15. V pripadé vyssi hodnoty
(bézné se nastavuje 16) se cil povazuje za nedosazitelny. V praxi tedy uvnitt
autonomniho systému miuze paket projit maximalné pres 15 smérovacu.

» Na zékladé casovacii se periodicky odesilaji idaje o smérovacich tabulkach na
vSechna aktivovand rozhrani (kterd patii do procesu smérovani). Ve vychozim
stavu se informace vysilaji kazdych 30 vtefin.

o Administrativni vzdalenost protokolu se na Cisco zafizenich rovna hodnoté 120.

Protokol podporuje tzv. rozlozeni zatéze. Pokud do cilové sité existuje vice

cest s totoznou metrikou, do smérovaci tabulky se instaluji vSechny tyto cesty.
Nésledné se pri komunikaci s touto siti odesilaji pakety rovnomérné vSemi zazna-
menanymi cestami. Vychozi hodnota dovoluje az 4 paralelni cesty, maximélné lze

vyuzit az 6 cest [17].

4.2.1 Mechanismy pro zabranéni vzniku smérovacich smycek

RIP podléha problému pomalé konvergence, disledkem ¢ehoz mize dojit ke vzniku
smeérovacich smycek. Jedna se o stav, kdy se vyslany paket stale odesild v uza-
vieném kruhu (smycce) mezi smérovaci a nikdy nedoséhne cile. Tuto situaci mohou
zpusobit rizné pri¢iny, napf. nespravné manualni nastaveni statického smérovani,
nedostatecna rychlost automatického predani smérovacich informaci mezi smérovaci
v dusledku pomalé konvergence atp. Z tohoto diivodu se pristoupilo k zavedeni me-
chanismii, jez tomuto problému predchazi:

e Omezeny pocet preskoki (Maximum Hop Count) — Zcela prvnim indikéto-
rem vzniku smérovaci smycky je postupné se zvysujici metrika. Proto se zavedl
maximalni pocet preskoki, ktery limituje cestovani paketu na 15 preskok.

« Casovace zadrzeni - Viz sekce [1.2.2]

» Rozlozeni horizontu (Split Horizon) — Smérovac, ktery prijme smérovaci

informace na ur¢itém rozhrani, neodesila tyto informace zpét pres stejné roz-
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hrani. V praxi se tedy sousediim neodesilaji (postupem casu) celé smérovaci
tabulky, ale pouze vybrané zaznamy, o nichz se smérova¢ od danych sousedt
nedozvédél} Soused se neinformuje ani o siti, pres niz je s vysilajicim sméro-
vacem primo propojen.

o Spousténa aktualizace (Triggered Update) — V pripadé zmény v siti, kterou
predstavuje napt. pripojeni nové sité, vypadek linky (sité) atp., smérova¢ ne-
vyckava na vyprseni casovacCe aktualizace, ale obratem vysila informaci o této
zméné vsem svym sousediim. Vypadek sité se znaci hodnotou nedosazitelnosti,
tzv. ,nekonecno“, tedy 16.

« Otraveni cesty (Route Poisoning) — Spo¢iva v oznaceni cesty pii vypadku

za nedosazitelnou a nasledném odeslani spusténé aktualizace.

4.2.2 Casovace

RIP vyuziva casovace ke svym operacim se smérovacimi informacemi. Kazdy smeé-
rovac lokalné odpocitava ¢as pro konkrétni tikony:

« Casovaé aktualizace (Update Timer) — Ve vichozim stavu smérovaé ode-
sila kazdych 30 vtetrin svou kompletni smérovaci tabulku na vsechna rozhrani,
kterd se tiastni procesu smérovani (s ohledem na pravidlo rozdéleni horizontu).
Kdyz smérovac prijme smérovaci tabulku souseda, aktualizuje ¢as vsech prija-
tych zaznamu ve své lokalni smérovaci tabulce.

« Casovac neplatnosti (Invalid Timer) — Pokud smérovaé nepfijme aktualizaci
zaznamu do 180 sekund (vychozi hodnota), oznadi cestu za neplatnou. Metrika
této cesty se automaticky nastavi na hodnotu 16.

+ Casovac zahozeni (Flush Timer) — 1 pies nedosazitelnost se zdznam, ozna-
¢eny jako neplatny, udrzuje ve smérovaci tabulce, dokud nevyprsi casovac za-
hozeni. Ve vychozim stavu se jedna o cas 240 vterin, tedy 60 vtefin po vyprseni
casovace neplatnosti. Po vyprseni tohoto casu se zaznam vymaze ze smérovaci
tabulky.

« Casovaé zadrzeni (Holddown Timer) — Casovaé zavedeny z diivodu zabré-
néni vzniku smérovacich smycek. Smérova¢ po oznaceni sité za nedosazitelnou
spusti ¢asovac a po uréitou dobu neptijima (nezpracovava) aktualizace na da-
nou sit. Dale se casova¢ spousti pri obdrzeni zaznamu s metrikou vyssi nez
metrika v lokalni smérovaci tabulce a pri obdrzeni zaznamu o nedosazitelné

siti. Déje se tak z divodu pomalé konvergence u protokolu RIP, aby vSechny

2Existuje specidlni piipad, tzv. rozloZeni horizontu se zpétnou otravou. Princip spo¢ivd v ode-
slani celé smérovaci tabulky sousednimu smérovaci, ovsem sité, o nichz se smérova¢ od souseda

dozvédél, se oznadi za nedosazitelné, tedy hodnotou metriky 16.
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smérovace uvnitt autonomniho systému mély c¢as na adaptaci. Pokud by c¢aso-

vac nebyl zaveden, smérovac by pri nejblizsi aktualizaci mohl obdrzet zdznam

o alternativni cesté (neplatné) s vyssi nebo stejnou metrikou. Pokud dojde

k prijeti informace o cesté k nedosazitelné siti s nizsi metrikou, cesta se stane

aktivni. Casovaé neni soucasti standardi, implementuje se pouze na zafizenich
Cisco. Ve vychozim stavu se odpocitava 180 vterin.

V ramci celého autonomniho systému musi byt casovace nastaveny identicky

na vsech smérovacich. Pokud by tato podminka nebyla splnéna, mohlo by dojit

k fatdlnimu chaosu mezi smérovaci a k nedosazeni stavu konvergence [17], [28], [29].

4.2.3 Typy zprav

RIP definuje dva typy zprav — zadost a odpovéd. Zadost odesilaji nové pfipojené
(aktivované) smérovace, vyuzivajici tento protokol, o celou smérovaci tabulku (na
vSech nové aktivovanych rozhranich protokolu RIP). Odpovéd se vyskytuje ve tfech
riznych formatech:

e Odpovéd na zadost.

o Aktualizace vysilana v pravidelnych tricetivterinovych intervalech.

« Spusténd aktualizace [30].

4.2.4 Pasivni rozhrani

Je-li rozhrani soucasti smérovaciho procesu’, automaticky odesild a p¥ijimé sméro-
vaci zpravy. Do tohoto procesu patii i rozhrani vedouci do lokélnich siti, tedy siti
bez pritomnosti dalsich smérovact. Vzhledem k povaze vsesmérového vysilani kazdé
zalizeni v siti zpravy prijme a zpracuje. Zde prichazi rada nevyhod, tedy bezpec-
nostni riziko (stanice muze podvrhnout falesné smérovaci informace), vyuziti sirky
pasma pro prenos zbytecnych informaci (koncové stanice nakonec zahodi pakety,
protoze na zakladé ¢isla portu zjisti, Ze takovy proces u nich neexistuje) a vyuziti
vypocetnich kapacit zatrizeni. Lze tedy vyuzit techniku pasivnich rozhrani, kterd za-
branuje vysilani smérovacich informaci do lokalni sité, ovsem tuto sif stale zahrnuje

ve zpravach pro jiné smérovace.

4.2.5 RIP verze 1

RIP verze 1 (RIPv1) se stala zcela prvni implementaci smérovaciho protokolu RIP.
Definuje se v dokumentu RFC 1058 [30]. Vzhledem ke své brzké standardizaci

(v roce 1988) se zaklada na t¥idnim adresovani. Pro adresaci zarizeni se vyuzivaji

3Definovano specifikaci sité, z jejthoz rozsahu se uréi vsechna rozhrani na zékladé nastavenjch
IP adres.
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prvni 3 t¥idy A, B a C (viz[Tab. 4.1). Prvni verze protokolu ve zprévich neprendsi
informace o masce sité. Smérova¢ urcuje tiidu adresy na zakladé prvniho oktetu
adresy (konkrétné prvnich biti oktetu, které jsou jednoznac¢né uréeny pro kazdou
tiidu). Kdyz smérova¢ prijme informace o siti, uréi masku na zdkladé jednoho ze
dvou kritérii:

1. Prijata adresa patii do stejné tridy adres jako aplikovana IP adresa na pricho-
zim rozhrani. V takovém pripadé se zvoli stejnd maska sité, ktera je nastavena
pro dané rozhrani.

2. IP adresa patii do jiné tiidy nez rozhrani, které zpravu prijalo. V tomto pripadé

se nastavi maska sité specifickd pro danou tiidu.

Obsah smérovacich zprav

Pro vyménu smérovacich informaci definuje protokol specidlni format zprav, pomoci
néjz si smérovace tyto informace predavaji. RIPv1 vyuziva nespolehlivy transportni
protokol UDP (User Datagram Protocol), kde se pro zdrojovy i cilovy port vyuziva
hodnota 520. Zprava se odesila vSesmérové (broadcast), tedy cilova IP adresa se
rovna hodnoté 255.255.255. 25517_[]. Zdrojova adresa se nastavuje na adresu rozhrani,
pres néjz se paket odesila. Obdobné se na trovni linkové vrstvy cilovda MAC adresa
nastavuje pro vSesmérové vysilani (ff-ff-ff-ff-ff-ff) a zdrojovd MAC adresa na fyzickou
adresu zdrojového rozhrani.

Obsah zprévy lze vidét na [Obr. 4.5l Samotnd zprava bez zahlavi jednotlivych
vrstev muze dosahovat velikosti az 512 bytt. Zahlavi se skladd ze 4 byt a obsahuje
nasledujici polozky:

o Prikaz — Vyjadruje, za jakym tcelem se datagram odesila. Mozné hodnoty

jsou:
— 1 — Specifikuje zadost.
— 2 — Specifikuje odpovéd.
e Verze — Urcuje verzi protokolu RIP. Podporované verze:
— 1 — Protokol RIP verze 1.
— 2 — Protokol RIP verze 2.

o Nulova cast — Poskytuje prostor budoucim vylepsenim protokolu. Vyznam

tedy spociva v rezerve.

Télo zpravy obsahuje informace o jednotlivych sitich. Kazda sit je zahrnuta v jed-
nom ze zaznamu. Celkové zprava muze obsahovat az 25 zaznamu. Skladaji se z na-

sledujicich polozek:

4Tato adresa zajistuje, ze kazdé zafizeni, které pfijme paket, zpracuje data aZ na trovei trans-

portni vrstvy
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Zapouzdiena RIP zprava

Zahlavi transportni

Zahlavilinkové vrstvy | Zahlavi sitové vrstvy vrstvy RIP zprava
Max. 512 B
Zahlavi Télo
Zaznam o sfti (1) | Zaznam o siti (2) Zaznam o sfti (25)
1B 1B 2B 32B 32B 32B
Identifikator rodiny adres | Nulova ¢ast| IP adresa | Nulova ¢ast | Nulova ¢ast| Metrika
2B 2B 4B 4B 4B 4B

Obr. 4.5: Obsah zapouzdiené RIP zpravy [17].

o Identifikator rodiny adres — Pro IP protokol se vyuziva hodnota 2. Jedna

se o nejcastejsi hodnotu. V pripadé zadosti o informace se nastavuje na hod-

notu (El

e Nulova c¢ast — Vyskytuje se trikrat.

o IP adresa — Do této polozky se zapisuje adresa sité, podsité nebo konkrétni

stanice. Ve vét§iné pripadu se nevyuzivaji adresy hosti a adresy siti/podsiti

zavisi na schématu adresovani.

e Metrika — Obsahuje hodnotu mezi 1-16 v zavislosti na po¢tu preskokti. Hod-

noty 1-15 vyjadiuji dostupnou sit, hodnota 16 nedostupnou sit [17], [30].

Vyména smérovacich informaci

V nésledujicich bodech se popisuje vyména smérovacich informaci od pocéatku (ak-

tivace protokolu na smérovacich) az po dosazeni tiplného stavu konvergence. Popis

vychazi ze stavu, kdy se protokol aktivuje na vSech smérovacich soucasné. Vychazi

se z topologie viz [Obr. 4.6, U lokalnich siti (v topologii zndzornéné prepinaci) se

5V kombinaci s metrikou 16 se jedné o zadost o zaslani kompletni smérovaci tabulky
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uvazuje pripojeni pres pasivni rozhrani. Pro jednoduchost se uvadi stavy smérovace

R1, odpovidajici operace lze odvodit i na ostatnich smérovacich.

ﬁ 10.3.0.0/16 ﬁ

R [ — D)

J J

10.2.0.0/16 | | 10.4.0.0/16

R1 | {—1| R2

ﬂ 10.1.0.0/16 ﬂ

192.168.1.0/24 192.168.2.0/24

{——— {——

Obr. 4.6: Logicka topologie pro znazornéni komunikace RIPv1.

Tab. 4.3: Smérovaci informace odeslané smérovacem R1.

(a) Pro smérovac¢ R2. (b) Pro smérova¢ R3.
Adresa sité | Metrika Adresa sité | Metrika
192.168.1.0 1 192.168.1.0 1
10.2.0.0 1 10.1.0.0 1
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Tab. 4.4: Informace obdrzené smérovacem R1 o primo pfipojenych sitich.

(a) Od smérovace R2.
(b) Od smérovace R3.

Adresa sité | Metrika
10.4.0.0 1
192.168.2.0 1

Adresa sité | Metrika
10.3.0.0 1

1. Po aktivaci smérovaciho protokolu smérovac¢ R1 vysila RIP zadost ptres vSechna
rozhrani, ktera se ticastni smérovaciho procesu. Odesila se tedy ke smérovacim
R2 a R3. Zaroven posild svoji smérovaci tabulku (viz v podobé
periodické aktualizace.

2. Smérova¢ R1 obdrzi zadosti od smérovacii R2 a R3 a vygeneruje RIP od-
povédi. Odpovédi se vygeneruji i pres fakt, Ze totozny obsah byl jiz odeslan
v predchozim kroku v podobé pravidelné aktualizace. Déale smérova¢ prijme
pravidelné aktualizace od sousednich smérovact (viz [Tab. 4.4)), z nichz si zis-
kané informace o sitich ulozi do své lokdln{ smérovaci tabulky (viz [Tab. 4.5).
Soucasné tedy kazdy smérovac v siti disponuje znalostmi o pfimo pripojenych
sitich svych sousedi. Aktudlné se tedy jedna o stav konvergence, vyména in-
formaci vsak dale pokracuje. Smérovac jesté obdrzi odpovédi na své zadosti,

tedy opét duplicitni informace, jez se uz dozvédél.

Tab. 4.5: Smérovaci tabulka smérovace R1.

Kéd | Adresa sité | Prefix | Metrika | Next hop
C 192.168.1.0 /24 0 -
C 10.1.0.0 /16 0 -
C 10.2.0.0 /16 0 -
R 10.3.0.0 /16 1 R3
R 10.4.0.0 /16 1 R2
R 192.168.2.0 /24 1 R2

3. V nésledujicim kroku smérova¢ R1 obdrzi zdznamy o sitich, o nichz jiz udr-
zuje zaznamy, ovSem dostupnych jinou cestou (pres jiny smérovac). Jednd se
o aktualizace, které preposilaji sousedni smérovace. Obsah zprav viz [Tab. 4.6]
Stejnym zpusobem vysila informace ziskané od sousedu se zvysenim metriky
(Tab. 4.7)). Vzhledem k ocividnému navySovani metriky se tyto cesty ignoruji,
protoze smérovace udrzuji lepsi cesty k cili. Preposilaji se pouze cesty, o nichz

se smérova¢ nedozvédél primo od sousedit, jimz cesty zasila.
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Tab. 4.6: Informace obdrzené smérovacem R1 o nepiimo pripojenych sitich.

(a) Od smérovace R2.

Tab. 4.7: Informace odeslané smérovacem R1 o nepfimo pripojenych sitich.

(a) Pro smérovac¢ R2.

(b) Od smérovace R3.

— - Adresa sité | Metrika
Adresa sité | Metrika
10.4.0.0 2
10.3.0.0 2
192.168.2.0 3

(b) Pro smérovac¢ R3.

— - Adresa sité | Metrika
Adresa sité | Metrika
192.168.2.0 2
10.3.0.0 2
10.4.0.0 2

4. Nyni se jiz vSechny potfebné informace rozeslaly a smérovace dosahly tiplného
stavu konvergence. Na zakladé Casovacu se déle (za predpokladu stélé aktivity
smérovacu a zadnych zmén v siti) odesilaji pouze pravidelné aktualizace (viz
. Smérova¢ naopak piijima pravidelné aktualizace (viz .

Pri pohledu na topologii 1ze odvodit, ze po dosazeni stavu konvergence vyuzivaji
smérovace R3 a R4 mechanismu rozlozeni zatéze. Smérova¢ R3 se dozvida o siti
192.168.2.0 ze dvou sméru — od smérovacii R1 a R4. Oba udaje prichazi se stejnou
hodnotou metriky 2. Smérovac¢ mezi nimi nerozlisuje a vyuzije obé cesty pro dosazeni

cile. Stejny postup plati pro smérovac¢ R4 ve vztahu k siti 192.168.1.0.

Agregace adres

RIP verze 1 podporuje sité a podsité, ovsem pouze se stejnou maskou sité. Jak jiz

bylo zminéno, smérovace pritazuji masky sitim na zdkladé masky prichoziho roz-

Tab. 4.8: Pravidelnd aktualizace zasiland od smérovace R1.

(a) Pro smérova¢ R2.

o4

(b) Pro smérova¢ R3.

— - Adresa sité | Metrika
Adresa sité | Metrika

10.1.0.0 1

10.2.0.0 1
10.4.0.0 2

10.3.0.0 2
192.168.1.0 1

192.168.1.0 1
192.168.2.0 2




Tab. 4.9: Pravidelna aktualizace vysilana pro smérovac¢ R1.

(a) Od smérovace R2.
(b) Od smérovace R3.

Adresa sité | Metrika — -
Adresa sité | Metrika
10.3.0.0 2
10.3.0.0 1
10.4.0.0 1
10.4.0.0 2
192.168.2.0 1

hrani nebo tiidniho rozsahu. Pokud smérovac¢ propojuje sité pattici do rznych ttid,
nazyva se hrani¢cnim smeérovacem. V jedné ¢asti autonomniho systému muize exis-
tovat nékolik podsiti (se stejnou sitovou maskou) patiicich do jedné tridy. Hrani¢ni
smérovac, ktery odesila informace o téchto podsitich pres sif jiné tiidy, neodesila jed-
notlivé zaznamy, ale vyjadri je jedinou tridni adresou. Na protéjsi strané se adrese
pritadi maska tridy a vSechny podsité se stanou dostupnymi skrze jeden zaznam ve
smérovaci tabulce. Tento proces slouceni podsiti do jedné sité se nazyva agregace
adres nebo téz sumarizace. Vyhodou procesu agregace je zmenseni poctu zdznamu
ve smérovacich tabulkach a tim dosazeni rychlejsitho vyhledavani cest pro pakety. Na
druhé strané u tridniho adresovani, pokud se navrhne nespojité adresovaci schéma,
mize se vyskytnout problém s nespravnym smeérovanim, rozlozenim zatéze, pripadné

kompletni nedostupnosti siti.

4.2.6 RIP verze 2

Verze 1 protokolu RIP se postupné stala neefektivni vzhledem k principu t¥idniho ad-
resovani. S narustem zarizeni vyuzivajicich internetové pripojeni se velmi rychle za-
cal vycCerpavat adresni rozsah. Z tohoto divodu se zavedly nové mechanismy CIDR
(Classless Inter-Domain Routing) a VLSM (Variable-Length Subnet Mask) pro
podporu beztiidniho adresovani:

o CIDR upousti od tiidnich rozsahti s pevné stanovenymi sitovymi maskami. Za-
vadi prefixovou notaci, kde se maska vyjadiuje poctem bitl s log. hodnotou 1
(napf. maska 255.255.255.0 se vyjadii notaci /24). S timto mechanismem lze
priradit libovolny prefix sitim bez ohledu na jejich ttidu. CIDR vyuziva VLSM.
Vytvari i novy pristup k sumarizaci adres. U t¥idniho adresovani se agregovaly
rozdélené podsité do tiidni sité. CIDR umoznuje sumarizovat rozsah ttidnich
adres do jedné adresy s nizsi maskou nez ttidni. Tato adresa se oznacuje jako
nadsit (supernet).

o VLSM dava moznost nerovnomérného podsitovani. U protokolii zalozenych na

tfidnim adresovani bylo mozné rozdélit rovnomérné sit na podsité se stejnou
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délkou masky. Mechanismus VLSM umoznuje tyto podsité délit na dalsi pod-
sité s libovolnou maskou (vyssi nez origindlni maska podsité) bez ohledu na
rozsah jinych podsiti. Dochézi tak ke zna¢né tspore adres [31].

Se zavedenim beztfidniho adresovani muselo dojit ke zcela novému pristupu ve
smérovani. Zacal tedy vyvoj novych smérovacich protokolt. Patii mezi né i nova
verze protokolu RIP. RIP verze 2 (RIPv2), definovana v dokumentu RFC 1723 [32],
rozsiruje funkce verze 1 a pridava urcité novinky vylepsujici bezpecnost a rychlost

protokolu. V jadru se tedy jedné o stejny protokol s vylepsenymi vlastnostmi.

Obsah smérovacich zprav

Struktura zapouzdieni RIP zprav ztstava shodnd s verzi 1. Transportni protokol
i porty zustavaji stejné. Ke zméné dochazi na sifové a linkové vrstvé. Pro vysilani
se vyuziva skupinovd adresa misto vsesmérové, konkrétné 224.0.0.9 [31]. Vyhoda
spoc¢iva v urychleni zpracovani dat, kdy koncové stanice, které paket prijmou, zjisti
jiz na trovni linkové vrstvy, 7e nejsou cilovou destinaci zpravyf’} Ke zméndm dochézi
i v samotném obsahu zpravy. Nevyuzity prostor v podobé nulovych ¢asti (rezerv)
u RIPv1 se nahrazuje uzitetnymi informacemi u verze 2 (viz [Obr. 4.7 polozky vy-
znacené zluté). Dochézi tak k plnému vyuziti vSech dostupnych ¢asti uvniti zdznamu
o siti.

Vzhledem k totoznému obsahu zpravy jsou dale vysvétleny pouze nové pridané

polozky:

o Tag cesty — Slouzi k odliseni cest zjisténych protokolem RIP od cest nauce-
nych jinym smérovacim protokolem.

o Maska sité — Smérovace prenasi informace o masce sité, odpada tedy nutnost
ur¢it masku na zakladé masky rozhrani ¢i tiidni adresy. Jednd se o vyraznou
zménu oproti puvodni koncepci tridniho adresovani, protoze se nové otevira
moznost vyuziti libovolné rozdélenych podsiti s variabilni maskou sité (CIDR
a VLSM).

o Dalsi hop — Specifikuje adresu smérovace (bezprostiedné sousedniho ve stejné
podsiti), k némuz maji byt data odeslana pro dosazeni cile. Pokud pole obsa-
huje adresu 0.0.0.0, smérovac, od néjz zprava prisla, se voli jako dalsi preskok.
Jind adresa oznacuje ,,vhodnéjsi“ smérovac¢ pro dosazeni cile, dochézi tedy
k presmérovani [17], [32].

Verze 2 je zpétné kompatibilni s verzi 1 za predpokladu dodrzeni podminky, Ze

zadna z rezervovanych polozek se nerovna jiné hodnoté nez nulové.

6Cilova MAC adresa se nastavuje na hodnotu 01:00:5¢:00:00:09, tedy vsechna zafizeni, na nichz

RIP neni aktivni, pakety zahazuji.
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Zapouzdiena RIP zprava

Zahlavi transportni

Zahlavilinkové vrstvy | Zahlavi sitové vrstvy vrstvy RIP zprava
Max. 512 B
Zahlavi Télo

Zaznam o sfti (1) | Zaznam o siti (2) | ... | Z&znam o stti (25)

1B 1B 2B 32B 32B 32B
Identifikator rodiny adres | Tag cesty IP adresa | Maska sit¢ | DalSi hop Metrika
2B 2B 4B 4B 4B 4B

Obr. 4.7: Nové polozky v RIPv2 zpravé.

Vyména smérovacich informaci

Pro srovnani obou verzi se vyuziva identicka topologie, avsak s odliSnym adresova-
cim schématem (viz . Komunikace prostfednictvim protokolu RIP verze 2
probiha ve své podstaté stejnym zptisobem jako komunikace u verze 1. Stale se do-
drzuje systém vyzva-odpovéd a pravidelné zasilani aktualizaci. Postup komunikace
se opét rovna verzi 1, pouze s odliSnymi adresami. Rozdil prichdzi v obsahu sméro-
vacich informaci. Jak jiz bylo zminéno, RIPv2 prenasi kromé adresy sité tag cesty,
masku sité a informaci o dalsim preskoku.

Soucasné adresovaci schéma neni mozné pouzit pro smérovani pomoci verze 1.
Smérova¢ pritazuje masku sité na zakladé adresy prichoziho rozhrani nebo tiidni
adresy. Z topologie vyplyva, Ze vSechny adresni rozsahy spadaji pod jednu adresu
tiidy B — 172.20.0.0/16. Smérovace R1 a R2 tedy nemohou informovat své sousedni
smérovace o pripojenych lokélnich sitich, protoze by nedokézaly spravné urcit masku
sitd]

Tento problém zanika s verzi 2, ktera v zdznamu o siti prenasi masku sité. Sme-

rovacCe tedy mohou informovat své sousedy o vsech sitich, protoze si masku nedopo-

"Misto prefixu /24 by se pfifadil prefix /30, ktery nepokryva cely rozsah lokaln{ sité.

o7



citavaji sami, ale ziskaji tyto informace od vysilacich smérovacii.
Priklad pravidelné aktualizace se uvadi pro smérova¢ R1, konkrétné smérovaci

informace uréené smérovacum R2 (viz [Tab. 4.10) a R3 (viz [Tab. 4.11]).

ﬁ 172.20.2.8/30 ﬁ

R3 d)ﬂ(}: —————————— :bﬂ(}: R4
| |
172.20.2.4/30 | | 172.20.2.12/30
R :>ﬁ<: —————————— :ﬁ@ 2
@ 172.20.2.0/30 ﬂ
172.20.0.0/24 172.20.1.0/24
— C——>
(] C—

Obr. 4.8: Logicka topologie pro znazornéni komunikace RIPv2.

Tab. 4.10: Pravidelna aktualizace smérovace R1 urcenda pro R2.

Adresa sité | Prefix | Next hop | Metrika | Tag
172.20.0.0 /24 0.0.0.0 1 0
172.20.2.4 /30 0.0.0.0 1 0
172.20.2.8 /30 0.0.0.0 2 0
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Tab. 4.11: Pravidelna aktualizace smérovace R1 ur¢ena pro R3.

Adresa sité | Prefix | Next hop | Metrika | Tag
172.20.0.0 /24 0.0.0.0 1 0
172.20.1.0 /24 0.0.0.0 2 0
172.20.2.0 /30 0.0.0.0 1 0
172.20.2.12 /30 0.0.0.0 2 0

Autentizace

RIP verze 2 podporuje mechanismus autentizace pro dalsi zvySeni bezpecnosti pri
vymeéné smeérovacich informaci. Autentizace predstavuje volitelnou sluzbu pro oveé-
reni sousedli. Vychézi z nakonfigurovani kli¢i na smérovacich napric celou siti. Ty se
mohou vyskytovat v textové podobé nebo ve formé hashe, vystupu hashovaci funkce
MD5 (Message-Digest algorithm). Kli¢e musi byt souhlasné na vSech zafizenich.

Uvnitt RIP zpravy zabird autentizace prostor jednoho zaznamu o siti, pocet
maximalniho poc¢tu zaznamu se tak snizuje na 24. Uvniti autentizacniho zdznamu
se identifikator rodiny adres nastavuje na hodnotu 0zffff. Tag cesty se nahrazuje za
typ autentizace (2 znadi textovou formu klice, 3 znac¢i MD5 hash). Zbyly prostor
se vyhrazuje pro samotny kli¢ [32], [33], [34].

4.2.7 RIP nové generace

RIP nové generace (RIPng) definuje standard RFC 2080 [35]. Oproti predchozim
verzim se nova generace zameéruje na sité s adresovanim IPv6. Zakladni principy
(Bellman-Forduv algoritmus, maximalné 15 pteskokt, pravidelné aktualizace) zu-

stavaji zachovany. Na transportni vrstvé vyuziva protokol UDP, port 521 [36].
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4.3 Protokol OSPF

S rozvojem internetu a inovaci v oblasti informacnich a komunikac¢nich technologii
se princip vektoru vzdalenosti, zalozeny ¢isté na poctu preskokt k cili, ukazal jako
nedostatecny. Proto se zacal vyvijet zcela novy pristup ke smérovani. Na vystupu
byl predstaven princip stavu linek, jehoz ziejmé nejznaméjsim predstavitelem je
protokol OSPF (Open Shortest Path First).

Protokol zahrnuje dohromady 3 verze [17], z nichz prvni (OSPFv1) se v praxi
nevyuzila, druhd verze (OSPFv2), standardizovand v dokumentu RFC 2328 [37]
(diive RFC 1247 [38]), slouzi pro smérovani v sitich IPv4 a treti verze (OSPFv3),
vychézejici z dokumentu RFC 2740 [39], se vyuziva uvniti siti IPv6.

Smérovace s aktivovanym OSPF si oproti protokolu RIP uchovavaji informace
o kompletni topologii sité, z nichz nasledné pomoci Dijkstrova algoritmu nejkratsich
cest, oznac¢ovaného jako SPF (Shortest Path First), vypocitaji nejoptimalnéjsi cesty
do vsech destinaci. Informace o vSech sitich se uchovavaji v tabulce topologie,
oznacované téz jako LSDB (Link State Database). Kazdy smérova¢ ma po vyméné
informaci identickou tabulku. Nachézi se zde smérovace a jim ndlezici informace
o spojich (rozhranich tcastnicich se procesu smérovani), tedy druh sité, adresa sité,
prefix, propustnost, cena spoje atp. Tyto parametry predstavuji stav spoje. Déle
smérovace udrzuji tabulku sousedii, kde se ukladaji informace o sousednich smé-
rovacich (kazdy smérova¢ udrzuje vlastni). Lze zde najit napt. ID souseda, adresu,
stav spojeni mezi sousedy aj. Posledni je smérovaci tabulka, kam se umistuji
nejrychlejsi cesty vypoctené SPF algoritmem.

OSPF patii mezi protokoly podporujici bezttidni adresovani, vyuziva tedy me-
chanismy CIDR a VLSM. Ve srovnani s protokolem RIP dosahuje rychlejsi kon-
vergence, nebot prichozi smérovaci informace uchovava v lokalni databézi (tabulce)
a ihned je odesild vSem svym sousedim (kromé souseda, od néjz informace obdr-
zel). Az po rozeslani vSech informaci, kdy kazdy smérova¢ v siti udrzuje totoznou
tabulku topologie, spusti kazdy lokalné SPF algoritmus, ktery vyhodnocuje nejlepsi
cesty z informaci uchovavanych v tabulce topologie. Kompletni smérovaci informace
se vysilaji na po¢atku a kazdych 30 minut®] V mezidobi se vysila pouze pii zméné
v topologii a prendsi se informace tykajici se pouze této zmény. Metrika protokolu se
odviji od souhrnné ceny cest. Cena cesty se urcuje ¢iselnou hodnotou reprezentujici
lokalni odchozi rozhrani na smérovaci. Nizsi hodnota znaci lepsi cestu. Na Cisco
zafizenich se cena vypocte podle propustnosti rozhrani.

Samotné smérovaci informace se prenasi prostfednictvim LSA (Link State Ad-
vertisement) zprav. Smérovace, které prijmou informace od jinych smérovacu, tyto

zpravy posilaji beze zmény déle.

8Smérovace vysilaji pouze vlastni zdznamy, o nichz zpravily sousedy.
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4.3.1 OSPF oblasti

Smérovace implementujici protokol OSPF udrzuji kompletni mapu topologie, tedy
informace o vSech smérovacich a jejich pripojenych sitich (které se icastni sméro-
vani), coz predstavuje urcité naroky na pamét zatfizeni podle velikosti topologie.
U rozsahlych siti by pozadavky na pamét byly znacné. Proto se vyuziva rozdéleni
sité do jednotlivych oblasti. Do paméti jednotlivych zafizeni se tedy ukladaji in-
formace pouze o sitich a zafizenich spadajicich do stejné oblasti (vyjma hrani¢nich
smérovaci). Zaroven se uvolni sitka padsma pro prenos uzivatelskych dat misto smé-
rovacich informaci a vypocetni kapacita CPU.

Oblasti se Tadi hierarchicky a znaci se ¢iselnym identifikatorem. Pravidlem pri
konfiguraci je pocatek v oblasti 0. V pripadé jediné oblasti do ni patii vSechna
zatizeni, pri rozdéleni do vice oblasti predstavuje paterni spojeni mezi ostatnimi
oblastmi. Smérovace se podle funkce fadi do néasledujicich kategorif [31]:

o Interni smérovace — Smérovace patrici pouze do jedné oblasti.

o Hrani¢ni smérovace — Hrani¢ni smérovace, oznacované téz jako ABR (Area
Border Router), spojuji jednu ¢i vice oblasti s oblasti 0. Tyto oblasti spadaji
pod administrativu jednoho autonomniho systému.

e Autonomni hraniéni smérovace — Jednd se o smérovace znamé pod zkrat-
kou ASBR (Autonomous System Border Router). Nachazi se v oblasti 0 a dis-
tribuuji informace ziskané jinymi smérovacimi protokoly (véetné informaci z ji-
nych autonomnich systému).

V situaci, kdy dojde ke zméné uvnitt oblasti, se vSechny smérovace (i v ostatnich

oblastech) dozvi o této zméné. Avsak pouze smérovace ndlezici do oblasti, v niz se
zména udala, prepocitaji cesty prostrednictvim SPF algoritmu. V ostatnich oblas-

tech se algoritmus nespousti [17], [40], [41].

4.3.2 Struktura OSPF zprav

OSPF definuje celkové 5 typu zprav. Kazda z nich vychézi ze spoletného zahlavi (viz
, télo zpravy se dale méni u jednotlivych zprav. OSPF zprava se zapouzdiuje
do IP paketu, v modelu ISO/OSI lze tedy analyzovat linkovou a sitovou vrstvu. Na
linkové vrstvé se pro zdrojovou MAC adresu vyuziva adresa vysilaciho rozhrani, jako
cilovai MAC adresa se vyuziva specialni skupinovda MAC adresa 01:00:5¢:00:00:05
nebo 01:00:5e:00:00:06. Na sitové vrstve se pro zdrojovou IP adresu vyuziva opét ad-
resa odchoziho rozhrani, pro cilovou IP adresu se vyuziva skupinova adresa 224.0.0.5
nebo 224.0.0.6. V IP paketu se dale nastavuje hodnota pole protokolu na 89 [17].
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Zapouzdrena OSPF zprava

Zahlavi linkové vrstvy Zahlavi sitové vrstvy | Zahlavi OSPF zpravy Télo OSPF zpravy

Verze Typ |Délka paketu| ID smérovace ID oblasti Kont':0|m Typ Autentizace Autentizace
soucet autentizace
1B 1B 2B 4B 4B 2B 2B 4B 4B

Obr. 4.9: OSPF zéhlavi [17], [42].

Zahlavi OSPF zprav se vzdy skldda ze stejné struktury (24 bytu). Obsahuje

nasledujici polozky:

e Verze — Verze protokolu OSPF. Standardné 2 nebo 3.
Typ — Typ OSPF zpravy, ktery nabyva néasledujicich hodnot:

— Typ 1 — Hello paket.

— Typ 2 - DBD paket.

— Typ 3 — LSR paket.

— Typ 4 — LSU paket.

— Typ 5 — LSAck paket.
o Délka paketu — Celkova délka OSPF zpravy vcetné zahlavi.

o ID smérovace — Identifikator smérovace, ktery zpravu odesila.

o ID oblasti — Identifikator oblasti, do niz smérovac spada. Zapisuje se ve formé
dekadického ¢isla, pripadné ve stejném formatu jako IPv4 adresa.
« Kontrolni soucet — Kontrolni soucet zajistuje spravnost prenosu celé OSPF
zpravy kromé polozky autentizace.
o Typ autentizace — Stejné jako u protokolu RIP i protokol OSPF podporuje
prenos hesel prostrednictvim textu ¢i hashe. Definuji se zde 3 hodnoty:
— 0 — Bez autentizace.
— 1 — Autentizace prostrednictvim textového hesla v ¢itelné podobé.

— 2 — Autentizace prostrednictvim hesla ulozeného v podobé hashe.

Autentizace — V zavislosti na typu autentizace se zde prenasi informace
o hesle.

Déle se rozebira obsah jednotlivych zprav podle typu.
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Typ 1 — Hello paket

Hello pakety odesila kazdy smérova¢ automaticky po zahrnuti rozhrani do procesu
smérovani. Prostrednictvim téchto zprav se vytvori vazby mezi sousedy, bez nichz
nedochazi k vymeéné smérovacich informaci. Dale se vyuzivaji k pravidelnému testo-

vani dostupnosti sousedii a tim k udrzovani vazeb.

Zapouzdrena OSPF zprava

Zahlavilinkove vrstvy | Zahlavi sitove vrstvy | Zahlavi OSPF zpravy Télo OSPF zpravy

Maska sité | Hello interval | MozZnosti Pflomav Dead interval DR | BDR | Soused | ... | Soused
smérovace
4B 2B 1B 1B 4B 4B 4B 4B 4B

Obr. 4.10: OSPF Hello paket [17], [42].

Pakety obsahuji nasledujici polozky (viz [Obr. 4.10)):

o Maska sité — Maska sité, do niz patii vysilaci rozhrani smérovace.

o Hello interval — Interval, po némz se pravidelné zasilaji Hello zpravy.

e MozZnosti — Dodateéné moznosti smérovace.

e Priorita smérovace — Priorita smérovace, ktera se vyhodnocuje jako prvni
parametr pii vybéru DR a BDR.

e Dead interval — Interval, béhem néjz, pokud smérova¢ neobdrzi od souseda
Hello zpravu, vyhodnoti souseda jako nedostupného.

« DR - DR (Designated Router) predstavuje identifikitor (IP adresu) vyhra-
zené¢ho smérovace, ktery slouzi pro prijimani a zasilani smérovacich zprav ve
vsesmeérové doméné.

« BDR - BDR (Backup Designated Router) plni funkci zélozniho smérovace
pro pripad selhdani DR ve vSesmérové doméné (opét IP adresa).

e Soused — Identifikdtory smérovacti, od nichz vysilaci smérova¢ obdrzel Hello

ZPravy.
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Typ 2 — DBD paket

Smeérovace si po zjisténi své existence vzajemné vymeéni informace o svych lokalnich

LSDB tabulkéach ve formé DBD (Database Description) paketi. Prendsi se pouze

zkracené zaznamy pro usporu Sitky pasma a informace se mohou prenaset prostied-

nictvim vice paketii. Mezi sousedy se urci role master a slave. Master odesila DBD

paket jako prvni, slave nasledné odpovidd svym DBD paketem. Tyto pakety se vy-

silaji pTi synchronizaci databdzi mezi sousedy.

Zapouzdiena OSPF zprava

Zahlavi linkové vrstvy | Zahlavisitové vrstvy | Zahlavi OSPF zpravy Télo OSPF zpravy

MTU rozhrani| Moznosti | 0 |0 |0 | O[O | | [M|MS LSAzéhlavi | ... | LSA zahlavi

DBD
sekvencni Cislo

2B 1B 1b1b1b1b1b1b1b 1b 4B 4B 4B

Obr. 4.11: OSPF DBD paket [17], [42].

Paket se sklada z nasledujicich polozek (viz [Obr. 4.11)):

MTU rozhrani - MTU (Maximum Transmission Unit) urcuje nejvétsi moz-
nou délku ramce, kterou lze odeslat danym rozhranim bez nutnosti fragmen-
tace paketu (pro sité¢ Ethernet a Point-to-Point se jednd o délku 1500 bytu [43]).
Moznosti — Dodatecné moznosti smérovace.

0 — Bity slouzici jako rezerva.

I — Inicializac¢ni bit, jehoz hodnota se rovna log. 1, pokud se jedna o zcela prvni
DBD paket.

M - Bit s hodnotou log. 1, pokud nasleduje vice DBD paketii.

MS - Bit oznacujici smérovac¢ s roli master, pokud se rovna hodnoté log. 1.
DBD sekvencni cislo — Sekvencni ¢islo se vyuziva pro unikatni rozliSeni
jednotlivych DBD paketi béhem vymény informaci a zaroven k potvrzeni pri-
jeti. Na pocéatku zvoli master sekvenéni ¢islo (inicializaéni bit se nastavi na
hodnotu log. 1) a odesila DBD paket k smérovadi s roli slave. Slave odpovida
svym DBD paketem se stejnou hodnotou sekvencéniho ¢isla. Kdyz master ob-
drzi tento paket, inkrementuje hodnotu nasledujictho DBD o 1 a komunikace

dale pokracuje.
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o LSA zahlavi - V DBD paketech se prenasi pouze zahlavi LSA zprav obsaze-
nych v databazi topologie. Prenasi se zde ID vysilacitho smérovace, ID stavu
spoje (informace jednoznacné popisujici danou ¢ast sité v zavislosti na typu

LSA), sekvencni ¢islo, stari LSA zdznamu aj.

Typ 3 — LSR paket

Po obdrzeni DBD pakett smérovace porovnaji jejich obsah se svou lokalni LSDB
tabulkou. Pokud zjisti chybéjici ¢i zastaralé informace, vysilaji LSR (Link State

Request) paket pro obdrzeni téchto informaci od daného souseda.

Zapouzdrena OSPF zprava

Zahlavilinkove vrstvy | Zahlavisitove wrstvy | Zahlavi OSPF zpravy Télo OSPF zpravy

Typ LS | ID stavu spoje | Sdélujicismérovac | ... | Typ LS |ID stavu spoje | Sdélujici smérovaé

4B 4B 4B 4B 4B 4B

Obr. 4.12: OSPF LSR paket [17], [42].

V paketu lze nalézt nésledujici informace (viz [Obr. 4.12)):
o Typ LS —Typ LSA zpravy, kterou smérovac¢ pozaduje. Existuje celkem 11 zprav,

nize jsou uvedeny pouze nékteré z nich:

— Typ 1 — LSA smérovace (Router LSA) — Uvnitf oblasti se odesilaji
informace o primo pripojenych sitich k smérovaci.

— Typ 2 — LSA sité (Network LSA) — Vysild se DR smérovacem ve vse-
smérovych sitich (uvniti oblasti). Obsahuje informace o siti (adresa sité
a prefix) a vSech pripojenych smérovacich.

— Typ 3 — Souhrnné LSA (Summary LSA) — Vytvari jej hraniéni sméro-
vace (ABR) pro informovani smérovaci v jinych oblastech o dostupnosti
siti uvniti oblasti, kterou ABR propojuje s paterni oblasti.

— Typ 4 — Souhrnné LSA ASBR smérovace — Pokud ASBR smérovac

obdrzi informace z jiné smérovaci domény, vysila je do OSPF oblasti
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prostrednictvim této zpravy. Hrani¢ni smérovace tuto zpravu sifi do svych
oblasti prostiednictvim stejné zpravy [44], [45].
o ID stavu spoje — V zavislosti na typu LS se odesild identifikdtor daného
LSA:
— Typ 1 - ID smérovace, ktery LSA vyslal (uvniti DBD).
— Typ 2 — IP adresa rozhrani uvnitt vsesmérové sité DR smérovace.
— Typ 3 — IP adresa cilové sité.
— Typ 4 — ID ASBR smérovace [37], [44].
e Sdélujici smérovac¢ — ID smérovace, ktery uchovava aktualnéjsi informace

(odesilatel LSA).

Typ 4 — LSU paket

Kdyz smérova¢ obdrzi LSR zpravu, odesila odpovéd obsahujici vyzadované infor-
mace, tedy LSU (Link State Update) paket. Vyuzivaji se také pro informovani

o zméné v topologii a rozesilani informaci od jinych smérovaci.

Zapouzdiena OSPF zprava

Zahlavilinkove vrstvy | Zahlavisitove wrstvy | Zahlavi OSPF zpravy Télo OSPF zpravy

Pqéet LSDA LSA zaznam | ... | LSA zaznam
zaznam(
4B 4B 4B

Obr. 4.13: OSPF LSU paket [17], [42].

Paket prenasi nasledujici informace (viz :

e Pocet LSA zaznamu — Udava pocet LSA zaznamu prendsSenych v paketu.

e LSA zaznam - Vysilaji se podrobné informace, obsazené v téle LSA, k vy-
zddanym zadznamum v zavislosti na typu LSA (tedy napf. iidaj o metrice pro

typ 1 atp.) véetné zdhlavi.
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Typ 5 — LSAck paket

Smérovac¢, k némuz LSU paket dorazi, ihned potvrzuje jeho prijeti zpravou LSAck
(Link State Acknowledgment). Pokud zdroj LSU zpravy neobdrzi potvrzeni, opakuje

prenos.

Zapouzdiena OSPF zprava

Zahlavi linkoveé vrstvy Zahlavi sitove vrstvy | Zahlavi OSPF zpravy Télo OSPF zpravy

LSAzahlavi | .. | LSAzahlavi

4B 4B

Obr. 4.14: OSPF LSAck paket [17], [42].

Paket obsahuje nasledujici polozky (viz |Obr. 4.14)):

o« LSA zahlavi — Prenasi se zahlavi LSA zprav, jejichz prijeti se potvrzuje.

4.3.3 OSPF komunikace

Na rozdil od komunikace protokolu RIP, ktera spociva v prostém schématu vyzva-
odpoved, vyuziva OSPF komplexnéjsi mechanismus. Pred samotnym prenosem smeé-
rovacich informaci musi byt zjisténa existence smérovace (pfipadné vice smérovaci)
na opacné strané prostrednictvim Hello zprav, poté se mezi sousedy utvari vazby,
které se po kompletni vyméné udrzuji. Smérovace prochazi radou stavi, nez do-
jde k pouhému udrzovani vazeb. Smyslem téchto stavii je synchronizace databazi
topologie. Déle se vysvétluji jednotlivé stavy:
1. Stav bez odezvy (Down State)

Smeérovac¢ po konfiguraci protokolu OSPF nema znalost topologie ani soused-

nich zatizeni. Zna pouze své ptimo pripojené sité. Po explicitni konfiguraci siti,

jez se tucastni procesu smérovani, zac¢ina odesilat Hello zpravy pres patficna

rozhrani. Tyto zpravy se zasilaji v pravidelnych intervalech a bez odezvy se

neprechazi do nasledujicich stavi.
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2. Stav inicializace (Init State)
Do stavu inicializace smérovac¢ prechazi poté, co obdrzi Hello zpravu na nékte-
rém ze svych rozhrani (icastnicich se procesu smérovani). V této fazi vsak ID
smérovace, ktery zpravu prijal, neni obsazeno v seznamu sousedu zpravy. 1D
smérovace, od nejz zprava prisla, doplni do svych nasledujicich Hello zprav.
3. Stav obousmérné komunikace (Two-Way State)
Ve chvili, kdy smérovac¢ obdrzi Hello zpravu, v niz se vyskytuje jeho ID v se-
znamu sousedi, dostava se do stavu ustanovené obousmérné komunikace. Po
dosazeni tohoto stavu na obou stranach existuje mezi sousedy plnohodnotna

vazba. Dalsi postup se odviji podle typu zapojeni:

Spojeni bod-bod

Pri zapojeni bod-bod se ihned prechazi do stavu pocatku vymény. Smérovace
propojené timto spojem vzdy dosdhnou (pfi spravné konfiguraci) stavu kom-

pletni synchronizace.

VSesmérova sit

U vSesmérovych siti (napf. Ethernet) muze byt v topologii zapojeno vice smé-
rovacl, coz by béhem sifeni smérovacich zprav vedlo k zna¢nému zahlceni
prenosového pasma. Z tohoto diivodu se voli smérovace s roli DR a BDR. DR
a BDR smérovace zpracovavaji a shromazduji LSA zpravy vsech smérovacu
(jako jediné v dané vSesmérové doméné), pouze vsak DR je vysila prostiednic-
tvim adresy 224.0.0.5 vsem ostatnim smérovactim. BDR se voli z dtivodu re-
dundance v pripadé selhani DR. Ostatni smérovace (ozna¢ované DROTHER)
vysilaji LSA na adresu 22/.0.0.6, na niz naslouchaji pouze DR a BDR. Sméro-
vace s oznacenim DROTHER dosdhnou stavu kompletni synchronizace pouze
se smérovaci DR a BDR, mezi sebou vzajemné udrzuji stav obousmérné ko-
munikace.

Na Cisco zatizenich se DR voli podle polozek v nasledujicim poradi:

(

a) Manudlné nastavena OSPF priorita.
(b) Explicitné nakonfigurovany identifikdtor smérovace.

(¢) Nejvyssi adresa loopback rozhrani.

(d) Nejvyssi adresa aktivniho rozhrani (nemusi byt souc¢dsti smérovani).
Aby mohly mezi smérovaci vzniknout vazby, musi se shodovat autentizacni

parametry prenasené Hello zpravami a déle:
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e oblast,
o sit,
» Hello interval,
e Dead interval [47].
4. Stav pocatku vymeény (FEzStart State)
Nez se pristoupi k samotné vyméné DBD paketii, nesoucich zkracené zaznamy
o sitich, musi byt zvoleny role master a slave. Do role master se voli smérovac
s nejvyssim IDH. Voli se z diivodu stanoveni pocateéniho sekvencéniho ¢isla pro
prenos DBD paketﬁ@.
5. Stav vymény (Fzchange State)
Smérovace si po urceni, kdo prevezme roli master a kdo roli slave, vyménuji
DBD pakety s informacemi ze své databaze topologie. Néasledné se informace
porovnaji s lokalni databazi. V pripadé, ze obsahuji nové ¢i aktudlnéjsi infor-
mace, prechdzi se do stavu nacitani. V opacném ptipadé se rovnou prechizi
do stavu kompletni synchronizace.
6. Stav nacitani (Loading State)
Kdyz smérovace zjisti, ze pottebuji informace od sousedi, vysilaji pozadavky
prostfednictvim LSR zprav. Sousedni smérovace naopak odpovidaji LSU zpra-
vami, které obsahuji podrobné informace. Veskeré LSU zpravy musi byt po-
tvrzeny prostrednictvim LSAck zprav.
7. Stav kompletni synchronizace (Full State)
Do stavu kompletni synchronizace se smérovace dostanou ve chvili, kdy sou-
sedni smérovace udrzuji identické informace v lokalnich databézich (LSDB).

V této fazi mezi sousedy doslo k plnohodnotné synchronizaci.

Dale se popisuje, jak probiha komunikace v redlném zapojeni. Vychazi se ze
stejné topologie jako v pripadé protokolu RIPv2 (viz . Priabeéh komunikace
mezi sousedy se popisuje pro smérovace R1 a R2 (viz , stejny princip lze
odvodit i pro ostatni.

1. Ve vychozim stavu se protokol aktivuje na obou smérovacich, které zac¢nou
odesilat Hello zpravy. Pred samotnym vysilanim urci své ID. Na smérovacich
neni explicitné nastavené ID ani loopback rozhrani, proto se voli nejvyssi ak-
tivni adresa. V pripadé R1 se jednd o 172.20.2.5 au R2 172.20.2.13. R1 vysila
Hello zpravu na skupinovou adresu 224.0.0.5.

2. Smérova¢ R2 prijme Hello zpravu od R1. Nenalezl své ID v poloZce sousedi,

9Vzhledem ke skute¢nosti, Ze se DR voli primédrné na zékladé priority, nemusi byt zvolen do

role master.
10Ptijeti DBD paketu mfize také zptisobit prechod smérovade ze stavu inicializace do stavu

obousmérné komunikace [46].
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10.

11.

proto méni svij stav do stavu inicializace. Nasledné vygeneruje svoji Hello
zpravu, doplni mezi sousedy ID smérovace R1 a odesle ji.

Smérovac¢ R1 obdrzi Hello zpravu, jez obsahuje jeho 1D, a pfechazi do stavu
obousmérné komunikace. Smérovace jsou propojeny v siti typu bod-bod, nedo-
chazi tedy k volbé DR a BDR. Vzapéti prechazi smérovac¢ R1 do stavu pocatku
vymeény a vygeneruje prazdnou DBD zpravu, ktera nezahrnuje zadna LSA za-
hlavi. Zpocatku sebe sama prohlasuje do role master, bity I, M a MS tedy
nastavuje na hodnotu log. 1. Vygeneruje ndhodné sekvené¢ni ¢islo a zpravu

odesila.

. Po prijeti DBD zpravy smérova¢ R2 ihned prechazi do stavu pocatku vymeény.

Podle OSPF zahlavi urci, ze vlastni vyssi ID a predpoklada roli master. Odesila
vlastni DBD zpravu s bity I, M a MS nastavenymi na hodnotu log. 1 a opét
vygeneruje vlastni sekvencni ¢islo.

Smérova¢ R1, ktery zpravu prijal, uréi sebe sama do role slave (podle vyssiho
ID v OSPF zahlavi) a vygeneruje DBD paket obsahujici LSA zahlavi (typu 1)
ze své lokalni databaze topologie. Nastavi pouze bit M na log. 1 a sekvencni
¢islo na hodnotu ¢isla prichoziho DBD paketu, ¢imz zaroven potvrzuje jeho
prijeti. Zpravu odesle.

Smérovac¢ R2 prijme zpravu a definitivné prevezme roli master. Zaroven prejde
do stavu vymeény a odesila LSA zahlavi z vlastni databaze topologie. Pred
odesldnim inkrementuje hodnotu sekvenc¢niho ¢isla o 1.

Smérovac¢ R1 obdrzi zkraceny vypis databaze topologie na smérovaci R2. Ne-
disponuje dalsimi informacemi, které by sdélil smérovaci R2, proto vysila DBD
paket ¢isté pro potvrzeni prijeti (identické sekvenc¢ni ¢islo) bez LSA zahlavi.
Bity I, M i MS nastavi na hodnotu log. 0.

Smeérova¢ R2, jemuz je DBD zprava dorucena, také nevlastni zadné dalsi in-
formace ke sdéleni, proto vysila stejny format zpravy pouze s bitem MS na-
stavenym na hodnotu log. 1 a inkrementovanym sekven¢nim ¢islem.
Smérovac¢ R1 z prichozi DBD zpravy urci, ze nenasleduji zadné dalsi informace,
proto miize vyhodnotit aktualni stav a prechazi do stavu nacitani. Odesle
potvrzovaci DBD zpravu a nasledné LSR paket zddajici o dodatecné informace
k novému zaznamu z predeslé DBD zpravy.

Smeérovac¢ R2 také prechézi do stavu nacitani. Na prijatou LSR zpravu odpo-
vidad LSU paketem a vygeneruje vlastni LSR zpravu pro dodatec¢né informace
od smérovace R1. V LSU zpravé prendsi informace o sitich 172.20.1.0/24,
172.20.2.0/30 a 172.20.2.12/30 (ID stavu spoje typu 3).

Smérovac¢ R1 zpracuje prichozi LSU zpravu, doplni informace do své LSDB
a prechazi do stavu kompletni synchronizace. Dale odpovida na LSR zpravu
od smérovace R2 vlastnim LSU paketem se zdznamy o sitich 172.20.0.0/24,
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12.

13.

14.

172.20.2.0/30 a 172.20.2.4/30.

Smérovace si poté jesté vymeéni LSU zpravy se stejnym obsahem (podle vlastni
databdze) s pfidanou informaci o propojeni smérovactt mezi sebou (ID stavu
spoje typu 1). Zaznam tedy obsahuje ID souseda a adresu odchoziho rozhrani
vysilajictho smérovace (misto masky sité).

Smeérovace prijmou LSU pakety, doplni lokalni databazi a nakonec si vzajemné
potvrdi prijeti obou LSU (odliSeno sekvencnimi ¢isly) prostiednictvim LSAck
Zprav.

V této chvili se databaze obou smérovaci plné synchronizovaly a dale se, pokud

nedojde ke zméné v siti, vysilaji v pravidelnych intervalech pouze Hello zpravy.

4.3.4 SPF algoritmus

Smérovace si predavaji LSU zpravy (v nich zapouzdiené LSA), dokud nedosdhnou

uplného stavu konvergence, tedy udrzuji identické databaze topologie. V daném

momenté kazdy smérovac spusti lokalné Dijkstriv SPF algoritmus. Princip spociva

v usporadani smérovacti do pomyslného stromu, nazyvaného SPT (Shortest Path

Tree), a néasledného vypoctu vsech moznych cest, z nichz pouze nejlepsi (nejrych-

lejsi) se vlozi do smérovaci tabulky. Jako kofen stromu se zvoli smérova¢, na némz

se vypocet odehrava, a ostatni smérovace predstavuji listy. Spoje mezi smérovaci lze

oznacit za vétve. Nejrychlejsi cesta se vyznacuje nejnizsi kumulativni cenou, zahr-

nujici vSechny smeérovace po cesté.

Samotny algoritmus probiha v nésledujicich krocich:

1.

4.

Na pocatku se vytvori dva seznamy, z nichz prvni (déle znac¢eno U) predsta-
vuje mnozinu vSech smérovacti v oblasti, které doposud nebyly algoritmem
zpracovany, a do druhého (déle znaceno V) se presunuji smérovace, které jiz
prosly SPF vypocty [48]. Postupné se tedy vSechny smérovace presunou z mno-
ziny U do V. Smérovac, ktery vykonava algoritmus, oznaci sebe sama cenou 0

a vsechny ostatni smérovace cenou oo, protoze metrika zatim neni znama.

. Vyhodnoti se vSechny sousedni smérovace korene stromu a pfiradi se jim pri-

slusnd metrika (cena spojiu — odchozich rozhrani). Kofen se presouva do se-

znamu V.

. Ze sousedu (vyskytujicich se v mnoziné U) se zvoli ten s nejnizsi metrikou a vy-

hodnoti se jeho sousedni smérovace. Ke vSem se spocte kumulativni cena (po-
¢inajici v koteni stromu). Pokud nékterd, predesle vypoctena metrika ke zna-
mému cili dosahuje vyssi hodnoty nez aktudlné spocitana, nahradi se. V opac-
ném piipadé nedochazi ke zméné.

Smérovac¢ se presouva do mnoziny V.
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5. Kroky 3 a 4 se opakuji az do chvile, kdy mnozina U neobsahuje zadné dalsi
polozky.

Konkrétn{ postup algoritmu se odviji od topologie na [Obr. 4.15] na niZ jsou
znazornény ceny jednotlivych spoji. Déle se popisuji jednotlivé kroky vypocti na
smérovaci R1 (viz [Tab. 4.12)):

1. Smérova¢ R1 se povazuje za koren stromu a jeho cena se tedy nastavi na
hodnotu 0. O jinych smérovacich prozatim neméd informace, metrika se tedy
nastavi na hodnotu nekonecna.

« U =1{R1, R2, R3, R4},
cV={)

2. V druhém kroku se vyhodnoti metrika k primym sousedim. Cena cesty ke
smérovaci R2 odpovidd hodnoté 781, cena ke smérovac¢i R3 hodnoté 64. R1
nasledné zvoli souseda s nejnizsi metrikou (z mnoziny U) a prida se do mno-
ziny V. Nejnizsi metrika se rovnd hodnoté 64, zvoli se tedy smérovac¢ R3.

o U={R2,R3, R4},
o V ={R1}.

3. Jako jediny novy soused se objevuje R4. Kumulativni cena odpovida hodnoté
128. Tato metrika je stale mensi nez cena ke smérovaci R2, jako dalsi smérovac
se tedy voli R4.

« U={R2, R4},
« V ={R1,R3}.

4. Smeérovac¢ R4 sousedi se smérovacem R2 a celkova cena pro jeho dosazeni se
rovna hodnoté 192. Tato metrika je nizsi nez metrika doposud udrzovand,
proto se nahradi (zvoli se lepsi cesta).

« U={R2},
« V ={R1, R3, R4}.

5. V poslednim kroku se prejde na smérova¢ R2. Ten jiz nedisponuje zddnymi no-
vymi sousedy ani informacemi, proto se vypocty ukond¢i. Algoritmus aktualné
vyhodnotil nejrychlejsi cesty ke vSem smérovactm, které dosadi do smérovaci
tabulky (viz[Tab. 4.13). Pro dosaZeni lokélni sité smérovace R2 se pficte k cel-
kové metrice jeji cena.

« U= {}7
o V ={R1, R2, R3, R4}.
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Tab. 4.12: SPF algoritmus na smérovaci R1.

. . | Krok SPF algoritmu
Smérovac
1 2 3 4 5
R1 0 0 0 0 0
R2 oo | 781 | 781 | 192 | 192
R3 | 64 | 64 | 64 | 64
R4 oo | oo | 128 | 128 | 128

Tab. 4.13: Obsah smérovaci tabulky na R1 po dokonc¢eni SPF algoritmu.

Kéd | Adresa sité | Prefix | Metrika | Next hop
C 172.20.0.0 /24 0 -
@) 172.20.1.0 /24 193 R3
C 172.20.2.0 /30 0 -
C 172.20.2.4 /30 0 -
@) 172.20.2.8 /30 128 R3
@) 172.20.2.12 /30 192 R3
ﬁ 172.20.2.8/30 ﬁ
R3 :{)ﬂ(}: ————— a2 :>ﬂ<}: R4
| |
172.20.2.4/30 | 64 64 | 172202.12/30
ﬁ 781 ﬁ
R (o pf—m——— — — — — — — > <{—| R2
ﬂ 172.20.2.0/30 ﬂ
172.20.0.0/24 1 1 172.20.1.0/24
C——> C——>
(——— (———

Obr. 4.15: OSPF cena spojt.
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Obr. 4.16: OSPF komunikace.
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4.4 Protokol UDP

UDP (User Datagram Protocol) patii mezi dva hlavni protokoly pracujici na trans-
portni vrstvé. Roku 1980 byl standardizovan v dokumentu RFC 768 [49]. S vyho-
dou jej vyuzivaji aplikace, jejichz pozadavky se soustfedi na nizkou rezii ve formé
dodate¢nych dat (zdhlavi) a rychlost komunikace. Protokol poskytuje sluzby apli-
kacim (procestum), které vyzaduji prenos informaci pres sit. Pridéli jim jedinecny
¢iselny identifikédtor nazyvany port. Cislo portu jednozna¢éné uréuje proces komuni-
kujici stanice. Spolecné s IP adresou, ktera identifikuje stanici v ramci sité, dochazi
k jednozna¢nému urceni procesu napric celou siti. Kombinace IP adresa:port se
oznacuje pojmem socket.

Protokol UDP nabizi procesiim nespolehlivy a nespojovany charakter sluzeb.
Nespolehlivost predstavuje fakt, ze veskera data odesiland prostfednictvim UDP
nejsou zpétné potvrzovana odesilateli. Zdroj tedy odesild zpravy a nezajima se, zda
byly skuteéné doruceny. Tato starost se prendsi na samotné aplikace, které mo-
hou nedspésny prenos detekovat napr. nepfijetim patiicné odpovédi (schéma vyzva-
odpoveéd). Nespojovany charakter znamend, ze zdroj pred vysilanim dat neovétruje,
zda je cil pripraven k prijmu dat ani jeho samotnou existenci. Informace se jednoduse
vyslou bez jakychkoliv mechanismi pro fizeni provozu.

UDP tedy, podobné jako protokol IP, funguje na principu nejlepsi snahy k doru-
¢eni (Best-effort). Neexistuje zde garance (spravného) doruceni ani opétovné vyslani
dat, u nichz vznikly chyby (na prijimaci strané neodpovidé vypoctena hodnota kon-
trolniho souctu).

Sluzby nespolehlivé a bez spojeni i pres zjevné pocate¢ni nevyhody prinasi radu
znacné vyhodnych vlastnosti, které vyuziji k provozu dnes ziejmé nejrozsitenéjsi si-
tové sluzby — multimédia. S ohledem na skutec¢nost, ze prijemci multimedialnich
sluzeb jsou lidé, kladou se velké pozadavky na rychlost a jist4 mira ztratovosti se
pripousti (lidské smysly nejsou dokonalé a mozek se dokéaze vyrovnat s urcitou ztra-
tou obrazovych a zvukovych dat). Pokud by se zajistil spolehlivy prenos, opétovné
prenesend data by jiz byla zastaralda v dobé jejich ptijeti (video ¢ audionahravky
pokracuji v redlném case). UDP déle umoznuje vSesmérovy a skupinovy prenos dat,
coz lze povazovat za zakladni stavebni kdmen multimédii. Zdroj odesila data a za
replikaci zodpovidaji smérovace po cesté do destinaci. Této skutecnosti vyuzivaji
i smérovaci protokoly, které si vSesmérové nebo skupinové vyménuji smérovaci in-

formace.
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4.4.1 Struktura UDP datagramu

UDP datagram se sklddd z UDP zdhlavi (8 B) a aplikacnich dat. Jednd se o mini-
malni rezii potfebnou k prenosu. Po pridani zahlavi k dattim se datagram presouva
ke zpracovani na sifovou vrstvu. Zde se do polozky pole protokolu prida c¢iselny kod

(pro UDP dekadické ¢islo 17), aby bylo patrné, jak se mé prichozi paket zpracovat
na strané prijemce. UDP zdhlavi obsahuje nésledujici polozky (viz [Obr. 4.17)):

UDP datagram

Zahlavi

Zdrojovy port Cilovy port Délka Kontrolni soucet Data

2B 2B 2B 2B

Obr. 4.17: Struktura UDP datagramu.

e Zdrojovy port — Jedné-li se o klienta, ktery prevazné zahajuje komunikaci
se servery, zdrojovy port se voli z dynamického nebo registrovaného rozsahu,
viz transportni vrstva . Urcuje se tak proces, ktery si preje komunikovat
po siti. V pripadé serveru se porty voli nejcastéji z rozsahu znamych portu.

« Cilovy port — Predstavuje presny opak zdrojového portu. Cilovy port znaci
proces, s nimz si zdroj preje komunikovat. Zahajuje-li komunikaci klient, port
se Casto nastavuje na hodnotu z rozsahu znamych portl, pokud server odpo-
vida klientovi, nastavuje se cil na klientky port.

o Délka — Celkova délka datagramu, do niz se zapocitava velikost UDP zahlavi
a aplikacnich dat.

» Kontrolni soucéet — Volitelna polozka v UDP zahlavi. Pokud ji zdroj nevyu-
zije, vyplni se log. 0. Vypocet se provadi nad celym UDP datagramem (zahlavi
i data) a tzv. pseudozdhlavim. To se vytvoii ,predgenerovanim® IP zahlavi
a obsahuje:

— zdrojovou IP adresu,

— cilovou IP adresu,

— pole protokolu (IP zéhlavi),

— délku UDP datagramu (v bytech),

— 1 byte nul (doplnéni délky pseudozdhlavi na nasobek ¢tyt).
Pro pripad, kdy zdroj vypocita kontrolni soucet a vysledek se rovna 0, provede
se bitova inverze (pro odliseni pfipadu, kdy zdroj nevyuzivd moznosti kontrol-

niho souctu) a vsechny bity v sou¢tu se nastavi na hodnotu log. 1 [49], [50], [52].
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4.4.2 Komunikace aplikaci prostirednictvim UDP

Pro demonstraci fungovani UDP protokolu se vyuzije aplika¢ni protokol DNS (Do-
main Name System). Ten vSak nefunguje vyhradné ve spojeni s UDP, za jistych
okolnosti se pouziva i TCP. Nyni vsak bude popsana jednoduché komunikace vyzva-

odpoved zalozend na systému klient-server. Pirenos ve dvou krocich probiha nasle-

dovné (viz [Obr. 4.18|):

L]
L]
L]
Zatrop S dotaz
ro!' Por't = 51328
% O
; ( Server

4

Obr. 4.18: Komunikace prostrednictvim UDP.

1. Klient se dotazuje na IP adresu webového serveru, komunikuje tedy prostied-
nictvim DNS protokolu. Aplikacni data s dotazem se presunou na transportni
vrstvu. Zde se k datiim pridd UDP zdhlavi a vytvori se tak UDP datagram.
Ten se sklada z nasledujicich polozek:

o Zdrojovy port — Pro klienta se zvoli dostupny port z dynamického roz-
sahu, napt. 51328.
o Cilovy port — Komunikuje se prostirednictvim standardizovaného pro-
tokolu, cilovy port se tedy zvoli ze zndmého rozsahu — 53.
o Délka — Urcité ¢islo (podle obsahu dotazu).
« Kontrolni soucet — Urcité ¢islo (podle obsahu dotazu).
Takto vytvoreny segment se ddle zapouzdiuje pres nizsi vrstvy a nakonec se
odesle.

2. Server prijme paket a rozbali jeho obsah az na iroven transportni vrstvy. V pti-

padé, ze odpovida kontrolni soucet, zjisti cilovy port a odesila data prislusnému

procesu.
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3. Proces na serveru odpovida klientovi. Aplika¢ni data prichazi na transportni
vrstvu, kde se opét vytvori UDP datagram s nésledujicimi polozkami v zahlavi:
o Zdrojovy port — Pouziji se totozné porty, s nimiz byl dotaz dorucen,
ovSsem vzajemné se vyméni. Zdrojovy port je tedy nastaven na hod-
notu 53.
o Cilovy port — Nastavi se na 51328.
« Délka — Urcité ¢islo (podle obsahu dotazu).
« Kontrolni soucet — Urcité ¢islo (podle obsahu dotazu).
Datagram obdobné prochéazi zapouzdienim ptes nizsi vrstvy a odesila se kli-
entovi.
4. Klient prijme paket a nasledné probiha stejny proces rozbalovani dat az na
transportni vrstvu, kde se oveéri kontrolni soucet. Pokud odpovida, zjisti se

proces, kterému je segment urcen a odesle se az na aplikac¢ni vrstvu.

4.4.3 \Vyuziti UDP

Jak jiz bylo zminéno v tvodu, protokol UDP se vyuziva pro multimedidlni prenosy.
Prostirednictvim néj lze realizovat vSesmérové a skupinové vysilani, coz je kritické pro
radu sluzeb. Déle se pouziva pro sifeni smérovacich informaci (ze stejného duvodu
podpory vysilani). Bézné uzivatelské aplikace se vydavaji timto smérem i z divodu,
ze protokol predstavuje malou z&téz pro sit (nizkd rezie — mald velikost zahlavi)
a rychlou variantu komunikace. Bez nutnosti fizeni toku, navazovani, potvrzovani
a ukoncovani spojeni lze jednoduse vyslat vyzvu a ocekavat odpovéd. Pokud ne-
dorazi odpovéd do ur¢itého okamziku, vysle aplikace opétovnou vyzvu. Typickym
prikladem muze byt vyse zminény protokol DNS. Pro jednoduché klientské vyzvy
a odpovédi (kazdou lze prenést v 1 zpraveé), které se odesilaji nepravidelné, se vy-

vevs

zaznamu mezi zénami, se vyuzije protokol TCP.
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4.5 Protokol TCP

vvvvvv

transportni vrstvé. V zakladu jej definuje standard RFC 793 [51], existuje vsak fada
dalsich dokumentti popisujicich konkrétni mechanismy. Stejné jako UDP vyuziva
TCP cisla portii k jednoznacné identifikaci procestt komunikujicich stran. Dilezitym
faktem je, ze porty TCP i UDP nabyvaji stejného ¢iselného rozsahu, ale vzdjemné
jsou nezavislé. Bézné se pro standardizované aplikace (z rozsahu zndamych porti)
vyuziva totozna hodnota UDP i TCP, i kdyz se pouziva pouze jeden z protokoli
(avSak konkrétni implementace aplika¢niho protokolu muze vyuzivat oba v zavislosti
na dané situaci).

Rozdil mezi TCP a UDP se projevuje jiz pti zpracovani aplika¢nich dat. UDP
prijima bloky dat, z nichz formuje datagramy. TCP dokaze pracovat s konstant-
nim proudem dat (byti) a ty dédle délit na segmenty. Tato vlastnost se oznacuje
pojmem segmentace. Na rozdil od protokolu UDP predstavuje TCP spolehlivy
a spojovany protokol. Spolehlivost spociva v potvrzovani veskerych spravné pri-
jatych dat. Pokud dojde k situaci, kdy data byla po cesté ztracena ¢i poskozena,
vysilac je opétovné odesle. Timto zptisobem se zarucuje doruceni veskerych dat kon-
covému prijemci. Spojovany charakter predstavuje vlastnost, kdy pred odesilanim
uzivatelskych dat musi byt nejdiive sestaveno spojeni (virtudlni okruh) mezi ko-
munikujicimi stranami. Tim se zarucuje dostupnost prijimace a schopnost prijimat
data. TCP vytvaii jednosmérna spojeni, pro obousmérnou komunikaci tedy musi byt
vytvorena dvé jednosmérnd spojeni (napf. klient — server, server — klient). Kazdé
spojeni mezi procesy se jednoznacné urcuje dvojici socketti, které identifikuji ko-
munikujici strany. Po vyslani vSech potfebnych dat se spojeni ukon¢i. TCP déle
poskytuje mechanismus k tizeni toku dat, ktery se realizuje prostfednictvim oken
(viz kapitola [1.5.3).

Lze konstatovat, ze vétsina dnesnich aplikaci vyuziva protokol TCP pravé z di-
vodu jeho spolehlivosti, kde musi byt zaruceno spravné doruceni veskerych dat.
Jednd se prevazné o datové aplikace, napft. prenos informaci mezi zénami (DNS),
komunikace s webovymi servery (HTTP), odesilani elektronické posty (SMTP) atp.
Ve vsech téchto pripadech neni primarnim kritériem rychlost prenosu, ale spravnost

a uplnost veskerych prenesenych dat.
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4.5.1 Struktura TCP segmentu

Stejné jako v pripadé UDP datagramu se TCP segment sklada ze zahlavi a aplikac-

nich dat. Ale jiz z podstaty protokolu vyplyva, ze zahlavi musi prendset vice udaju

a predstavuje tedy vyssi rezii. Celkové se jedna o 20 byt zahrnujicich povinnou

¢ast. Strukturu lze vidét na |Obr. 4.19.

TCP segment

Zahlavi
Zdrojovy | Cilovy Selfyencnl Pot\vn:zovam D'elka’ Rezerva | Piiznaky Délka Kont[olnl pkaz'atel Volltevlne Data
port port Cislo Cislo zahlavi okna | soucet | naléhavych dat | polozky
2B 2B 4B 4B 4b 4b 1B 2B 2B 2B

Obr. 4.19: Struktura TCP segmentu [51], [52].

Zéahlavi obsahuje nasledujici polozky:

Zdrojovy port — Cislo portu predstavujici stranu odesilajici data (totozny
princip jako u UDP).

Cilovy port — Cislo portu identifikujici stranu, pro niz jsou data urcena.
Sekvencni cislo — Protoze TCP nezpracovava aplikacni data na tirovni zprav
ale bytt, identifikuji se ¢islem jednotlivé byty. Sekvencni ¢islo urcuje poradové
c¢islo 1. bytu, ktery se v segmentu prenasi. Existuje vSak vyjimka. Kdyz je
nastaven priznak SYN (viz ddle), ktery urc¢uje pocatecni ¢islovani ISN (Initial
Sequence Number), data (byty) se pfendsi od hodnoty SYN + 1. Vzhledem
k omezené velikosti (4 B) se pri dosazeni maximalni hodnoty ¢islovani resetuje.
Potvrzovaci ¢islo — Oznacuje hodnotu 1. bytu, ktery prijemce ocekava a za-
roven timto potvrzuje vsechny byty s nizsi hodnotou sekvencniho ¢isla nez
tato. Béhem prenosu dat (po ustanoveni spojeni) se potvrzovaci ¢isla vzdy
vysilaji. To vSak neplati pro prvni segment béhem navazovani spojeni.
Délka zahlavi - Vyjadiuje pocet 32-bitovych polozek v TCP zahlavi.
Rezerva — Rezerva pro budouci Vyuiitﬂ

Priznaky — Priznaky predstavuji dilezitou polozku v zahlavi. Pomoci nich
lze urc¢it vyznam segmentu z pohledu stavu komunikace (navazovani, prubéh,
ukoncovani spojeni). Soucasné se jednd o 8 bitt, kde kazdy predstavuje 1 pii-
znak:

— ECE — Pokud dojde k zahlceni sité a hrozi zahazovani paket, prijemce

HDokument RFC 793 definuje rezervu 6 biti, avak nové v dokumentu RFC 3168 [53] byly
pridédny dva nové ptiznaky (ECN, CWR), rezerva se tedy zmenSila na 4 bity.
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informuje odesilatele o této skutecnosti nastavenim priznaku ECE (ECN-
Echo) na hodnotu log. 1]

— CWR - Odesilatel potvrzuje TCP segment s nastavenym piiznakem
ECE segmentem s priznakem CWR a snizuje velikost okna. Timto se
u prijemce ukonc¢uje oznacovani segmentt priznaky ECE [52], [54].

— URG (Urgent) — Nastavi-li se na hodnotu log. 1, indikuje prenos nalé-
havych dat a validni polozku ukazatele naléhavych dat.

— ACK (Acknowledgment) — Hodnota log. 1 vyjadiuje potvrzeni prijeti
dat v polozce potvrzovaci ¢islo. Kromé zcela prvni zpravy pri navazovani
spojeni (s priznakem SYN) a stavu jednosmérné komunikace se priznak
vzdy nastavuje na 1.

— PSH (Push) — Nastaveni log. 1 znadi u odesilatele okamzité vyslani seg-
mentu bez ¢ekani na dalsi aplikacni data a u prijemce, ze ma data ze
segmentu ihned ptredat pattiéné aplikaci.

— RST (Reset) — Tento priznak, nastaveny na hodnotu log. 1, vyjadiuje
zamitnuti TCP spojeni nebo rychlé ukonceni jiz ustanoveného spojeni.

— SYN (Synchronize) — Nastavuje se na log. 1 pri pozadavku na ustanoveni
spojeni. Spolecné s priznakem SYN se nastavuje i pocatecéni sekvencni
¢islo (ISN).

— FIN (Final) — Timto pfiznakem odesilatel sdéluje proté&jsi strané, ze vy-
slal vSsechna aplikac¢ni data a dale jiz zadna nebude posilat. Odesilatel
tedy jiz jen potvrzuje prijata data od protéjsiho uzlu a ceka na ukonceni
vysilani z jeho strany.

« Délka okna — Predstavuje pocet byti, ktery piijemce dokaze zpracovat (od-
povida velikosti vyrovndvaci paméti pro dané spojeni). Pocatecni byte dat se
urcuje na zakladé potvrzovaciho ¢isla.

» Kontrolni soucet — Pocita se z TCP zahlavi, aplikac¢nich dat a pseudozahlavi
(stejné jako u protokolu UDP). Vypocet se odehrava nad sudym poctem byti,
v pripadé lichého poctu se tedy musi pridat 1 byte nul na konec dat.

o Ukazatel naléhavych dat — Nastavi-li se priznak URG, predstavuje tato
polozka rozsah od sekvenc¢niho ¢isla (1. prendseny byte v segmentu) az po
hodnotu ukazatele. Uvniti tohoto rozsahu se nachazi data interpretovana jako
naléhava.

» Volitelné polozky — Predstavuji volitelnou ¢ast TCP zahlavi, ktera muze
a nemusi byt vyuzita. Jedna polozka se skldda ze tii ¢asti: typ, délka a hodnota.
Kazd4 ¢ast zabird prostor v nasobcich 1 bytu. Jako ptiklad 1ze uvést MSS (Ma-

ximum Segment Size — maximalni délka segmentu) s hodnotou typu 2 a délkou

12Podminkou vyuziti pfiznakt ECE a CWR je podpora mechanismu ECN obéma komunikujicimi

stranami a vSemi mezilehlymi zafizenimi [54].
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4 byty. Na pocatku spojeni (zprava odesland s priznakem SYN) se touto po-
lozkou stanovuje maximalni délka segmentu (datova ¢ast bez zéhlavi), kterou
prijimac¢ muze zpracovat. Kazda komunikujici strana v poc¢atecni zpravé muze

odeslat vlastni MSS. Pokud strany MSS nevyuziji, indikuje se protéjskim, ze
maji vysilat segmenty maximélné vychozi délky (536 bytu) [51], [52].

4.5.2 Komunikace aplikaci prostrednictvim protokolu TCP

Vzhledem ke spojovanému charakteru protokolu TCP dochéazi ke tfem udalostem

béhem komunikace — navazani spojeni, prenos dat, ukonceni spojeni. Vsechny tyto

udélosti provazi stavy, v nichz se mize TCP nachézet:

Stav uzavieni (CLOSED) — Jedna se o stav, kdy se zadné spojeni neudrzuje
ani nenavazujd

Stav naslouchani (LISTEN) — Zatizeni o¢ekava prichozi pozadavek ke spo-
jeni na urc¢itém TCP portu.

Stav odeslani pozadavku (SYN-SENT) — Zarizeni odesild pozadavek ke
spojeni s nastavenym priznakem SYN jinému zafizeni. Dale ocekava prijeti
pozadavku od protéjsku s potvrzenim prijeti vlastniho pozadavku

(SYN + ACK).

Stav prijeti pozadavku (SYN-RECEIVED) — Zarizeni piijalo i odeslalo
pozadavek ke spojeni. Od druhé komunikujici strany se ocekéva potvrzeni
ptijeti vlastniho pozadavku (priznak ACK).

Stav komunikace (ESTABLISHED) — Spojeni mezi zarizenimi se uspésné
navazalo a nyni se mohou obousmérné prenaset aplikacni data v segmentech.
Stav aktivniho ukonceni (FIN-WAIT-1) — Zatizeni nedisponuje zadnymi
dalsimi daty k odeslani, proto odesild zpravu (pozadavek) k ukonceni spojeni
s nastavenym piiznakem FIN. Déle ocekava potvrzeni ptijeti této zpravy (FIN-
WAIT-2) nebo samostatny pozadavek k ukonceni spojeni od protéjsi strany
(CLOSING).

Stav ocekavani ukonceni (FIN-WAIT-2) — Zafizenim bylo pfijato potvrzeni
pozadavku k ukonceni spojeni a néasledné se ocekava zprava s priznakem FIN
od druhé strany, ktera jesté odesila data (po prijeti této zpravy se prechazi do
stavu TIME-WAIT).

Stav ocekavani lokadlniho ukonceni (CLOSE-WAIT) — Zafizeni obdrzelo

zpravu s priznakem FIN, ale lokalni proces stale disponuje aplikacnimi daty

137 tohoto stavu se pfechdzi dile v zavislosti na roli zaifzeni. Typicky se pro klientskou ¢ast

aktivné prechazi do navazovani spojeni ve stavu SYN-SENT. U serveru se naopak pasivné ocekava

spojeni zpusobem, Ze se port pripravi pro prijeti pozadavku ke spojeni. Dostava se tedy do stavu

LISTEN. Aktivni i pasivni pfechod doprovdzi vytvoren{ struktury TCB (Transmission Control

Block), kterd uchovdva dilezité informace tykajici se spojeni.
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k odeslani, proto dochazi pouze k jednostrannému ukonéeni (po dokonc¢eni
prenosu se prechazi do stavu LAST-ACK).

» Stav ocekavani potvrzeni ukoncéeni (CLOSING) — Zafizeni piijalo zpravu
s ptriznakem FIN od protéjsi komunikujici strany, odeslalo potvrzeni, avsak
stale neobdrzelo potvrzeni na vlastni ukoncujici zpravu (ze stavu FIN-WAIT-
1). Po prijeti prechézi do stavu TIME-WAIT.

« Stav oboustranného ukonéeni (LAST-ACK) — Zafizeni dokoncilo prenos
dat a odesila zpravu s priznakem FIN protéjsku, ktery jednostranné uzaviel
spojeni. Nyni oc¢ekava potvrzeni této zpravy. Jakmile ji obdrzi, ptechazi do
stavu CLOSED.

o Stav pozdrzeni (TIME-WAIT) — Zafizeni odesild potvrzeni o prijeti zpravy
s priznakem FIN od druhé strany, kterda ve stavu LAST-ACK (nebo CLO-
SING) oc¢ekava toto potvrzeni. Po urcity ¢as se vyckava v tomto staqu-I. Pokud
neprijde opakované zprava znacici ukonceni (napt. kvili chybnému prenosu ¢i

ztraté segmentu), prechazi se do stavu CLOSED.

Nasledujici priklad vychazi ze standardniho modelu klient-server, kdy klient ko-
munikuje se serverem za tcelem prenosu webového obsahu (protokol HTTP). Klient
komunikuje pod ndhodné pridélenym dynamickym portem, napt. 53824 a server je
dostupny pod znamym portem 80. Sekvenc¢ni ¢isla si generuje kazda strana samo-
statné. Jedna se o nahodné 32-bitové hodnoty. Server se v popisu nachazi v poca-

tecnim stavu LISTEN, otevtel tedy pasivné port a oc¢ekava klientské pripojeni. Cely
prubéh komunikace je zobrazen na [Obr. 4.20]

Navazani TCP spojeni

1. Klient chce komunikovat se serverem pro ziskani webového obsahu, pokusi
se tedy vytvorit virtudlni spojeni. Vytvori TCP segment se zdrojovym por-
tem 53824, cilovym portem 80 a dale vygeneruje nahodné sekvencni ¢islo X,
které reprezentuje ¢islovani byt vysilanych od néj (ISN). Protoze se jedna
o prvni segment v komunikaci, nastavi se priznak SYN, a pole potvrzovaci
¢islo se nastavi na hodnotu 0 (zddnéd data se nepotvrzuji). Nastavi se velikost
okna a standardné i volitelnd polozka MSS (pouze u segmentt s piiznakem
SYN). Prechézi se ze stavu CLOSED do SYN-SENT.

2. Server prijme zpravu s priznakem SYN a dostava se ze stavu LISTEN do
SYN-RECFEIVED. Protoze zadost o spojeni akceptuje, vytvori vlastni segment

se zaménénym zdrojovym a cilovym portem. Vygeneruje ndhodné sekvenéni

1 Jedn4 se o dvojnasobek doby trvdani MSL (Maximum Segment Lifetime), jez se v [51] definuje

jako dvé minuty.
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¢islo Y, vlastni velikost okna a MSS. Z pfiznaka se nastavuje SYN (prvni
segment od serveru) a ACK, ¢imz se potvrzuje prijeti segmentu od klienta.
Pole potvrzovaci ¢islo se nastavi na hodnotu X + 1 (dalsi ocekavané sekvenéni
¢islo). Po doruceni potvrzeni klientovi se vytvori prvni jednosmérné spojeni.
3. Klient prijme segment od serveru, v némz se dozvida o ¢islovani byt serveru
(polozka sekvencni ¢islo) a zaroven obdrzi potvrzeni své predesle odeslané
zpravy s priznakem SYN (polozka poturzovaci ¢islo). Prechazi tedy do stavu
ESTABLISHED. Nyni vysle potvrzeni o prijeti, v némz nastavi pouze priznak
ACK. Sekvené¢ni ¢islo nastavi na hodnotu X 4 1 a potvrzovaci ¢islo na Y + 1.
4. Poté, co server prijme potvrzeni od klienta, prechazi také do stavu ESTAB-
LISHED. Vytvori se tedy druhé jednosmérné spojeni.
5. Celkové navazovani spojeni, nazyvané téz Three-way handshake, se tedy sklada
z vymeény tii zprav, obsahujicich nasledujici priznaky:
« Klient - [SYN],
« Server — [SYN, ACK],
« Klient - [ACK].

Komunikace procesi

1. Po ptrechodu do stavu ESTABLISHED se ustanovila obousmérna komunikace
pomoci virtualniho okruhu a obé strany tedy mohou vysilat aplikacni data.

2. Cislovani datovych bytfi zac¢ind na strané klienta ¢islem X + 1, na strand
serveru Y + 1.

3. Aplika¢ni data (byty) se v segmentech prendsi s ohledem na hodnotu MSS
vyjednanou pti ustanoveni spojeni. PTi potvrzovani se zohlednuje velikost oken
(viz sekce , ktera se v pribéhu komunikace miize ménit na obou stranach.

Ukonceni TCP spojeni

1. Ve chvili, kdy jeden z komunikujicich procesti vyhodnoti, Ze jiz odeslal vsechna
pottebna data, dava TCP pokyn k ukonceni spojeni. To se projevi nastavenim
piiznaku FIN v nasledujicim segmentu. Na ukonéuje spojeni server.
Vysila tedy segment s potvrzenim predesle piijatych dat od klienta (pfiznak
ACK) a vysild pozadavek k ukonceni spojeni (ptiznak FIN). Po odeslani seg-
mentu se server dostava do stavu FIN-WAIT-1.

2. Klient obdrzi tuto zpravu a obratem ji potvrdi. Pokud jeho lokélni proces stale

udrzuje aplika¢ni data k odesldni, nenastavuje ptiznak FIN™| Klient prechazi

15V takovém piipadé klient stile posild data, oviem server tato data jiz jen potvrzuje, Zadnd

vlastni aplika¢ni data klientovi nezasila.
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do stavu CLOSE-WAIT. Server prechazi po prijeti potvrzeni do stavu FIN-
WAIT-2.

3. Poté, coiproces u klienta dokon¢i vysilani veskerych potrebnych dat, ukoncuje
spojeni. Vytvari se tedy segment s priznakem FIN a klient prechazi do stavu
LAST-ACK.

4. Server prijima zpravu k ukonceni spojeni ze strany klienta, vysle tedy potvrzeni
o jejim prijeti. V tuto chvili prechazi do stavu TIME-WAIT pro pripad, ze by
klient potvrzeni neobdrzel a opétovné vyslal zpravu. Po vyprseni casovace
prechéazi server do stavu CLOSED.

5. Klient prijme potvrzeni od serveru, ¢imz povazuje komunikaci za kompletné
ukoncenou a prechazi do stavu CLOSED.

6. Takto ukoncené spojeni se oznacuje pojmem Four-way handshake [51], [52], [55].

4.5.3 Metoda klouzavych oken

TCP zpracovava aplikacni data po bytech, kterym pridéluje unikatni sekvenéni cisla.
Vysilat a nasledné potvrzovat jednotlivé byty by z prenosového hlediska bylo zna¢né
neefektivni, proto se pristupuje k mechanismu odesilani kontinualniho rozsahu byti.
Tento princip se nazyva metoda klouzavého okna (Sliding Window). Okno se po
potvrzeni posunuje, s ohledem na velikost uvedenou v zahlavi prijemce, na dalsi
navazujici rozsah bytu.

Kazda z komunikujicich stran specifikuje vlastni velikost okna, jez se muze za
béhu ménit. Velikost okna na strané klienta tedy znamena maximélni pocet byt,
které miize server odeslat bez potvrzeni® Komunikujici strany déle udrzuji infor-
mace o odeslanych a ocekdavanych prichozich datech. S ohledem na dalsi polozky
v zahlavi tedy sekvenc¢ni ¢islo oznacuje prvni byte odeslanych dat, délka okna ozna-
cuje celkovy pocet byti, které 1ze odeslat a potvrzovaci ¢islo oznacuje dalsi ocekavany
byte spolecné s potvrzenim veskerych predchozich byt (sekvenénich ¢isel).

Komunikace tedy probiha s pfisnym sledovanim mnoha parametrii. Server ode-
sila segmenty, jejichz velikost nepresahuje hodnotu MSS, a zaroven nepiekracuje
velikost okna, to vse stanovené klientem (stejny princip se dodrzuje i v opa¢ném
sméru). V pripadé, kdy se velikost okna vycerpala, musi server pred dalsim vysilé-
nim aplikac¢nich dat vyckat na potvrzeni od klienta, ¢imz se klouzavé okno posouva
na dalsi rozsah. Podobna situace nastava v pripadé, kdy klient propaguje k serveru
velikost okna 0. Tento stav znaci, Zze vyrovnavaci pamét klienta je zahlcena a dalsi

prijata data by byla zahozena. V tuto chvili se opét pozastavi vysilani, dokud klient

16Ve spojeni s hodnotou MSS, ustanovené na zac¢itku komunikace, miiZe znadit pocet segment,
pokud podil velikosti okna a MSS predstavuje celo¢iselnou hodnotu.
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neoznami novou velikost okna. Ta muze byt nizsi oproti predchozi hodnoté (ptred ve-
likosti okna 0), aby se predeslo opakovanému zahlceni. Po ustaleni situace se velikost
okna mize dale zvétsovat.

V redlnych systémech se implementuje dalsi typ okna, které se nazyva okno
zahlceni (Congestion Window). Pouziva se z divodu, aby nedoslo k zahlceni samotné
prenosové sité, coz by vedlo k zahazovani paketi. Odesilatel vysila data zptisobem,
aby jejich mnozstvi neptresdhlo okno zahlceni ani okno prijemce. Bézné se zac¢ina na
mensich velikostech okna, které se postupem komunikace dale zvétsuje. V pripadé

zahlceni se okno zmensi a opakuji se pokusy o zvétSovani [52], [55].
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4.6 Protokol DHCP

DHCP (Dynamic Host Configuration Protocol) protokol predstavuje aplikacni pro-
tokol pro dynamické pridélovani adres. Nejnovéjsim standardem, ktery jej definuje,
je RFC 2131 [56]. V pocatcich internetu, kdy se pocet zafizeni pohyboval v radu
jednotek, nejvyse desitek, se vystacilo se statickou konfiguraci provadénou adminis-
tratory. Znacny narust poctu uzivatelskych stanic, spojeny s vyvojem novych tech-
nologii, vyzadoval odlisny pristup s jistou davkou automatizace, protoze manudlni
konfigurace stovek stanic predstavuje jak znacnou ¢asovou narocnost, tak zvyseni
pravdépodobnosti vyskytu chyb zptusobenych lidskym faktorem.

Zcela prvnim piistupem automatického pridélovani adres se stal RARP (Reverse
Address Resolution Protocol). Tento protokol vyzaduje pritomnost serveru, ktery
udrzuje zaznamy o parech IP-MAC. U¢astnik se dotazuje na svou logickou adresu na
zakladé své fyzické adresy. Jedna se tedy o opacny proces protokolu ARP. Limitaci
se stala skutecnost, ze protokol vyzaduje zvlastni RARP server v kazdé podsiti
a neprirazuje zadné dalsi idaje. RARP byl postupnym vyvojem nahrazen novéjsim
protokolem BOOTP (Bootstrap Protocol). Tento protokol jiz umoznuje udrzovat
jeden centralni server, avSak stale se jednd o pevné zadané kombinace para IP-
MAC. BOOTP jiz predstavoval zasadni vyznam v oblasti automatizace pridélovani
adres (pridélovéani i jinych tdaji nez IP adresy stanice — napt. vychozi brdna), proto
doslo k vyvoji nového protokolu, ktery v uré¢itém sméru BOOTP pouze zdokonaluje.
Nejnovéjsim, dnes témér zékladnim protokolem v kazdé siti, je DHCP [57], [58].

DHCP server pridéluje adresy standardné dynamickyE] na urcitou dobu, tzv.
dobu zapujcky (lease time). Tento parametr nastavuje administrator na serveru
a urcuje tim, jak dlouho muze klient danou konfiguraci vyuzivat. Po uplynuti této
doby musi klient adresu prestat pouzivat a opétovné kontaktovat server pro nové
pridéleni konfigurace. Bézné vsak klient kontaktuje server pred vyprsenim doby za-
pujcky a obnovuje tento casovy interval (nebo zada o jiny, rozhodnuti pfipadé ser-
veru), ¢imz muze naddle vyuzivat totoznou konfiguraci neprerusované. Server pridé-
luje primarné neobsazené adresy z tzv. bazénu (pool), ktery definuje rozsah adres.
Po vycerpani celého rozsahu server zacne prohledavat seznam diive pridélenych ad-
res, kterym vyprsela doba zaptijcky a klienti nezazadali o obnoveni. Pokud server
nedisponuje zadnymi volnymi adresami z bazénu a seznam drive zapujcenych ad-
res, jimz vyprsel casovac, je prazdny, klienti neziskaji konfiguraci a musi vyckat na
odpojeni nékteré z aktivnich stanic. Doba zapiijcky se standardné nastavuje radove

v hodinach ¢ dnech (zavisi na typu sité).

1"Dalsfmi moZnostmi jsou napifklad ptidéleni adres na zdkladé informaci o klientovi (fyzicka
adresa) nebo tzv. trvalé pridéleni, kdy se klient po ptidélen{ konfigurace pevné svize s danou

adresou.
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Pokud se DHCP server nachazi ve stejném sifovém segmentu jako klient, ktery
vyzaduje konfiguraci, probihda komunikace primo. V pripadé rozvétvené sité, kterd
obsahuje vétsi pocet samostatnych podsiti a klient se nachézi v jiné podsiti nez
DHCP server, musi byt komunikace zprostredkovana tzv. prenosovym agentem
(relay agent). Jednd se o smérovac, ktery se nakonfiguruje do role prostiednika, jenz
preposila DHCP zpravy mezi prislusnymi podsitémi. Smérovac¢ ptida ke zpravam
informace, které jednoznacné identifikuji umisténi klienta a server na zakladé téchto
informaci prirazuje sifovou konfiguraci dle svého nastaveni patiicné podsité. Prti

komunikaci se vyuziva model klient-server [58].

4.6.1 Struktura DHCP zpravy

Protokol DHCP vyuziva ke svému siteni transportni protokol UDP. Z rozsahu zna-
mych portl jsou protokolu alokovany dva porty — 67 a 68. UDP port 67 nastavuje
klient jako cilovy port pri komunikaci s DHCP serverem (port tedy oznacuje proces
na serveru). UDP port 68 vyuziva klient jako zdrojovy port. V odpovédich serveru
se porty vzdjemné prohodi. Strukturu DHCP zpravy lze vidét na [Obr. 4.21] Zprava
obsahuje pevné dané a proménlivé polozky (moznosti), které se lisi s typem zprav.
Kazda moznost vychazi ze spolecného formatu, kde se definuje kod, délka a samotna
data. Protokol obsahuje radu polozek, které slouzi k predani informaci bezdiskovym
stanicim, aby mohly byt spravné spustény. Pii bézné klientské konfiguraci se tyto

polozky nevyuzivaji.

DHCP zprava

op |htype | hlen | pfeskoky| xid | secs | pfiznaky |ciaddr|yiaddr|siaddr| giaddr |chaddr|sname | soubor moznosti

1B 1B 1B 1B 4B 2B 2B 4B 4B 4B 4B 16B 64B 128B

Obr. 4.21: Struktura DHCP zpravy [58], [59].

Konkrétné se jedné o nasledujici polozky:
e op — Jedna se o operacni kod zpravy, ktery urcuje jeji typ. Muze nabyvat dvou
hodnot:
— 1 - Ko6d oznacuje DHCP zadost.
— 2 — Kéd oznacuje DHCP odpovéd.
» htype — Stejné jako u protokolu ARP oznacuje typ linkového protokolu (napf.

pro Ethernet se nastavuje hodnota 1).
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hlen — Oznacuje délku adresy (v bytech) linkového protokolu (v piipadé Ether-
netu se jednd o MAC adresu, tedy hodnota 6).
preskoky — Vyjadiuje pocet pfenosovych agentti, pres néz byla DHCP zpréva
prenesena. Klient implicitné nastavuje hodnotu 0, smérovace v rolich prenoso-
vych agenti tuto hodnotu inkrementuji.
xid — Identifikator oznacujici nahodné vygenerované ¢islo na strané klienta,
které jednoznacné urcuje transakci mezi klientem a serverem.
secs — Relativni ¢as ve vtefinach, ktery urcuje dobu od odeslani pozadavku
na ziskani adresy.
priznaky — Aktudlné se vyuziva jediny bit (nejvice vlevo), ktery urcuje, zda
mé server vysilat odpovédi vSesmérové (hodnota 1) nebo cilené jedné stanici
(unicast — hodnota 0).
ciaddr — Hodnota IP adresy klienta, ktera se nastavuje klientem. Pti poca-
teéni komunikaci se serverem, kdy klient nema prirazenou zadnou adresu, se
polozka nastavuje na hodnotu 0.0.0.0. V pripadé dalsi komunikace, kdy jiz
klient disponuje pritazenou adresou, se nastavuje na danou adresu.
yiaddr — Hodnota IP adresy klienta, ktera se nastavuje serverem. Server, ktery
obdrzi pozadavek na pritazeni adresy, informuje klienta o potencialni adrese
v tomto poli.
siaddr — IP adresa serveru, ktery ma byt kontaktovan pro dalsi konfiguraci
ve smyslu zavedeni operac¢niho systému. Tato moznost se vyuziva v pripadé
bezdiskovych stanic.
giaddr — IP adresa smérovace, pres néjz prochézi DHCP pozadavek od klienta.
Smérova¢ tuto polozku nastavi na adresu lokalniho rozhrani, na némz doslo
k ptijeti pozadavku. Server nasledné vyhodnoti, zda se klient nachazi ve stejné
siti (hodnota 0.0.0.0), nebo byl pfi komunikaci pouzit prenosovy agent (IP
adresa rozhrani), a podle toho pridéluje patticnou konfiguraci.
chaddr — Nastavuje se piimo linkova adresa klienta (MAC adresa v pripadé
technologie Ethernet).
sname — Obsahuje nazev serveru, na némz je k dispozici konfiguraéni soubor
(ekvivalentni jméno k polozce siaddr).
soubor — Nézev souboru se zavadécem, ktery slouzi pro spusténi bezdiskové
stanice (ndzev souboru ulozeného napt. na TFTP serveru).
moznosti — Volitelné polozky, které se v DHCP zpravach mohou prenaset.
V téchto polich se mimo jiné prenasi konfiguracni informace mezi klientem
a serverem. Nize se uvadi nékteré z moznosti:

— Typ DHCP zpravy (DHCP message type) — Pridava se ke kazdé DHCP

zprave a jednoznacné identifikuje, o jakou zpravu se jednd. Definuje se

¢iselnym kdédem 53 a délkou jednoho bytu. Zakladni typy zprav pri zis-
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kavani jsou nalezeni serveru (DISCOVER — typ 1), nabidka (OFFER —
typ 2), pozadavek (REQUEST — typ 3) a potvrzeni (ACK — typ 5).

— Sitova maska (Subnet mask) — Definovana kédem 1 a délkou 4 byty.
Vyjadriuje sitovou masku spojenou se siti, v niz se klient nachazi.

— Vychozi brana (Router) — Definovana kédem 3 a délkou 4 byty. Jedna se
o adresu smérovace (vychozi brany), ktery slouzi pro komunikaci s jinymi
sitémi.

— Doménovy server (Domain name server) — Definovan kodem 6 a délkou
4 byty. Adresa serveru, ktery se vyuzije napr. k prekladu doménovych
jmen na IP adresy.

— Pozadovand IP adresa (Requested IP address) — Definovana kodem 50
a délkou 4 byty. Zde klient definuje nabizenou IP adresu, jiz se rozhodl
vyuzt]

— Doba zapujcky IP adresy (IP address lease time) — Definovana ko-
dem 51 a délkou 4 byty. Zde server definuje dobu zapijcky.

— Identifikaitor DHCP serveru (DHCP server identifier) — Definovan
kédem 54 a délkou 4 byty. Server zde uvadi svou IP adresu.

— Konec moznosti (End) — Na konec moznosti se vklada jeden byte s de-
kadickou hodnotou 255 [56], [58], [59].

4.6.2 Komunikace pro pridéleni DHCP adres

Princip komunikace je zobrazen na Vychézi se z pripadu, kdy se kli-
ent i server nachazi ve stejné vsesmérové doméné. Klient se nové pripojil do sité,
neudrzuje tedy zadnou predeslou konfiguraci ve své paméti. Pro spravné pritazeni
konfigurace musi probéhnout nasledujici kroky:

1. Klient vygeneruje zpravu DHCP Discover. Touto zpravou informuje vSechny
DHCP servery ve své siti"’} Ze chce ziskat IP konfiguraci. Zde nastavi pii-
slusné polozky tykajici se vlastni fyzické adresy (htype, hlen, chaddr). Vzhle-
dem k zadné dosavadni konfiguraci uvede polozky tykajici se IP adres (ciaddr,
yiaddr, siaddr, giaddr) do vychozi hodnoty, tedy 0.0.0.0. Totozna hodnota plati
i pro pozadovanou IP adresu, protoze klient nevi, v jaké podsiti se nachazi.
Klient dale vygeneruje nahodné ¢islo pro identifikaci transakce. Operacni kéd
i typ DHCP zpravy se rovnaji hodnoté 1.

Na tirovni transportni vrstvy nastavi klient zdrojovy port na hodnotu 68 a ci-

lovy port na hodnotu 67. Na tirovni sitové vrstvy vysila zpravu na vSesmérovou

18Piipadné se zde definuje adresa, kterou klient difve pouzival a chce ji obnovit nebo prodlouzit
dobu zapujcky.
9Pokud se v siti nachdzi prenosovi agenti, preposilaji zpravu dale DHCP servertim mimo lokalni

sit.
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Obr. 4.22: Proces DHCP komunikace.

adresu 255.255.255.255 ze zdrojové adresy 0.0.0.0. Z vyse uvedeného vyplyva,
ze ramec vytvoreny na linkové vrstvé se odesila taktéz na vsesmérovou adresu
(ff-fF-f-f-11-1f ) se zdrojovou fyzickou adresou klienta.

. DHCP server ptijme zadost od klienta a vygeneruje odpovéd ve formé nabidky
DHCP Offer. Nastaveni polozek tykajicich se fyzické adresy probiha stejnym
zpusobem jako u klientam. Rozdil nastava u polozek s logickymi adresami.
Hodnotu ciaddr ponechava server vychozi (0.0.0.0) a do polozky yiaddr umisti
IP adresu, kterou klientovi zvoli ze svého bazénu. Cislo transakce zachova
z prijaté zpravy DHCP Discover. Do volitelnych polozek prida dalsi potiebné
udaje, tedy adresu vychozi brany, masku sité, DNS server, dobu zapijcky,
identifikator DHCP serveru atp.

Na transportni vrstvé zaméni hodnoty zdrojového a cilového portu. Paket vy-

20Polozka chaddr viak zlistava beze zmény na hodnoté fyzické adresy klienta.
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tvofeny na sitové vrstvé odesild jako unicast?'| na adresu, kterou vybral klien-
tovi (klient tuto adresu zatim nevyuziva, jedné se o mechanismus pro predejiti
plytvani sitovymi zdroji, kde by kazdé zarizeni v siti muselo paket zpracovat).
Réamec na linkové vrstvé vysila primo klientovi, nastavi tedy vlastni zdrojovou
MAC adresu a cilovou MAC adresu klienta. Operacni kod i typ DHCP zpravy
se vysilaji s hodnotou 2.

3. Klient obdrzi nabidku od serveru, kterou akceptuje, a vygeneruje zadost DHCP

Request. Touto zpréavou sdéluje klient serveru (obecné vsem DHCP serve-
rum) zajem o danou konfiguraci. Vsechny pevné dané polozky ztstavaji shodné
s hodnotami uvniti zpravy DHCP Discover. Uvnitt proménlivé sekce dochazi
ke zméné, kdy klient zada jiz konkrétni IP adresu zaslanou serverem. Nastavi
zde zaroven identifikdtor DHCP serveru (slouzi k odliSeni jednotlivych servertu
v pifpadé, kdy se v siti nachdzi vice serverti nabizejicich své informace). Cislo
transakce zustava stejné.
Hodnoty portt na transportni vrstvé se opét zaméni. Dokud klient neobdrzi
potvrzeni zadosti, nemuze konfiguraci vyuzivat, proto paket odesila opét se
zdrojovou adresou 0.0.0.0 a vSesmérovou cilovou adresou 255.255.255.255.
Na linkové vrstve odesild rdmec stejnym zptisobem, tedy vSesmérové s vlastni
zdrojovou fyzickou adresou. Operacni kdd se nastavi na hodnotu 1 a typ DHCP
Zpravy na 3.

4. Server akceptuje zddost a odesle definitivni potvrzeni DHCP ACK (muze

se vsak stat, ze dand adresa na serveru je jiz obsazena, v takovém piipadé
server posild zaporné potvrzeni DHCP NAK), po jehoz obdrzeni muze klient
zacit pouzivat konfiguraci ke komunikaci. Struktura zpravy se prakticky nelisi
od nabidky (umisti se zde veskeré hodnoty potifebné pro spravnou konfiguraci
klienta). Server vyhradi nabizenou adresu pro klienta a vytvori zdznam slozeny
z propujcené IP adresy a MAC adresy klienta. Déle se nastavi stejné cislo
transakce.
Na transportni vrstvé dojde opét k zaméné hodnot porti a sitovy paket se ode-
sil4 danému klientovi jako unicast (se zapujéenou IP adresou v cilové adrese).
Linkovy ramec se vysila stejnym zptusobem, tedy s konkrétni MAC adresou
klienta. Operacni kod se nastavi na hodnotu 2 a typ DHCP zpravy na 5.

5. IP adresa se zaptujCuje pouze na definovanou dobu (lease time). Po uplynuti
této doby musi klient adresu prestat pouzivat a server ji uvolni pro dalsi pti-

déleni. Pred uvolnénim ma vsak klient moznost zazadat server o prodlouzeni

2lExistuji piipady, kdy server vysild nabidku viesmérové stejnym zpisobem jako klient svou
zédost. V takovém pripadé klient v pocatecni zpravé nastavuje prislusny priznak, ovSem neni to
podminkou.
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doby zaptjckyP]

Provede se tak odeslanim zpravy DHCP Request. Jeji obsah se podoba za-
dosti pti pocatecnim ziskavani adresy. Klient nastavi polozku ciaddr na svou
aktivni IP adresu, operacni kod 1, typ DHCP zpravy 3 a vygeneruje identifika-
tor transakce. Polozka poZadovand adresa se neuvadi oproti ptivodni zadosti.
Zapouzdrend data uvniti paketu se odesilaji primo serveru, od néjz byla konfi-
gurace prijata (podle identifikitoru DHCP serveru), tedy jako unicast se zdro-
jovou IP adresou klienta a cilovou IP adresou serveru. Z toho plyne i adresace
na linkové vrstvé, kde se vyuzije zdrojova MAC adresa klienta a cilovda MAC
adresa serveru.

6. Klient mtze zazadat o libovolny cas, server vSak ur¢i na zakladé svych para-
metri (minimélni, vychozi, maximalni doba zépujcky) findlni dobu a tu zasle
klientovi.

Server prijme zadost, kterou nasledné potvrdi (pokud je to mozné) zpravou
DHCP ACK. Oproti puvodni potvrzovaci zpraveé se definuje adresa klienta
ciaddr, proménlivé polozky zlustavaji totozné. Server vyuzije stejné Cislo trans-
akce, operacni kéd 2 a typ DHCP zpravy 5.

Vysledné potvrzeni adresuje primo klientské stanici, tedy na sitové i linkové

vrstvé definuje konkrétni cilové adresy klienta [58], [61].

4.6.3 Dalsi typy DHCP zprav

Kromé ptedchozich zprav definuje DHCP tadu dalsich. Piikladem muze byt zprava
DHCP NAK, kterou zasila server klientovi v pripadé, ze jeho pozadavek nemiize
potvrdit (napf. pri snaze o prodlouzeni puvodni adresy po presunu klientské stanice
do prostoru jiné podsité nebo pii expiraci doby zapujcky). Dale pak zprava DHCP
RELEASE, kterou klient informuje server o uvolnéni adresy z vlastniho rozhod-
nuti, zprava DHCP INFORM, kterou zasila klient serveru, aby ziskal dodatecné
konfigura¢ni parametry (disponuje jiz vlastni manuélné nakonfigurovanou adresou,
zada napr. adresu DNS serveru) a dalsi [56], [58].

22Doba, po niz by mél klient kontaktovat server s zadosti o prodlouzeni doby zépijcky, se stano-
vuje pii pocateéni konfiguraci adresy. Zada se po uplynuti poloviny doby zépijcky. Pokud server

neodpovidé, posila se zddost vSesmérové po uplynuti dalsi doby (87,5 % doby zdpujcky) [58], [60].
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5

Laboratorni alohy

V rdmci bakalarské prace budou realizovany ulohy viz nize, tato kapitola obsahuje

jejich struény popis. Kompletni navody v anglickém jazyce jsou uvedeny v priloze.

Laboratorni tloha ¢. 1 — ARP protokol.

Laboratorni tiloha ¢. 2 — Srovnani statického a dynamického smérovani.
Laboratorni tiloha ¢. 3 — Skupiny smérovacich protokoli Distance Vector a Link
State.

Laboratorni tloha ¢. 4 — TCP a UDP.

Laboratorni tloha ¢. 5 — DHCP.

Verze pouzivaného softwaru:

Wireshark — verze 3.6.3.

Packet Tracer — verze 8.0.1.

5.1 Laboratorni uloha ¢. 1 — ARP protokol
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PCO PC1 PC2 PC3

Obr. 5.1: Topologie laboratorni tlohy ¢. 1.

Studenti v laboratorni tiloze prozkoumaji protokol ARP. Prace probiha v pro-

gramu Wireshark ve spojeni s lokalnim PC a v Packet Traceru.

V prvni ¢asti se studenti seznami s analyzatorem Wireshark a prozkoumaji ARP

tabulku na svém lokalnim PC. Zde si prohlédnou, jaké polozky tabulka obsahuje.

Déle utvori dvojice, v nichz spolupracuji pri plnéni néasledujicich ikolti. Pomoci pri-

kazové tadky zjisti své adresy a nésledné prostirednictvim utility ping vygeneruji

ARP provoz, ktery zachyti ve Wiresharku. Studenti detailné prozkoumaji obsah
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prenasenych ramcti. Po dokonceni analyzy studenti provéri, jak komunikace zmé-
nila obsah ARP tabulky. Zjisti, Ze pribyl jeden dynamicky zaznam, ktery nésledné
odstrani a nahradi jej statickym zaznamem. Znovu ovéri komunikaci utilitou ping
a zjisti, zda Wireshark zachyti nové ARP pakety. V poslednim tkolu prvni ¢asti
studenti ze zachycenych paketi vykresli grafy ve Wiresharku a porovnaji vysledky
s teoretickym tvodem.
V druhé ¢asti prace se studenti presunou do prostredi Packet Traceru. Nejdiive
realizuji zapojen{ podle referencni topologie (viz a nasledné provedou zé-
kladni konfiguraci koncovych zarizeni. Prace se odehrava v simula¢nim médu, proto
je mozné zkoumat obsah jednotlivych ramcu a sledovat zmény MAC adres v ramcich
na pocatku komunikace, kdy nejsou znamy cilové MAC adresy a na konci komuni-
kace. Studenti postupné krokuji simulaci a zkoumaji obsah prenasenych ramecti. Déle
prohlizi ARP tabulky pocitacti a MAC tabulku prepinace.
Pouzité nastroje:
o Wireshark
— 1 lokédlni PC

o Packet Tracer
— 4 primé kabely
— 4 pocitace

— 1 pfepinac typu Cisco 2960

5.2 Laboratorni uloha €. 2 — Srovnani statického a dy-

namického smeérovani

Druha laboratorni tloha se zabyva statickym a dynamickym smérovanim. Topologie
je zobrazena na Vysvétli se zde zdklady smérovani a smdérovaci tabulky.
Uloha se déli na dvé &asti.

V prvni ¢asti studenti nastavi [P adresy na vsSech zatizenich a prozkoumaji poca-
tecni stav smérovaci tabulky na smérovacich. Nasledné nakonfiguruji statické cesty
pro zpristupnéni spojeni mezi obéma lokalnimi sitémi obsahujicimi koncové uzly. Po
ovéfeni uspesné komunikace studenti prerusi spoj mezi smérovaci, pres ktery pro-
chazi pakety (definovano béhem konfigurace statického smérovani), a sleduji, zda se
sit prizpusobi vypadku na lince vzhledem k faktu, ze k cili existuje jind cesta.

V druhé c¢asti studenti pomoci protokolu RIPv1 nastavi dynamické smérovani.
Jakmile sité vzajemné odpovidaji na ICMP zpravy, studenti prozkoumaji smérovaci
tabulky a urci, ktera cesta ze dvou moznych byla protokolem zvolena jako nejlepsi.
Zvolenou cestu nasledné odstrani prerusenim spoje a sleduji, jak dynamicky protokol

na takovou zménu zareaguje. Studenti se dale seznami s technikou rozlozeni zatéze
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Obr. 5.2: Topologie laboratorni tlohy ¢. 2.

(load balancing).

Pouzité nastroje:
o Packet Tracer
— 8 primych kabeli
— 6 pocitact
— 4 sériové kabely
— 4 smérovace typu Cisco 2811

— 2 prepinace typu Cisco 2960
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5.3 Laboratorni uloha ¢. 3 — Skupiny smérovacich

protokold Distance Vector a Link State
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Obr. 5.3: Topologie laboratorni tilohy ¢. 3.

Studenti vychazi ze stejné topologie jako v tloze ¢. 2 (viz . Uéelem la-
boratore je srovnani skupin dynamickych protokolt Distance Vector (RIPv2) a Link
State (OSPF). Déle jsou vysvétleny pojmy administrativni vzdalenost, metrika a je-
jich vyznam ve volbé smérovacich cest. Laboratorni tiloha se déli na dvé casti.

V prvni ¢asti tlohy studenti prenastavi adresovani v ramci celé sité pro lepsi
pochopeni odlisnosti protokoli RIPvl a RIPv2. Déle upravi propustnost sériové
linky mezi smérovadi R1 a R2. Uelem je, aby rychlejsi cesta vedla pres vyssi pocet
smérovacl. Po této pripravé studenti zprovozni protokol RIPv1 stejnym zptisobem
jako v laboratorni tloze ¢. 2 a prozkoumaji, jak se tento protokol dokaze vyporadat
s podsitémi variabilni délky. Nésledné nahradi protokol RIPv1 za verzi 2 a ovéri,
jak se tato zména projevi ve smérovacich tabulkach. Poté se sleduje pomoci utility
traceroute, zda tprava propustnosti ma vliv na chovani protokolu.

Utelem druhé &asti je zprovoznit protokol OSPF paralelné s RIPv2. RIPv2 se
zachovad z divodu srovnani priorit smérovacich protokoli. Studenti pred samotnou
konfiguraci spoc¢itaji kumulativni OSPF ceny pro dosazeni destinaci. Nasledné prida-

vaji jednotlivé sité do procesu OSPF smérovani a postupné sleduji, jakym zptisobem
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se uplatnuje priorita smérovacich protokolti pri vkladani zaznamt do smeérovaci ta-
bulky.
Pouzité nastroje:
o Packet Tracer
— 8 primych kabeli
— 6 pocitacu
— 4 sériové kabely
— 4 smérovace typu Cisco 2811

— 2 prepinace typu Cisco 2960

5.4 Laboratorni uloha ¢. 4 — TCP a UDP
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Obr. 5.4: Topologie laboratorni tlohy ¢. 4.

Laboratorni tloha ¢. 4 ukazuje rozdily mezi transportnimi protokoly TCP a UDP.
Zéaroven vysvétluje zédklady aplika¢nich protokolt HT'TP a DNS. Kromé Packet Tra-
ceru se pracuje také v sitovém analyzatoru Wireshark. Uloha je rozdélena na ¢ast
ve Wiresharku a na ¢ast v Packet Traceru.

V prvni ¢asti studenti analyzuji provoz ve Wiresharku. Zachytava se transportni
protokol UDP a nasledné TCP pri vyuziti aplika¢niho protokolu DNS. K tomuto
ucelu se pracuje s utilitou nslookup a pristupem na stranky VUT. Princip komu-
nikace pomoci transportniho protokolu TCP se dale vysvétli na protokolu HTTP,
kde studenti zachyti pripojeni k nezabezpecenému webu (bez sifrovani komunikace).
Na zaveér studenti vygeneruji grafy ze zachycené komunikace a srovnaji mnozstvi

prenesenych dat béhem komunikace.
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Druhd ¢ast se presouva do prostiedi Packet Traceru. Do topologie (viz
se zacleni jeden server, na némz se spusti sluzby HT'TP a DNS. Studenti nastavi
zékladni TP konfiguraci na serveru, vytvori jednoduchou webovou stranku (prostied-
nictvim HTML) a vlozi do paméti staticky DNS zaznam, ktery preklada zvolené
doménové jméno na IP adresu serveru. Do konfigurace koncovych zarizeni pridaji
DNS server s adresou nové nastaveného serveru. Po tspésné konfiguraci se studenti
pripoji na vytvorenou webovou stranku. Pres simulacni méd se sleduje cely prabéh
komunikace, tj. preklad doménového jména na IP adresu (UDP — DNS), nésledné
spojeni klienta se serverem, prenos HTTP paketia (TCP — HTTP) a nakonec ukon-
¢eni spojeni.

Pouzité nastroje:

o Wireshark

— 1 lokédlni PC
o Packet Tracer
— 9 primych kabeli
— 6 pocitacu
— 4 sériové kabely
— 4 smeérovace typu Cisco 2811
— 2 prepinace typu Cisco 2960

— 1 server

5.5 Laboratorni uloha ¢. 5 — DHCP
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Obr. 5.5: Topologie laboratorni tlohy ¢. 5.
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V laboratorni tloze ¢islo 5 studenti prozkoumaji funkce protokolu DHCP v riiz-
nych scénérich. Laboratorni tiloha se déli na dvé ¢asti.

V prvni éasti studenti spusti Wireshark a zachyti komunikaci od uvolnéni adresy
po kompletni transakci, béhem niz dochazi k ptridéleni nové adresy z DHCP serveru.
Nésledné podrobné prozkoumaji obsah prenasenych zprav pro pochopeni zakladniho
principu DHCP.

V druhé ¢ésti se prace presune do programu Packet Tracer. V topologii pribude
oproti tloze ¢. 4 jeden prepinac a jeden PC do podsité serveru (viz [Obr. 5.5). Smé-
rovac, ke kterému jsou klienti a server pripojeni, se nastavi do role DHCP serveru.
Studenti nakonfiguruji dva adresni prostory, pro kazdou pripojenou lokalni sit jeden,
a nasledné prozkoumaji, z kterého prostoru se klientim pfirazuji adresy. Cely pro-
ces komunikace se podrobné analyzuje. V druhé ¢asti se na smérovaci vypne sluzba
DHCP. Na zapojeném serveru se spusti sluzba DHCP a provedou se prislusna na-
staveni, aby koncova zafizeni obou lokalnich siti (pfipojenych k jednomu smérovaci)
obdrzela adresy protokolem DHCP. Smérovac¢ se nakonfiguruje do role DHCP pre-
nosového agenta, ktery DHCP zpravy preddava mezi stanicemi a DHCP serverem
umisténymi v odlisnych sitich. Studenti maji moznost prozkoumat, jak se zméni ob-
sah DHCP zprav oproti stavu, kdy smérovac slouzil jako DHCP server a komunikace
tak probihala v ramci jedné sité.

Pouzité nastroje:

o Wireshark

— 1 lokélni PC
o Packet Tracer
— 11 primych kabelt
— 7 pocitacta
— 4 sériové kabely
— 4 smérovace typu Cisco 2811
— 3 prepinace typu Cisco 2960

— 1 server
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Zavér
Cilem bakalarské prace byl navrh a naslednéd implementace 5 scénait, které demon-
struji zakladni principy komunikacnich technologii.

Pro simulovani byl zvolen nastroj Packet Tracer. Program byl vyvinut spolecnosti
Cisco, ktera v soucasné dobé patii mezi elitu v sitovém pramyslu. Software podpo-
ruje praci omezenou pouze na Cisco zafizeni, jejich rozmanitost je vSak znacna.
Lze zde najit rizna zarizeni od zdkladnich koncovych zatizeni (PC, server, IP te-
lefon...) pres prepinace, smérovace, az po moderni [oT zafizeni (senzory, detektory
atd.). Silnou strankou programu je préace ve dvou rezimech. Realtime rezim simuluje
komunikaci v realném case, rezim Simulation umoznuje sledovat prichod pakett
jednotlivymi zafizenimi a analyzovat zmény hodnot v polozkach paketii. V labora-
tornich tdlohach ¢. 1, 4 a 5 se prace odehrava také na lokdlnich pocitacich, proto se
k analyze sifového provozu vyuziva software Wireshark.

V praci se popisuje navrh 5 laboratornich scénairti. Prvni laboratorni tloha se
vénuje protokolu ARP. Studenti zde maji moznost prozkoumat komunikaci tohoto
protokolu véetné postupného doplnovani zaznamu do ARP tabulek pocitaca a MAC
tabulky prepinace. V druhé laboratorni tloze se srovnava statické a dynamické smeé-
rovani. K tc¢elu dynamického smérovani byl zvolen protokol RIPv1. Vysvétluji se zde
zaklady nastaveni smérovani na zafizenich Cisco. Tteti laboratorni tloha vychazi ze
stejné topologie jako laboratorni tloha ¢. 2. Porovnavaji se zde skupiny smérovacich
protokolil Link State a Distance Vector. Jako zéstupce skupiny Link State byl zvolen
protokol OSPF, jako zastupce Distance Vector protokol RIPv2. Protokol RIPv2 byl
zvolen také z divodu moznosti srovnani obou verzi tohoto protokolu. Cilem labo-
ratote je také priblizit vyznam administrativni vzdalenosti a metriky pfi vypoctech
nejvhodnéjsi cesty k cili. Ctvrtd laboratorni tiloha srovnava transportni protokoly
TCP a UDP. Pro nazornou ukéazku funce obou protokolt se vyuzivaji aplikacni pro-
tokoly HTTP (TCP) a DNS (UDP + TCP). Analyzuje se preklad doménového jména
na I[P adresu a nasledny prenos obsahu webovych stranek. V paté laboratorni tloze
studenti prozkoumaji funkci protokolu DHCP. Na smérovaci se konfiguruje sluzba
DHCP, déle se smérovac nastavi do role prenosového agenta a sluzba DHCP se zpro-
vozni na serveru. V tloze se sleduje obsah prenasenych paketii béhem ziskavani IP
konfigurace.

Soucasti prace jsou navody jednotlivych laboratornich dloh. Dale jsou soucasti
elektronické prilohy také .pkt soubory, jez predstavuji vystupy po realizaci tloh

podle navodi.
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A Lab 1 — ARP protocol

In this laboratory you should become familiar with the ARP protocol and in the
end fully understand it.

Objectives

1. Examine the ARP table on your local computer.

2. Make a pair with your colleague and try to capture and analyze the ARP
communication between your computers in Wireshark.

3. Delete the record obtained in objective 2. Add the addresses (IP and MAC)
of your colleague to the ARP table using the static method and then examine
the communication in Wireshark.

4. Display the graph of captured packets in Wireshark.

5. Create the reference topology in Packet Tracer (see .

6. Generate and examine the ARP communication in Packet Tracer Simulation
mode. Explore the switch’s MAC table.

[ m— e m—] [—d —
PC-PT PC-PT PC-PT PC-PT
PCO PC1 PC2 PC3

Fig. A.1: Lab 1 reference topology.
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A.1 Introduction

ARP (Address Resolution Protocol), defined in RFC 826 [I], is used in computer
networks to map the logical IPv4 address (32-bit address used for addressing on
the ISO/OSI network layer) to the MAC address (48-bit physical address used for
addressing on the ISO/OSI link layer). It operates between the OSI network and
link layers. When the communication starts, an IP packet is created by adding the
IP header, which consists of source and destination IP address (and many other
items), to the data. But when the device wants to communicate, it must know the
MAC address (on the Ethernet networks) of the destination device as well. There
are 2 scenarios:

1. The device wants to communicate with another device on the local network.

2. The device wants to communicate with a device outside the local network.
In both cases, the device initiating the communication needs to know the MAC
address of the destination. In the first scenario, the desired MAC address belongs
to the destination device on the local network. In the second scenario, the desti-
nation MAC address must be set to the physical address of the default gateway
(commonly router).

ARP packets are divided into 2 groups: ARP request and ARP response. ARP
request is used by the device initiating the communication to resolve the IPv4 ad-
dress of the destination device to its physical (MAC) address. You can imagine the
request as: "Hey, I am host A and I want to communicate with Host B with this IP
address. What is your MAC address?"ARP response is sent as the response to the
ARP request, where the device (which the request was sent to) sends its physical
address. You can imagine the response as: "Hey Host A, I am Host B, I recognized
my IP address and here is my MAC address." ARP packets are encapsulated in the
Ethernet frames (see [Fig. A.2).

The records (IP-MAC bindings) are stored in the ARP table (cache memory).
The table basically consist of:

o Internet Address — The logical (IP) address of the destination device.

o Physical Address — The MAC address of the destination device.

o Type — The way the record was inserted into the table. There are 2 ways:

dynamic and static. Dynamic record is a record learnt by the ARP process
(ARP request and reply). Static record is a record manually inserted by the

user.
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Ethernet frame

Header Trailer
DeSt;’:iac}'r‘;Z;\"AC Source MAC address|  Type (0x0806) ARP packet Padding CRC
6B 6B 2B 28B 18B 4B
HW type Prot. HS | PS | Operation| Source MAC address Source Protocol Target MAC Target Protocol
Type address address address
2B 2B 1B 1B 2B 6B 4B 6B 4B

Fig. A.2: ARP packet encapsulated inside the Ethernet frame.

Principle of communication

1.

The source device (Host A) wants to communicate with the destination device
(Host B). Host A searches its ARP table to find the IP address of the Host B
that is bound with its MAC (Media Access Control) address. If the record is
found, Host A sends a message directly to the Host B.

. If the record is not present, the ARP request is generated. Host A sets its own

MAC address as the Source MAC address in both the Ethernet frame and the
ARP packet (which is encapsulated inside the Ethernet frame) and sets its
own IP address as the Source Protocol address. Ethernet Destination MAC
address is set to Broadcast, Target MAC address is left blank (default value).
Target Protocol Address is set to the Host B’s IP address.

. As the Destination MAC address is set to broadcast, all the devices on the

local network receive and process the frame (see |[Fig. A.3)). Each device de-
encapsulates the ARP packet and compares the Target Protocol Address with
its own IP (Internet Protocol) address. Only Host B finds a match. Every other

device will drop the frame.

. Host B adds a record to its own ARP table with the addresses of the Host A (if

it is not already present) and generates ARP response. It sets original source
addresses as the destination addresses and sets its own addresses (both logical

and physical) as the source addresses.

5. ARP response is now sent as unicast directly to the Host A (see [Fig. A.4)).

. Host A receives the ARP response, fills its own ARP table with the received

addresses (Source MAC and Source Protocol) and sends the original message
directly to the Host B.
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ARP
request

HostA

Host B

Fig. A.3: ARP request.

ARP
response

Host B

Fig. A.4: ARP response.
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A.2 Wireshark

Wireshark is an open source network packet analyzer where you can capture and
analyze live traffic. At the beginning, you choose the interface where you want to
capture the traffic and then all the captured packets are visible. The main window
is divided to the following sections (see [Fig. A.5):

1. The Menu and Main toolbar are used to do some specific actions based on
the chosen tool. Commonly used items are the Start capturing packets (symbol
of blue fin under the File) and Stop capturing packets (the symbol of square
beside the fin).

2. The Filter Toolbar allows users to set filter on the specific protocol, sour-
ce/destination address, port etc. and display only the desired packets.

3. The Packet List Pane displays all the captured packets. It is further divided
to the following sections by default:

e No. — The number of a packet in order it was captured.
o Time — The timestamp of the packet.

o Source — The source IP address.

o Destination — The destination IP address.

e Protocol — The protocol name abbreviation.

o Length — The length of a packet.

o Info — Information about the packet content.

4. The Packet Details Pane displays the details about selected packet (chosen
in the Packet list pane) in rows, ie. link layer protocol, IP protocol etc. You
can also click on each row to display further details about each protocol (like
information inside the header).

5. The Packet Bytes Pane displays the data inside the selected packet from
the Packet List pane and highlights the bytes corresponding to the items
selected in the Packet Details Pane [2].
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M tu-netflix-problems-2011-07-06.pcap - m] *
File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help 1
4m @ BB cc=FiEElaqaarn 2
Apply a display filter ... <Ctrl-/> a  Expression. 3+
eng! n il
343 £5.142415 192.168.8.21 174.129.249.228 TCP 66 48555 + 88 [ACK] Seq=1 Ack=1 Win=5883 Len=8 TSval=491519346 TSecr=551811827
344 6£5.142715 192.168.8.21 174.129.249,.228 HTTP 253 GET /clients/netflix/flash/application.swf?flash_version=flash_lite_2.1&v=1.5&n
345 65.230738 174.129.249.228 192.168.0.21 TCP 66 88 = 48555 [ACK] Seq=1 Ack=188 Win=6864 Len=@ TSval=551811858 TSecr=491519347
346 £5.248742 174.129.249.228 192.168.0.21 HTTP 828 HTTP/1.1 382 Moved Temporarily -
347 65.241592 192.168.8.21 174.129.249.228 TCP 66 48555 + 88 [ACK] Seq=183 Ack=763 Win=7424 Len=8 TSval=491519445 TSecr=551811852
|+ 348 65.242532 192.168.8.21 192.168.8.1 DNS 77 Standard query @x2188 A cdn-@.nflximg.com
- 349 ©5.276870 192.168.0.1 192.168.0.21 DN 489 Standard query response @x2188 A cdn-@.nflximg.com CNAME images.netflix.com.edgq |
358 £5.277992 192.168.8.21 £3.80.242.48 TCP 74 37863 =+ 88 [SYN] Seq=0 Win=5848 Len=@ M55=1468 SACK_PERM=1 TSval=491519482 TSecf—|
351 65.297757 63.808.242.43 192.168.8.21 TCP 74 88 » 37863 [SYN, ACK] Seq=8 Ack=1 Win=5792 Len=@ MS5=1468 SACK PERM=1 TSval=320%—)
352 65.298396 192.168.0.21 63.80.242.48 TCP 66 37863 » 88 [ACK] Seq=1 Ack=1 Win=5388 Len=8 TSval=491519582 TSecr=3295534130 =1
353 £5.298687 192.168.8.21 £3.80.242.48 HTTP 153 GET /us/nrd/clients/flash/814548.bun HTTP/1.1 -
354 £5.318730 63.50.242.48 192.168.0.21 TCP 66 80 = 37863 [ACK] Seq=1 Ack=88 Win=5792 Len=@ TSval=3295534151 TSecr=491519583
355 65.321733 63.808.242.438 192.168.8.21 TCP 1514 [TCP segment of a reassembled PDU] T
2>
Frame 345; 489 bytes on wire (3‘-912 bits), 158 bytes captured (3-912 bits) ~
Ethernet II, Src: Globalsc_@@:3b:@a (fe@:ad:4e:e@:3b:ea), Dst: Vizio 14:8a:el (8@:19:9d:14:8a:el) 4
Internet Protocol Version 4, Src: 192.168.8.1, Dst: 192.168.8.21
User Datagram Protocol, Src Port: 53 (53), Dst Port: 34836 (34836)
v Domain Name System (response)
Request In: 343
[Time: 2.83433508@ seconds]
Transaction ID: Bx2188
Flags: @x818@ Standard query response, No error
Questions: 1
Answer RRs: 4
Authority RRs: 9
Additional RRs: 9
V¥ Queries
cdn-@.nflximg.com: type A, class IN
Answers
Authoritative nameservers v
@@ 15 @@ 35 84 f4 8l 83 3f i 81 80 @9 el .
20 24 90 99 B@ B9 B5 63 64 6e 2d 3@ B7 6e 66 6C -c ..c dn-8.nfl 5
78 69 6d 67 @3 63 6f 6d @8 @B 81 8@ Bl c@ Bc ee ximg.com ........
@5 @9 @1 90 80 5 29 @@ 22 P6 69 6d 61 67 65 73  ...... ). ".images
@7 Be 65 74 66 6c 69 78 @3 63 6f 6d B9 65 64 67 .netflix .com.edg
G878 65 73 75 69 74 65 @3 Ge 65 74 80 c@ 2f @@ 05 o0 esuite.n et../... v
0 7 Identification of transaction {dns.id), 2 bytes || Packets: 10299 - Displayed: 10299 (100.0%) - Load time: 0:0. IBZH Profile: Default

Fig. A.5: Wireshark Main window.

A.2.1 Objective 1

Open the CMD (Command Prompt) on your local computer.

2. Execute the arp -a command, which is used to display the contents of the
ARP table.

3. You will see the records divided to the sections by interfaces, which have the IP
address assigned. Explore what these interfaces are by issuing the ipconfig
command. Here you get a list of interfaces with their name and IP address
assigned.

4. As mentioned in the introduction, you can see that in the ARP table there
are 3 columns: Internet Address, Physical Address and Type. Now focus on
the Ethernet interface (the name should be something like Ethernet adapter
FEthernet in the output of the ipconfig command) which is identified by its
IP address. Among some static records, there should be at least one dynamic
record — the default gateway (check the ipconfig output to verify the
address). It usually uses the first host address of the subnet range. Its presence
means that your computer has already communicated with the router (e.g., to

obtain the dynamic IP address).
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. You can notice that there is one special static record with the ff-ff-ff-ff-fi-ff

MAC address.
What is this record used for?

A.2.2 Objective 2

1.

For this objective, you should team up with your colleague next to you. Once

you're in a team, you can continue to the next step.

. If you have closed CMD from the previous objective, open it again and execute

command ipconfig /all. This command gives you detailed information about

the network configuration of your local interfaces.

. Find the Ethernet interface (same as in the objective 1) and check the obtained

data. You should be especially interested in the Physical Address and the IPv/

Address. Write the addresses somewhere for the future use.

. Now get the addresses of your colleague and check your ARP table, if the

record of your neighbor is not present in the tabldﬂ.

. Let’s open Wireshark. At first, the list of available interfaces, where you can

capture the traffic, is displayed. Choose your Ethernet interface.

Once you have the interface selected, you can probably see dozens of packets
being captured. Now you will apply the filter for the ARP protocol. In the
Filter Toolbar (see [Fig. A.5)), type arp and press enter. If the background
color of the Filter Toolbar changes to green, the filter is correctly applied.

. Keep the Wireshark running and return to the CMD. Now only one member

of the team will generate the ARP request to obtain the MAC address of the
second member, but the traffic will be caught on both computers. This is for

the ability to communicate over Ethernet. For this purpose, you will use the
pingf?| utility.

. In the CMD, execute ping <IP> where <IP> is the IP address of your colle-

ague. Now return to the Wireshark. You should both see two ARP messages
similar to the As mentioned in the introduction, ARP requests are
sent to all the hosts on the local network, so you will see also requests from
other colleagues. For this purpose, you can edit the filter to display only the
ARP communication of your pair. Use the following command:

arp.src.proto_ipv4 == <IP> or arp.dst.proto_ipv4 == <IP> where

INOTE: If the record is present, you should delete it. For this purpose, close the CMD and

open it with admin privileges. Once opened, use the command arp -d <IP> where <IP> is the

IPv4 address of your colleague.
2Ping is a software utility used to test if the host is reachable over the IP network. It sends

out ICMP Echo request message and awaits ICMP Echo reply message. For more information visit
the [3].
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<IP> represents your IPv4 address.

41 63.153478 Private 66:68:00 Broadcast ARP 64 Who has 192.168.0.4? Tell 192.168.@.1
42 63.153478 Private 66:68:03 Private 66:68:00 ARP 64 192.168.0.4 is at 00:50:79:66:68:03

Fig. A.6: ARP request and reply captured in Wireshark.

9. In the [Fig. A.6] you can see the ARP request is sent as a broadcast and
info contains: ' Who has 192.168.0.47 Tell 192.168.0.1". A host needs to be
identified by its [P address first. If a match is found, the response is sent. The
ARP response is sent as a unicast (directly to the source of ARP request) and
info contains: "192.168.0.4 is at 00:50:79:66:68:03". As you can see, some host
found a match with its own IP address and sent a response where he mentions
his MAC address. The length of both packets is 64 bytes (which corresponds
to the . Now let’s examine both packets more in depth.

10. ARP request
Click on the ARP request packet (see . There will be 3 lines displayed
in the Packet Details Pane. We will be interested in the last 2 lines, i.e.
Ethernet IT and Address Resolution Protocol (see [Fig. A.2). Now expand the
Ethernet II line. There are following items we are interested in:
o Destination Address — The destination MAC address identifying the
destination of a frame.
e Source Address — The source MAC address identifying the source host.
o Type — The value expressing what protocol is encapsulated inside the
frame.
Determine your values of Destination, Source and Type. Next, expand the
Address Resolution Protocol line. The following items are important:
e Opcode — The value identifying the type of ARP message: request or
response.
o Sender MAC address — The MAC address of a host sending a request.
« Sender IP address — The IP address of a host sending a request.
o Target MAC address — The MAC address of a host the request is
destined for.
What is the value of this item ¥
o Target IP address — The IP address of a host the request is destined
for.
Compare the values with your own addresses and addresses of your colleague.
What is the destination MAC address and who will receive the frame?

3You can probably see a different value than the value displayed in the Your field should
contain only the zeroes. This is the default value when the destination address is not known. For

more information you can visit the [4].
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Why are the Destination MAC address and Target MAC address different?

Frame 41: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface -, id @
Ethernet II, Src: Private 66:68:00 (©0:50:79:66:68:00), Dst: Broadcast (ff:ff:ff:ff:ff:{f)
Destination: Broadcast (ff:ff:ff:ff:ff:Ff)
Source: Private 66:68:00 (00:50:79:66:68:00)
Type: ARP (@x0806)
Padding: ©000000000000EE0RRERREERRERRERRERA0A
Frame check sequence: @x0000000@ [unverified]
[FCS Status: Unverified]
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (©x@800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: Private 66:63:00 (0©0:50:79:66:68:00)
Sender IP address: 192.168.9.1
Target MAC address: Broadcast (ff:ff:ff:ff:ff:ff)
Target IP address: 192.168.0.4

Fig. A.7: ARP request detailed in Wireshark.

11. ARP response

Now move from the ARP request to the ARP response packet (see [Fig. A.8§]).
The lines remain the same. Expand both Ethernet IT and Address Resolution

Protocol lines and compare your own values with the values from a request.

Frame 42: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface -, id @
Ethernet II, Src: Private 66:68:083 (@9:50:79:66:68:03), Dst: Private 66:68:00 (©0:50:79:66:68:00)
Destination: Private_66:68:00 (@0:50:79:66:68:00)
Source: Private 66:68:03 (€0:50:79:66:68:03)
Type: ARP (0x0306)
Padding:
Frame check sequence: 9x08e00e0@ [unverified]
[FCSs status: Unverified]
Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPv4 (©x08080)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)
Sender MAC address: Private 66:68:083 (@@:50:79:66:68:03)
Sender IP address: 192.168.0.4
Target MAC address: Private 66:68:00 (@0:50:79:66:68:00)
Target IP address: 192.168.0.1

Fig. A.8: ARP response detailed in Wireshark.
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A.2.3 Objective 3

1.

Open CMD and display the contents of the ARP table.
Is the expected record present in the table?
What is the type of a record?

. Now you will both remove the obtained record. For this purpose you must

run CMD with administrator privilegesf_f]. Write somewhere both logical
and physical addresses before deletion for the future use! Execute
command arp -d <IP> where <IP> represents the IPv4 address of your
colleagueﬂ In the end, both of you should have removed the records obtained

from objective 2.

. Now you are going to add the record manually. Use the command

arp -s <IP> <MAC>. Both IP (<IP>) and MAC (<MAC>) addresses are
the adresses of your colleague. For the MAC address use dash as the delimeter.
Once issued, display the contents of the ARP table.

What is the type of the newly added record?

Go back to the Wireshark. Check if you are still capturing packets (fin is grey,
square shines red) and the filter from objective 2 is still active. If not, apply

it again.

. Use ping command in the CMD to test the availability of your colleague.

Were any new ARP packets captured? Why?

Static records are pretty rarely used but can be useful when communicating
with a device, whose address does not change throughout long period commu-
nication. Dynamic records have their timeout, mostly 2 minutes. If the record
is not used for communication during this period, it is automatically discar-
ded. When used, timeout is increased by another 2 minutes. Maximum time
the record can be valid is 10 minutes, then it is discarded. This is different for
static records. There is no timeout for these, they remain valid until manually
deleted or system reset (ARP table is stored in cache memory which is cleared

with reset).

ANOTE: Write cmd to the Windows search bar, then right click on it and press "Run as
administrator”.
SNOTE: To clear the whole ARP table you would execute arp -d *.
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A.2.4 Objective 4

1. In a Wireshark, stop capturing packets (by clicking on the red square).

2. Wireshark gives you the possibility to display captured packets in graph. You
can achieve this in Statistics > I/O Graphs.

3. New window appears. You can probably see more than 1 graph. If not, there’s
nothing wrong. One of the displayed graphs should display All Packets, which
represents all the captured packets on your interface without regard to protocol
types. Below the displayed graphs, there is a section with settings for each
graph. You will be interested in the following values:

o Emabled — If checked, the graph is displayed.

o Graph Name — The name of a graph.

o Display Filter — You can limit the graph only to the certain packets
based on protocol, IP address etc.

o Y Axis — As X axis represents the time, you can choose what the Y axis
displays. You can select Packets, Bytes, Bits matching the filter per time
interval and others.

Below the settings section, there are some additional items. Some of them are:

e [+ ] Add a new graph.

e [ — ] — Remove a graph.

o Interval — The interval period for the graph.

4. Now remove all the graphs by selecting them and clicking on the | — .

5. Add a new graph by clicking on the [ 4+ |. Tick Enabled, change the Graph
Name to 'arp'and set the Display Filter to arp. You are free to change
the Color to the color you want. Now select the Bytes value in the Y Axis

column. Set Interval to 1 sed?

6. In the [Fig. A.10| you can see the output with the previous settingd’| The

input data are displayed in the [Fig. A.9 Bytes are exported to the
and packets to the [Tab. A.2] The first deflection represents PCs checking for

the duplicate address when statically assigned (this is called gratuitous ARP,
you don’t have to see these necessarily as you have probably dynamic address
assigned from the DHCP server). There should be only one message for the
correct assignment and that is ARP request. No response should be received.
The last 3 peaks represent ARP request and reply communication each. You
should see similar peak. If you zoom in (using the mouse wheel), you can see
that peak has 128 bytes.

SNOTE: If your graph is too much elongated, use the Reset button to make recalculation.
"For better readability, the following graphs are generated using Matlab. Most of the aspects

of the Wireshark’s graphs are preserved, including axis names, scale and the function values.

Functions are shifted in time so they start at zero time.
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Why is it 128 bytes?

7. Now change the Y Axis to Packets (see |[Fig. A.11)).

are transferred during 1 peak?

How many packets

No. Time: Source Destination Protocol Length Info

5 35.819496 Private 66:68:00 Broadcast ARP 64 Gratuitous ARP for 192.168.8.1 (Request)
6 36.832330 Private 66:68:00 Broadcast ARP 64 Gratuitous ARP for 192.168.8.1 (Request)
7 37.358683 Private_66:68:01 Broadcast ARP 64 Gratuitous ARP for 192.168.8.2 (Request)
8 37.843343 Private 66:68:00 Broadcast ARP 64 Gratuitous ARP for 192.168.8.1 (Request)
9 38.359146 Private 66:68:01 Broadcast ARP 64 Gratuitous ARP for 192.168.8.2 (Request)
10 38.858842 Private 66:68:02 Broadcast ARP 64 Gratuitous ARP for 192.168.8.3 (Request)
11 39.358935 Private 66:68:01 Broadcast ARP 64 Gratuitous ARP for 192.168.0.2 (Request)
12 39.873878 Private 66:68:02 Broadcast ARP 64 Gratuitous ARP for 192.168.8.3 (Request)
13 40.405112 Private 66:68:03 Broadcast ARP 64 Gratuitous ARP for 192.168.8.4 (Request)
14 40.888502 Private 66:68:02 Broadcast ARP 64 Gratuitous ARP for 192.168.08.3 (Request)
15 41.416994 Private 66:68:03 Broadcast ARP 64 Gratuitous ARP for 192.168.8.4 (Request)
16 42.426050 Private_66:68:03 Broadcast ARP 64 Gratuitous ARP for 192.168.8.4 (Request)
17 49.137627 Private 66:68:00 Broadcast ARP 64 Who has 192.168.0.2? Tell 192.168.0.1
18 49.137627 Private 66:68:01 Private 66:68:00 ARP 64 192.168.0.2 is at 00:50:79:66:68:01

29 55.993312 Private 66:68:00 Broadcast ARP 64 Who has 192.168.0.3? Tell 192.168.09.1
30 55.993312 Private_66:68:02 Private_66:68:00 ARP 64 192.168.0.3 is at 00:50:79:66:68:02

41 63.153478 Private 66:68:00 Broadcast ARP 64 Who has 192.168.0.4? Tell 192.168.0.1
42 63.153478 Private 66:68:83 Private 66:68:00 ARP 64 192.168.0.4 is at 00:50:79:66:68:03

Fig. A.9: Input data for the I/O graph.
Tab. A.1: Table of bytes sent during the ARP communication.
Seconds | 0 1 2 3 4 ) 6 9 |10 11 |12 | 13

Bytes

64

128 | 128

128 | 128

128

64

0

0

0

0 | 128

Seconds

14

15 | 16

17 | 18

19

20

22

23

24

25

26 | 27

Bytes

128

0 | 128

Tab. A.2: Table of packets sent during the ARP communication.

Seconds

0

4

6

8

9

10

11

12

13

Packets

1] 2

2

0

0

0

0

Seconds

14 | 15

16

19 | 20

22

23

24

25 | 26

27

Packets

A.3 Packet Tracer

Packet Tracer is a proprietary software developed by the Cisco company used for

simulating the networks. Cisco is one of the most well known companies in the ne-

twork engineering. The software is primarily intended for the CCNA (Cisco Certified

Network Associate) academy, but upon registration everyone can get it for free with
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ARP communication
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Fig. A.10: Bytes sent during ARP communication.

the basic course named Getting Started with Cisco Packet Tracer. You are able to

work here with the Cisco devices only.

Device configuration

The devices in Packet Tracer can be configured via the CLI, Config and Desktop.
o CLI - CLI (Command Line Interface) is the most common way of configu-
ring intermediary devices including switches, routers etc. You must have some
knowledge of commands, but when you get used to it, this can be the fastest
way of configuring devices. You can use question mark (?) in each mode to
display a comprehensive list of commands. You can also use question mark
while typing the keywords to get list of available keywords matching the star-
ting string or after typing them to get the list of arguments and optional
parameters.
o Config - This is the fast way of basic configuration. This allows you to set
device name, IP addresses on interfaces etc. The extended configuration still
needs to be performed using the CLI. Wireless (home) routers are the excep-

tion, because they don’t have CLI and all the configuration is performed using
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Fig. A.11: Packets sent during ARP communication.

the GUI (Graphic User Interface).
e Desktop - This is the way of configuring end devices like PCs and servers.
You find here many icons representing user network routine. The examples are

IP Configuration, Terminal, Web Browser and Email.

Cisco CLI hierarchy

There are 3 basic modes in which you operate while working with the Cisco CLI [5]:

o User EXEC mode — Only basic network monitoring commands are available.
Mode is identified by the > prompt:
Switch>

o Privileged EXEC mode — This mode should be always password protected
as you can get to all the commands (including displaying running configu-
ration, routing table etc.) and to all the modes. Mode is identified by the
# prompt:
Switch#

o Configuration mode - You get to the configuration mode from the Privi-

leged EXEC mode. Configuration mode is not password protected as you
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access it from the most authorized mode. You write all the configuration com-
mands here concerning the global router settings or enter the interface confi-
guration mode (to set individual interfaces) and other modes. Configuration
mode is identified by the (config) keyword.

Switch(config)#

Packet Tracer modes

There are 2 modes in which you can operate in Packet Tracer: Realtime and Si-
mulation.

1. Realtime — In the Realtime mode, the communication occurs as it would
be in the real word. This means that after using network utilities (like ping,
traceroute etc.) or visiting the web sites you see the output immediately.

2. Simulation — In the Simulation mode, individual packets are being tracked.
You can examine the content of packets while they move from 1 device to
another.

Environment description

Packet Tracer is divided to the following sections (see [Fig. A.12)):

EENSOL A 3AaAcy QAQAOE BE=2E 1
= Q AL X ALT

Piay Controls:

EE] ool
4
EE LT

Fig. A.12: Packet Tracer environment.

1. The Menu and Main toolbar are used to do some basic actions like saving

and opening the file, setting the global software preferences etc.
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. This toolbar is used for the Workspace in which you can:

e Select more devices.
« Inspect devices tables (routing table, ARP table etc.).

Delete individual elements.

Then you can draw shapes to differentiate network areas.

. In the Workspace the topologies are created.

. Network components contain all the available elements (devices, cables...)

in Packet Tracer. There are 2 rows [6]:

Upper row contains device groups based on their type.
Bottom row contains subgroups of the selected device group. For exam-
ple the Network Devices group contains Routers, Switches, Hubs

subgroups etc.

. Device-specific selection box contains specific individual devices available

in the selected group/subgroup.

. Realtime/Simulation tabs allow you to switch the mode in which you want

to simulate.

. If the Simulation mode is selected, new window Simulation Panel appears.

It contains the following sections:

Event List — The packet flow appears here.

Reset Simulation — Clears all the current packet flow (displayed in the
Event List)

Play Controls — Here you can manually click on the Go Back to Pre-
vious Event and Capture then forward buttons to move simulation
one step back or forward (step is meant moving packet from one device
to another). You can also use Play button to run the simulation auto-
matically without the need for manual clicking. The speed of simulation
is controlled by the slider below.

Event List Filters — Visible Events — Displays protocols which are
being traced. In the Edit Filters you can manually select which protocols
(packets) you want to trace. By clicking on the Show All/None button

you select all the protocols to be traced or none.
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A.3.1 Objective 5

. Open the Packet Tracer program.

In the Network components section, select the Network Devices group.
Then select the Switches subgroup and in the Device-specific selection
box select the switch named 2960. You just click on it and then click to the
Workplace where you want it to be placed or just follow the principle Drag
and drop, where you drag the switch to the Workspace and then drop it.

. Now let’s add the PCs. Select the End Devices group and add 4 PCs to the

Workspace.

. Now you will connect the devices. Select the Connections group and choose

Copper Straight-Through cable (the solid black line icon). Notice your
cursor changes. Click on the first PC and choose the Fast Ethernet0 interface.
Then click on the switch. Notice it has 24 Fast Ethernet ports and 2 Gigabit
Ethernet ports. Select FastEthernet0/1F] Connect the rest 3 PCs the same way
as the first computer. Use consecutive port numbers. Wait for all the lights to
shine green and continue to the next step.

Save your current progress by clicking on the File > Save As ... and choose

the appropriate name for the lab.

A.3.2 Objective 6

1.

Once you have the topology created, you will generate the communication.
But first you must configure device addresses. Click on the first PC, select
Desktop tab and open IP Configuration window. Here you can set IPv4
and IPv6 configuration. We will use IPv4 address space 192.168.1.0/24 which
means you have 254 available addresses for hosts (1 is reserved as the network
address and 1 as the broadcast address). Set the host IPv4 Address and
Subnet Mask to the first address within the host range (subnet mask should
be filled in automatically based on the classful addressing)ﬂ Configure the rest
of the computers the same way. Use the consecutive addresses (see [Tab. A.3).

2. Save your current progress by clicking on the File > Save.

8SNOTE: After you select the interface, the devices are interconnected. You can notice that there

is a green triangle by the PC and orange triangle by the switch. Green color means everything

is working. Orange color means that something is happening in the background before putting it

to the working or other state. In this case, orange color represents STP process running. STP is

beyond the scope of this lab.
9NOTE: As you will be communicating only within the local network, you don’t have to specify

the default gateway. But it is necessary to specify it when communicating with other than local

networks.
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3. Open the first PC, select Desktop tab and open the Command Prompt
window. Issue the ipconfig /all command (press Spacebar key until the
prompt appears again). Notice the MAC address is now in the different format
than on your local PC. Create a table similar to the and write the
[Pv4 and MAC addresses of all PCs to it.

Be careful to write the Ethernet M AC address and not the Bluetooth
MAC address!

Tab. A.3: Table of PC addresses.

PC | IPv4 Address | MAC address
PCO 192.168.1.1 0001.C9BC.63CC
PC1 192.168.1.2 000A.F323.6BDC
PC2 192.168.1.3 0001.9781.2486
PC3 192.168.1.4 0030.F2D1.A4E1

4. Switch to the Simulation mode. Use Show All/None to clear the filter list.
Click on the Edit Filters button and tick ARP int the IPv4 tab. Close the
filter window.

5. You are going to generate ARP communication between PCO and PC2. But
before it, check if the ARP tables are empty on both computers by issuing the
arp -a command in the Command Prompt.

6. On the PCO issue ping 192.168.1.3. Notice that the ARP message was ge-
nerated in the Event List. The following items are available:

o Time (sec) — Timestamp of a packet.

« Last Device — Name of the device the packet came from.

o At Device — Name of the device where the packet currently is.

o Type - Packet protocol.
You can display the contents of the packet by clicking on the row in the Event
List. The OSI Model is displayed. Notice that only 2 lowest layers contain
data. You can see source and destination addresses of the Ethernet frame
and encapsulated ARP packet inside the L2. Under the OSI Model, there is
a description what currently happens on the device. You can also click on the
Outbound PDU Details to display the contents of the packet.
What is the source and target IP address?
What is the source and target MAC address?
What is the destination MAC address?
What is the Opcode value?
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7. Before continuing further, you are going to examine the MAC address table
of the switch. Click on the switch end select CLI tab. If no prompt appears,
click on the screen and press enter. You are now in the User mode identified
by the

Switch>

prompt. Enter the enable command to enter the privileged EXEC mode. Now
issue the show mac-address-table command to display the contents of the
MAUC table. You can notice that all the PCs are already present as seen in the
[Tab. A.4] Can you guess why? Table contains the following values:

e Vlan - Vlan the port is assigned to.

e Mac Address — MAC address of the device connected to the port.

« Type — Type of the record (static or dynamic).

e Ports — Port the frame was received on.

Tab. A.4: MAC table.

Vlan | Mac Address Type Ports

1 0001.9781.2486 | DYNAMIC | Fa0/3
0001.c9bc.63cc | DYNAMIC | Fa0/1
000a.f323.6bdc | DYNAMIC | Fa0/2
0030.f2d1.a4el | DYNAMIC | Fa0/4

—_ | = =

Switch builds a MAC table to build the topology (map connected devices)
so it can forward traffic directly to the host based on the destination MAC
address. When the packet arrives at the switch, it checks its MAC table if
the inbound port is already mapped to the source MAC address. If not, the
record is created. Next the switch checks the destination MAC address. If the
record of the destination MAC address and outbound port is present in the
table, frame is forwarded only to this port. If not, the frame is flooded out the
all ports (including those present in the MAC table) except the inbound
port. The same process happens if the destination MAC address is set to
broadcast. While ARP table stores records of the logical addresses mapped
to the physical addresses, MAC table stores records of the ports mapped to
the physical addresses. To see the process of filling the MAC table, clear the
current content by issuing the clear mac-address-table.

8. Click Capture then forward. Now you can see that the frame arrived at the
switch. Examine the MAC table.

What is the current content?
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Now explore the ARP packet (in the Event List). Notice that the Inbound
PDU Details tab appeared. This is because some devices (eg. router) change
the MAC address of the frame. If you compare the Inbound and Outbound
PDU Details, they are the same in this case.

9. Click Capture then forward. The switch floods the frame out all the ports
except the inbound port. As you can see, all the PCs receive the frame, but
only one accepts it (see since it recognizes its IP address in the
'"Target IP Address'field.
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Fig. A.13: Switch sending the broadcast frame.

Click Capture then forward. You can see that PC2 sent packet to the
switch. Examine PC2’s ARP table.

Does it contain some record? What device does the address combination corre-
spond to?

Now examine the switch MAC table and check if the content changed. Then
display the ARP packet. Check the Inbound PDU Details as it has the
content generated by the PC2.

What is the source and target IP address?

What is the source and target MAC address?

What is the destination MAC address?

What is the Opcode value?

Click Capture then forward.

Where did the switch send packet? Did the switch flood packet the same way
as the ARP request?

134



12.

13.

Click Capture then forward again. Return to the Command Prompt of PCO.
You should see that the ICMP replies were successfully received™] Display the
contents of the ARP table.

Does it contain some record? What device does the address combination corre-
spond to?

Save this topology for future use. You are going to continue with the files from
previous lab in each lab.

A.4 Final questions

® N oW

What is the destination MAC address for the ARP request?

What is the Opcode (Operation) value for the ARP request and response?
What values does the ARP table contain?

What is the size of ARP packet?

What is the difference between static and dynamic records in ARP table?

At which OSI layers does the ARP operate?

What is the difference between ARP and MAC table?

What does the switch do with a packet whose destination address is not con-
tained in the MAC table?

19You did not see any ICMP packets as the filter is set to ARP only.
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B Lab 2 — Comparison of static and dynamic
routing

In this laboratory you are going to compare static and dynamic routing and the

reactions on a link failure.

Objectives

Create the reference topology in Packet Tracer (see |[Fig. B.1)).

Set up addressing on all the devices.
Explore the contents of routing tables on the routers.

Configure static routing so all the devices can reach each other.

SANE

Remove the link connecting R1 and R2 and explore if it affects the reachability

between LANSs.

6. Reconnect the link and replace static routing with dynamic routing using the
RIP protocol. Verify the state of full convergence.

7. Remove the link connecting R1 and R2 again and explore if it affects the

reachability between LANs.
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Fig. B.1: Lab 2 reference topology.

137



B.1 Introduction

Routing is the process of searching for the best way to reach the destination and sen-
ding the data this way. The process takes place at layer 3 of the reference ISO/OSI
model, meaning it uses basically logical addresses for the computing. Devices perfor-
ming routing are called routers. Many parameters are considered during the decision
of choosing the best route, including administrative distance, prefix length and me-

trics. There are two types of routing — static and dynamic.

Static routing

Static routing is efficient in small networks. Administrator manually configures rou-
tes on all the routers so that they can reach each other. The advantages of static
routing are ease of configuration inside small networks (a few routers) and full admi-
nistrator’s control over the routes packets are taking to reach the destination. Then
there are performance advantages, because static routing requires low CPU usage
and doesn’t use network bandwidth to send routing updates. Concerning security,
static routing is highly secure for administrator’s absolute control over the routing
configuration (as no fraudulent routes can be spoofed). There are many disadvan-
tages as well. Static routing cannot adapt to the topology changes as everything is
manually set up. Administrator’s intervention is required every time there is a change
(e.g. connection/disconnection of a network, addition of a new device and so on).
With a growing network there is also increasing chance of human factor failure. De-
fault route is an example of static routing, which is used when there is no matching

address in the routing table instead of dropping a packet.

Dynamic routing

Dynamic routing is preferably used in medium to large networks. It implements rou-
ting protocols that are using certain routing algorithms. The main advantage is in
the simplicity of configuration. Administrator just implements the routing protocol
on routers and leaves the protocol to do the decision process of choosing the best
paths. Routers exchange routing information from which they learn about all remote
networks. If there is a change in the topology, routing protocols can flexibly react to
it and adapt to the change by disseminating the information about the newly added
(or disconnected) networks or by calculating alternative paths to the destination.
The disadvantages are the complexity of routing protocols (the algorithms they are
using) and less security as route spoofing can take place without additional secu-

rity mechanisms. There are also higher hardware requirements (CPU processing and
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memory space) and consumption of certain network bandwidth for the routing infor-
mation exchange. The examples of routing protocols are RIP (Routing Information
Protocol) and OSPF (Open Shortest Path First) [1], [2].

RIP protocol

Routing Information Protocol is one of the oldest ever used routing protocols. It
belongs to the group of distance-vector routing protocols, which basically means
its metrics (set of information about the path deciding about its priority) consists
of the number of hops (routers along the path) packets must travel through to
reach the destination. The maximum number of hops is 15, higher metrics means
an unreachable destination (commonly defined as 16). There are 3 versions of the
protocol: RIPv1, RIPv2 and RIPng. In this lab the RIPv1 (RIP version 1), defined
in the RFC 1058 [3], is going to be used. RIPv1 supports classful routing, addresses
are therefore assigned based on the network classes (see [Tab. B.I). Classes A, B
and C are used for addressing of the end and intermediary devices. RIPv2 supports

classless routing and RIPng is destined for IPv6 networks.

Tab. B.1: Addresses divided into the network classes.

Class | Prefix | Net mask | Start address | End address
Class A 8 255.0.0.0 0.0.0.0 127.255.255.255
Class B 16 255.255.0.0 128.0.0.0 191.255.255.255
Class C 24 255.255.255.0 192.0.0.0 223.255.255.255
Class D X X 224.0.0.0 239.255.255.255
Class E X X 240.0.0.0 255.255.255.255
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B.2 Workflow

B.2.1 Objective 1

1.

From the previous lab, you have already 4 PCs connected to a switch. Open

the file by clicking on the File > Open ... and save it as a new lab file.

. Add another 2 PCs to the topology as well as another 2960 switch. Connect

the 2 PCs to the newly added switch by using the Copper Straight-Through
cable. They will make the second LAN (Local Area Network) in our network.

. From the Routers subgroup (next to the Switches subgroup in the Network

Devices group), select the 2811 type and add 4 of these.

. Arange all the devices so the topology looks like in the Connect the

switches with routers above them. For this purpose, choose Copper Straight-
Through cable again. Use port FastEthernet0/24 on the switch and Fas-
tEthernet0/0 on the router on both LANS.

. As you can see in the topology, routers are connected via a "red flash"which

represents the serial connection. You find it in the Connections group. Select
the Serial DTE (Data Terminal Equipment) and click on an arbitrary router.
You can notice that there is not suitable interface for the serial connection.
What can be done about it? Press ESC twice to disrupt the connection and
then click on the router. The Physical tab is automatically selected. On the
left side of a window, there are available module{] that can be added to the
routers. We will use the WIC-2T module which adds 2 serial interfaces. Before
this can happen, the router needs to be shutted down. On the right side of
a window, there is a router portrayed. By clicking on a switch in the bottom
right corner (next to the power cable) you turn it off. Now select the module
and drag it to one of the available slots represented by the 4 smaller black boxes
(the big one is not compatible with our module). Once you have that, don’t
forget to turn on the router again. Repeat the same process on the 3 remaining
routers.

Select the Serial DTE cable again and click on a router. You can see that

2 new interfaces appeared. Connect the routers according to the

. Rename the routers according to the same figure to avoid future misunder-

standings. You can do that by clicking on the router’s name (e.g. "Router0")
and typing new name.
Save your current progress by clicking on the File > Save. Don’t forget to

save your progress after completing individual objectives!

!These modules expand devices in a way of adding new interfaces to it.
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Fig. B.2: Lab 2 logical topology.

B.2.2 Objective 2

1. One note before you begin to configure. If you mess up some configuration

command, you can always delete it by repeating the command but using no
at the start of it. So for example, if you set the wrong IP address (10.0.0.1/30
instead of 10.0.1.1/30), the removal will look as following?

Router(config)#interface Serial0/0/1
Router(config-if)#ip address 10.0.0.1 255.255.255.252
Router(config-if)#no ip address 10.0.0.1
255.255.255.252

Router(config-if)#ip address 10.0.1.1 255.255.255.252

2. You are going to follow the addressing scheme displayed in the |[Fig. B.2%| Set

2NOTE: It is possible that you will see command sections, like the one displayed, where the

command is divided into two lines. This is due to space issues, so be aware there is only one space

character between the lines (IP address and the subnet mask in this example).
3You can also place addresses to the topology in a form of note for better orientation. Select

the Place Note from the toolbar, click to the space and write the address space.
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the IP addresses on the newly added PCs the same way as in the first lab.
Assign first 2 available host addresses. Now the thing you have to do on all the
PCs is configuring the Default Gateway address which is under the subnet
mask in the same tab. Choose the last host address available in the subnet
PCs belong to.

3. Now let’s configure addressing on the routers. Select R1 and click on the CLI
tab. If you are asked for the initial configuration, type no. As you can see,
you are in the User mode. For configuring the addresses, you must be in the
Configuration mode. You get there by typing enable command in the User
mode and then configure terminal in the Privileged EXEC mode. So the

sequence looks like this:

Router>enable

Router#configure terminal

Router(config)#

4. For clarity, change the CLI name of a router by typing hostname <NAME>
where <NAME> is a name of the router.

5. Follow the subsequent sequence of commands to configure the address of the
LAN interface:

Ri(config)#interface FastEthernet0/0
Ri(config-if)#ip address 192.168.1.254 255.255.255.0
R1(config-if)#no shutdown

The interface should go up and change color from red through amber to green.
You can verify correct configuration by issuing ping 192.168.1.254 from
local PCs. Now let’s explain all the commands. The interface command
specifies the interface you are about to configure and is followed by the type and
number of it. Inside the interface configuration, there is ip address command
followed by the IP (Internet Protocol) address of the interface and subnet
mask. The no shutdown command brings the interface upf}

6. Using the same procedure you can configure all the necessary interfaces (type
exit to return 1 level up, type end to return immediately to the Privileged
EXEC mode from wherever you are). The addressing you will use corre-
sponds to the following rules:

« R1 and R4 are using the first available host addresses from their
particular networks on the serial interfaces.
« R2 and R3 are using the last available host addresses from their

particular networks on the serial interfaces.

4By default, all the router interfaces are down. It is a security feature.
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So for example let’s configure the link between R1 and R2:

R1(config)#interface Serial0/3/0
R1(config-if)#ip address 10.1.0.1 255.255.0.0
R1(config-if)#no shutdown

R2(config)#interface Serial0/3/0
R2(config-if)#ip address 10.1.255.254 255.255.0.0
R2(config-if)#no shutdown

7. Configure the remaining interfaces on R1 and R2 (Serial0/3/1) and then the

rest of the routers. Don’t forget to enable interfaces.

B.2.3 Objective 3

1. Now you will explore the routing table and its contents. Routing table contains
all the network records router knows about. 3 types of records can be present
in the table:

o Directly connected networks.

 Static routes (manually set up).

« Dynamic routes (learnt via dynamic protocol).
To display the contents of routing table on the router, issue the show ip route
command in the Privileged EXEC mode. Output should be similar to the

Rlxen
Rl=enable
Blgshow ip route
Codes: L — local, C - connected, 5 — static, B — RIPF, M — mokile, B — BEP
I - EIGREP, EX - EIGRP extermnal, O - OSPF, IR - OS5PF inter area
N1 - OSPF HMS5R external type 1, HZ - OS5PF NS5S5R external type 2
El - OSPF external type 1, EZ - O5PF external type Z, E - EGP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - IS5-IS5 lewel-Z, ia - IS5-I5 inter area
¥ — pandidate default, T - per-user static route, o - CDR
F - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/8 is wariably subnetted, 4 subnets, 2 masks

c 10.1.0.0/16 is directly connected, Serialld/3/0
L 10.1.0.1/32 is directly connected, Serialld/3/0
c 10.2_.0.0/16 is directly connected, Serialld/3/1
L 10.2.0.1/32 is directly connected, Serialld/3/1
152 _.1€8.1.0/24 is wariabkly subnetted, 2 subnets, 2 masks
c 152 _.1€8.1.0/24 is directly connected, FastEthernet0/0
L 152 _1€8.1.254/32 is directly connected, FastEthernet0/0

Fig. B.3: Routing table of R1.
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2. Let’s examine individual items inside the table. In the upper section, there

are codes available for the routes explaining how the route was learnt. In the

bottom section, there are individual records of paths.

C 10.2.0.0/16 is directly connected, Serial0/3/1

C — Identifies that the route is directly connected to the router.
10.2.0.0 — Network address.

/16 — Prefix for the network address. The subnet mask equivalent is
255.255.0.0.

is directly connected — Also specifies that the route is directly connec-
ted.

Serial0/3/1 — Local interface the network is reachable from.

What does the L code record represent?

3. Explore the routing tables of all routers and determine what networks do they

store records about.

B.2.4 Objective 4

1. Now that you have everything prepared, let’s configure static routing. To be

able to do that, you have to be in the Configuration mode. The following

command is used to configure static routes:

Router(config)#ip route <network-address> <subnet-mask>

{<ip-address> | <exit-interface>}

Individual items have the following meaning;:

<network-address> — [P address of the destination network.
<subnet-mask> — Subnet mask of the destination network.
{<ip-address> | <exit-interface>} — The curly brackets indicate
that one of the items inside is required. The pipe symbol separates indi-
vidual parameters. The <ip-address> represents the next-hop IP add-
ress, i.e. the IP address of the interface on the other side of a link. The

<exit-interface> stands for local exit interface the network is reachable

fromp]

®In the point-to-point networks (serial link is a typical example), the link can be seen as a tunnel

with one way in and one way out. As there is only one destination, an IP address doesn’t need to

be specified. But this doesn’t apply in the multiaccess networks such as Ethernet. Ethernet can

have multiple devices connected in the network, such as several routers connected via switch. In

this case, an IP address must be specified as the unique destination identifier (the ARP proccess

occurs to resolve the IP address to MAC address). You can use a combination of both of these to

speed up the sending process by avoiding recursive lookup when only the IP address is specified [4].
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2. While configuring static routes, there is a simple rule:
« Configure all the remote networks on all the devicesﬂ

This means you have to specify every network on the router you want it to be
able to communicate with. The same process must happen on the other side
(router that the network is connected to) to establish bidirectional communi-
cation.

3. So for example let’s configure static routes on the R1 router. Based on the logi-
cal topology (see [Fig. B.2)), we can determine that R1 doesn’t know about the
10.5.0.0/16, 10.4.0.0/16 and 192.168.2.0/24 networks. So now let’s configure

routes to these destination networks.

R1(config)#ip route 10.3.0.0 255.255.0.0 Serial0/3/1
R1(config)#ip route 10.4.0.0 255.255.0.0 Serial0/3/0
Ri(config)#ip route 192.168.2.0 255.255.255.0
Serial0/3/0

As you can see, we are applying the logic of reaching the destination via as
shortest path as possible. So this means that 10.3.0.0/16 network can be
reached through R3 instead of travelling through R2 and then R4. The same
process is used for the 10.4.0.0/16 and 192.168.2.0/2/ networks. They can be
reached directly through R2 instead of sending data through R3 and R4.

4. Explore the contents of the routing table (output should look like in the
Fig. B.4).
What records did appear?
What code do they have assigned?

5. To make it clear, let’s configure another router, R3. R3 doesn’t know about the
10.1.0.0/16, 10.4.0.0/16, 192.168.1.0/24 and 192.168.2.0/24 networks. Now

the process of configuration is the same as in the third step.

R3(config)#ip route 10.1.0.0 255.255.0.0 Serial0/3/1
R3(config)#ip route 10.4.0.0 255.255.0.0 Serial0/3/0
R3(config)#ip route 192.168.1.0 255.255.255.0
Serial0/3/1

R3(config)#ip route 192.168.2.0 255.255.255.0
Serial0/3/1

There is a little difference though. As you probably noticed, the 192.168.2.0/24
network can be reached through R1 and R4 with the same length of a way. So

during the configuration, it doesn’t really matter what way you choose.

6With the exception of using default routes and summary routes, but we are not using them in
this lab.
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BElgshow ip route
Codes: L - local, T - connected, 5 - static, R - RIF, M - mobile, B - BEF
I - EIGRF, EX - EIGRF extermnal, O — O5PF, IZ - OS5PF inter area

N1l - O5PF NS55L external type 1, H2 - OS5PF NS5R external type 2

El - O5PF external type 1, EZ - O5PF external type 2, E — EGPF

i - I5-I5, L1 - I5-I5 lewel-1l, LZ — I5-I5 lewel-Z, ia — I5-I5 inter area
* — pandidate default, U - per-user static route, o — QDR

F - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/8 is wariakly subnetted, & subnets, 2 masks

c 10.1.0.0/1¢ is directly connected, Seriald/ 3,0
L 10.1.0.1/32 is directly connected, Serialds3/0
c 10.2.0.0/1¢ is directly connected, Seriald/3/1
L 10.2.0.1/32 is directly connected, Seriald/ 3,1
5 10.3.0.0/1¢ is directly connected, Seriald/3/1
5 10.4.0.0/1c is directly connected, Seriald/3/0
152 .168.1.0/24 is wariably subnetted, 2 subnets, 2 masks
c 152.168.1.0/24 is directly connected, FastEthernetd/0
L 152 _.168.1_254/32 is directly connected, FastEthernet0/0
5 152 _.168.2.0/24 is directly connected, Seriald/ 3,0

Fig. B.4: R1’s routing table with static routes.

6. Configure the remaining 2 routers and verify the connectivity of both LANs
to all other networks. Use the Serial0/3/0 interface on R4 to reach the R1’s
LAN.

What networks must be configured on the R2?
What networks must be configured on the R4?

B.2.5 Objective 5

1. If you have verified reachability of all the networks, let’s make a change in the
topology. We will remove the link connecting R1 and R2. Use the Delete tool
(from the toolbar menu) and click on the serial link.

2. Explore the routing table of R1.

What networks were removed from the routing table? Why?

3. Test the connectivity from R1’s LAN to all the networks.

Is R2’s LAN and the 10.4.0.0/16 network reachable? If not, why is that when
there still exists route via RS and R4?

Use the ping utility to test connectivity from any PC inside R1’s local LAN to
active interfaces on R4. Were they successful? If not, why is that when they

are both on the same device?
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B.2.6 Objective 6

1. Connect the R1 and R2 again using the same link and interfaces. Explore the
routing table of R1.
Did any new records appeared? Why? Hint: You just removed the interface,
you did not delete records from the memory of the router.

2. Delete all static routes from all the routers. As mentioned in the Objective 2,
repeat the commands using the no at the beginning of the command. So for

example to clear static routes on R1:

R1(config)#no ip route 10.3.0.0 255.255.0.0 Serial0/3/1
Ri(config)#no ip route 10.4.0.0 255.255.0.0 Serial0/3/0
R1(config)#no ip route 192.168.2.0 255.255.255.0
Serial0/3/0

For speeding up the process, you can display running configuration on the rou-
ter by issuing the show running-config command in the Privileged EXEC
mode. Then list through its content (using the Spacebar keyboard button)
until you find the route commands. Then you can copy them and paste them
behind the no keyword. After deleting all routes, display the contents of rou-
ting table on each router to ensure that all the static routes were successfully
removed.

3. Now you will configure the dynamic routing using the RIP version 1 protocol.

Configuration is quite simple, see below:

R1(config)#router rip
R1(config-router)#network 192.168.1.0
R1(config-router)#network 10.0.0.0

By the router rip command you are specifying that the routing via RIP
protocol will take place. Next you are adding networks after the network com-
mand that will participate in the routing process. You are specifying only
the directly connected networks! In other words, all the interfaces belon-
ging to the specified network will send and receive routing updates by default.
Notice that you are not using subnet mask in the command. RIP protocol uses
classful addressing for the mask determination, so if you type subnet address,
it is still converted to the classful network address and according to the class,
the network mask is selected. Without other command, RIPv1 is in use by
default.
4. Enable RIP protocol on the remaining routers.

5. RIP is a request-response protocol so when an interface where the protocol
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is enabled changes state to up, RIP request along with the contents of local
routing table (with some exceptions) is sent. Routing updates (containing the
records from routing table) are sent every 30 seconds by default. Wait for the
state of convergence, which is the state where all the routers in the network
have consistent information about all other networks.

6. Explore the contents of R1’s routing table (output should look like in the
Fig. B.5)).
How many new records are present?
What is their code and what does it represent (see upper codes section)?

RBlg#show ip route
Codes: L - local, © - connected, 5§ - static, R - RIPF, M - mokile, B - BGP

0 - EIZRP, E¥ - EIGRF external, © - O5PF, IA - O5PF inter area

N1 - O5PF NS55L external type 1, H2Z2 - O5PF NS55R external type 2

El - O5PF external type 1, EZ — O5PF external type 2, E — EGF

i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 lewel-2, ia - I5-I5 inter area
* — randidate default, U - per—-user static route, o — QDR

P - periocdic downloaded static route

Fateway of last resort is not set

103.0.0.0/8 is wariably subnetted, €& subnets, 2 masks

c 10.1.0.0/16 is directly connected, Seriallys3/0

L 10.1.0.1/32 is directly connected, Seriall/3/0

c 10.2.0.0/16 is directly connected, Seriallys3/1

L 10.2.0.1/32 is directly connected, Seriall/3/1

=) 10.3.0.0/16 [120/1] +wia 10.2.255.254, 00:00:08, Seriald/s3/1

=) 10.4. 0.0/l [120/1] +wia 10.1.255.254, 00:00:28, Serialdys3s0
152 .1€8.1.0/24 is wariably subnetted, 2 subnets, 2 masks

C 152 . 1€8.1.0/24 is directly connected, FastEthernetd/0

L 152 _.1€8.1_254/32 is directly connected, FastEthernetl/0

B 192 .1€8.2.0/24 [120/1] wia 10.1.255.254, 00:00:28, Seriald/s3 0

Fig. B.5: R1’s routing table with RIPv1.

Let’s analyze the contents of new records:

R 10.3.0.0/16 [120/1] wvia 10.2.255.254, 00:00:08,
Serial0/3/1

R — Code for the route.
e 10.3.0.0/16 — Network address with its prefix.
« [120/1] — Will be explained in the next lab.
e via 10.2.255.254 — The next-hop IP address.
« 00:00:08 — Time from the last update in the [hh:mm:ss] format.
« Serial0/3/1 — The outgoing local interface.
7. Explore the contents of R3’s routing table. Recall that while configuring static
routing, you could choose which route to use to reach the R2’s LAN. As (ac-

cording to the RIP’s routing algorithm) there are 2 routes to reach this LAN
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with equal distance, RIP uses both these routes and divides traffic equally
between them (see |[Fig. B.6|). This process is called load balancing.

Rigshow ip route
Codes: L - local, € - connected, 5 - static, B - RIP, H - mokile, B - BGP

D - EIGRF, EX - EIGRP extermal, & - O5PF, IR - O5PF inter area

N1 - OS5PF NSSE external type 1, N2 - O5PF NS5R external type 2

El - OS5PF extermnal type 1, E2 - OS5PF external type 2, E — EGP

i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - I5-IS5 level-2, ia - I5-IS5 inter area
¥ - pandidate default, U - per—-user static route, o — CODR

P - periocdic downloaded static route

Fateway of last resort is not set

10.0.0.0/8 is wariably subnetted, © subnets, 2 masks
=) 10.1.0.351e [120/1] wia 10.2.0.1, 00:00:12, Seriald/ /3,1
c 10.2.0.0/1l¢e is directly connected, Seriall/3/1
L 10.2_.255_.254,/32 is directly connected, Serial0/3/1
c 10.2.0.0/1¢6 is directly connected, Serial0/3/0
L 10.3_.255_.254,/32 is directly connected, Serial0/3/0
=) 10.4.0.051e [120/1] wia 10.3.0.1, 00:00:2Z, Serialld/s3s0
B l92.1653.1.0/24 [120/1] wia 10.2.0.1, 00:00:12, Seriald/3,1
=3 152 .1€8.2.0/24 [120/2] wia 10.2.0.1, 00:00:12, Serialdys3/1

3

[120/2] wia 10.3.0.1, 00:00:22, Seriald/s3s0

Fig. B.6: R3’s routing table showing active load balancing.

B.2.7 Objective 7

1. Remove the link connecting R1 and R2 the same way as in the Objective 5.
2. Give it a few seconds and then explore the routing table of R1.
Are the networks 10.4.0.0/16 and 192.168.2.0/2/ still available? If yes, what
route is used to reach them?
Display the R3’s routing table. Is load balancing still applied?

3. Connect the link again and save this lab for the future use.

B.3 Final questions

What is the difference between static and dynamic routing?
What is routing table and what does it contain?
What is the next-hop IP address?

What must be specified while configuring the static routes on Cisco devices?

AN

What is a load balancing?
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C Lab 3 — Dynamic routing protocol groups
— Distance Vector and Link State

In this laboratory you are going to examine and compare two groups of dynamic
routing protocols — Distance Vector and Link State. For the explanation of Distance

Vector group, you are going to use RIPv2 and OSPF for the Link State group.

Objectives

1. Open the Packet Tracer file from the previous lab. You are going to use the
same topology (see . Change the addressing scheme according to the
Fig. C.2

Modify bandwidth of the serial link connecting R1 and R2.

Configure RIPv1 and explore the contents of routing table.

Replace RIPv1 with version 2 and examine changes in the routing table.

AN

Configure OSPF and examine different approach of the protocol when selecting

the routing paths.

.ﬁ.’—- L) S
2dh1
2dn1
I o
(= s L
g £y

/AN
g 2 2

or_p : 3 4
PC-PT PC-PT PC-PT PC-PT
PCO PC1 PC2 pCc3

S
g

= g

v N
PC-PT PC-PT
PC4 PCS

Fig. C.1: Lab 3 reference topology.
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C.1 Introduction

There are 2 main groups of dynamic routing protocols, both with widely used pro-

tocols today.

Distance Vector group

Distance Vector is the original design of routing protocols. As the name implies, al-
gorithm uses distance metric for the calculation. In this case, distance is represented
by the number of hops (routers) to reach the destination. For complete vector, there
must be also a direction, so the next-hop router is determined.

It is based on the Bellman-Ford algorithm. Routers are receiving updates
from the neighbors about distant networks with the information about distance.
Before flooding this information to other neighbors (except the one that the update
was received from), routers analyze the information to add unknown networks to
its routing table or update existing records (for example with lower metric, mea-
ning network can be reached via shorter path). The shortest path is chosen and
installed to the routing table. Then it increments the value for each metric in the
update (typically by 1) and floods it to its neighbors. Update flooding happens at
regular intervals where routers are sending its complete routing table (with some
limitations that are beyond the scope of this lab). In the end, the only information
that the routers maintain are its directly connected networks, distant networks and
directions to reach them. Direction is represented by the next-hop router or outgoing
interface. RIP (Routing Information Protocol) protocol is a typical representative

of this group [1J.

Link State group

With the invention of new technologies, growing of networks and number of users,
Distance Vector algorithm became unsuitable, so the new method had to be imple-
mented. Link State algorithm builds a complete map of the topology based on the
received information from other routers and then it runs calculations to fill a routing
table with the fastest paths. An interface is meant by the link and state describes
its properties, such as status, IP address, subnet mask, bandwidth etc.

It uses Dijkstra’s algorithm, also known as SPF (Shortest Path First) algo-
rithm. After all the information is gathered in the local database, the algorithm is
being run to compute SPT (Shortest Path Tree). The principle resides in placing
the router, executing the algorithm, as the root and other routers as the leaves. In
the end, the tree contains always one, the fastest path to reach the destination. Fas-

test path is represented by the lowest metric. Each router computes its SPT locally,
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independently of the others. OSPF (Open Shortest Path First) protocol is probably

the most used protocol from this group.

OSPF protocol

OSPF protocol is a classless Link State protocol implemented by many vendors.
Currently, 2 versions are available, version 2 is defined in the RFC 2328 [2] and is
used in the IPv4 networks. Version 3 exists for [Pv6 networks and is defined in the
RFC 2740 [3]. There are 5 types of messages that the routers are exchanging — Hello,
DBD (Database Description), LSU (Link State Update), LSR (Link State Request)
and LSAck (Link State Acknowledgment) [4]. Routers are not simply sending upda-
tes and waiting for the response from the neighbors, but they are forming relations
with them called neighbor adjacencies. There are 7 states they must go through
to form full adjacency — Down, Init, 2-way, ExStart, Exchange, Loading and Full [5].
There are cases where the process of forming adjacency ends in the 2-way state.

OSPF uses the concept of areas, which means that routers are grouped to the
portions of network in which they share routing information. Each router must
belong to some area in order to participate in the routing process. Commonly area 0
is used as the first. If network grows larger and more areas are implemented, area 0
represents the backbone area which other areas are connected through.

Each link has associated a cost value with it that represents actual metric after
calculating the cumulative cost across the network (sum of all costs). Cisco imple-
ments OSPF using the bandwidth of the outgoing interface as a cost value. The

following formula is used to calculate the cost of interfaces:

Reference bandwidth 10%
~ Tnterface bandwidth  Interface bandwidth [bps|
As shown in the fraction Cisco uses 100 Mbps as its reference value of
bandwidth.

cost

(C.1)
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C.2 Workflow

C.2.1 Objective 1

ﬁ 172.20.2.8/30 ﬁ

R3 (== ————— — — — ) () R4

! !

172.20.2.4/30 | | 172.20.2.12/30

R — D)

@ 172.20.2.0/30 @

172.20.0.0/24 172.20.1.0/24

{—— {——

Fig. C.2: Lab 3 addressing scheme.

1. As we’re using the same topology as in the Lab 2, open the file you were
supposed to save and save it under a new name.

2. Before changing the addressesﬂ, it will be convenient to disable RIP so you can
begin configuration from scratch. You can do this by typing the no router rip

command in the Configuration mode.

R1(config)#no router rip

Issue this command on all the routers.

3. Now you can change the addressing scheme. Use addresses shown in the
and follow the same rule as in the Lab 2. That means use the first
available host addresses on the R1 and R4 routers, and use the last avai-
lable host addresses on the R2 and R3 routers. As for LANs, use the last

You are going to change the addressing scheme so you can observe the different approach of

classful and classless routing protocols.
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available host address for the default gateway and the first available host ad-
dresses for the PCs.

4. Before continuing to the next step, verify connectivity between PCs and their
default gateway as well as connectivity between neighbor routers.

5. Save your current progress by clicking on the File > Save. Don’t forget to

save your progress after completing individual objectives!

C.2.2 Objective 2

1. Now that you have the addresses configured, let’s edit the bandwidth of the
serial link between R1 and R%| Before doing that, let’s find out what va-

lue is currently set. Do this by typing show interface Serial0/3/0 in the
Privileged EXEC mode on R1.

Ri#show interface Serial0/3/0

The output should look like in the [Fig. C.3] You can see that the default
bandwidth is 1544 kbps. Now let’s change it to 128 kbps on R1. The commands

to achieve this are as following:

R1(config)#interface Serial0/3/0
R1(config-if)#bandwidth 128

Note that you must be in the interface configuration mode. You are changing
the bandwidth value by the bandwidth command followed by the actual value
in kbps. Verify the configuration by examining the interface bandwidth using
the show command.

2. For the correct future calculations, this process must be performed on both

ends of the link so repeat the same process on the R2 router.

C.2.3 Objective 3

1. Configure RIPv1 on all the routers. The process is the same as in the Lab 2
but with different addressing scheme. But let’s add another feature. Basically,
RIP enabled routers are sending updates from all the interfaces participating
in the routing process, meaning that updates are also flooded to the LAN
(Local Area Network). As RIP updates are sent as broadcast, each device
inside LAN processes these updates and drops them in the end. But this

2By the following procedure, you are not changing the actual physical bandwidth of the link.
You are just editing the value that is used by the OSPF to compute the link cost [I]. Take it as
the simulation of lower bandwidth for this lab.
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Blgshow interface Serialld/ 370

Seriald/3/0 is up, line protocol is up (connected)
Hardware is HDg4570
Internet address is 172.20_.2.1/730
MIT 1500 bytes, BW 1544 Ekit, DLY 20000 usec,

reliakility 2557255, txload 17255, rxload 1/255

Encapsulation HDLC, loopkack not set, keepaliwve set (10 sec)

Last input newer, output newver, output hang newver

Last clearing of "show interface™ counters never

Input gueue: 0,/75/0 (size/max/drops); Total output drops: 0
Cueueing strategy: weighted fair

Cutput gueues: 0/1000/e4/0 (size/max total/threshold/drops)

[4}]

[4}]

3.

4.

Conversations O/0/25€ lactive/max active/max total)
Reserved Conversations 00 (allocated/max allocated)
Zvailakle Bandwidth 1158 kilokits/sec
minate input rate 0 bkits/sec, 0 packets/sec
minute output rate 0 kits/sec, 0 packets/sec
1l packets input, 28 bytes, 0 no buffer
Receiwved 0 broadecasts, 0 runts, 0 giants, 0 throttles
0 imput errocrs, O CRBC, 0 frame, 0 overrun, 0 ignored, 0 abkort
1 packets ocutput, 28 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 output buffer failures, 0 output buffers swapped out
0 carrier transitions
DCD=up DER=up DIB=up RIS=up CIS=up

Fig. C.3: R1’s default serial link bandwidth.

consumes bandwidth and computing resources of the devices inside LAN. To
prevent this from happening, we can use the technique of passive interfaces
to prevent routers from flooding updates to the LANs but still preserve LAN’s
participation in the routing process between routers. You can achive this by the
passive-interface <interface> command inside RIP configuration, where
<interface> stands for the actual router interface. So the configuration on
R1 would look like this:

R1(config)#router rip

R1(config-router)#passive-interface FastEthernet0/0

. Verify connectivity between routers and reachability of other networks from

LANS.

Were pings successful between routers?

Can LAN devices reach other networks and vice versa?

You can notice that routers can reach each other but LAN devices cannot

reach (and cannot be reached) other routers. How is that possible?
Examine R3’s routing table. The output should look like in the [Fig. C.4l You
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can see that none LAN is present in the routing table. RIPv1 does not send
subnet masks with routing updates, only the information about metric, so
the calculation of mask is left to other routers. We can say that subnets are
supported only if they are the same length. As LANs are in the same network
range of 172.20.0.0/16 class B address space as networks between routers, but
with different subnet masks, they are not sent. The process behind it can be
found in the [IJ.

B3gshow ip route
Codes: L - local, C - connected, 5 — static, B — BRIP, M - mokile, B - BGP

b - EIGRP, EX - EIGRP external, & - O5PF, IR - OSPF inter area

N1 - O5PF NS52 extermnal type 1, M2 — OS5PF HNS55L external type 2

El - O5PF external type 1, E2 - O5PF external type 2, E — EGP

i - I5-I5, L1 - I5-IS5 level-1l, LZ - I5-I5 lewel-2, ia - I5-I5 inter area
¥ - pandidate default, U - per—-user static route, o — CODR

P - periodic downloaded static route

Fateway of last resort is not set

Mo an

172.20.0.0/1c is wariakly subnetted, & subnets, 2 masks
172.20.2.0/30 [120/1] wia 172.20.2.5, 00:00:20, Serial0/ 3/1
172.20.2.4/30 is directly connected, Serialld/3/1
172.20.2.6/32 is directly connected, Serialld/3/1
172.20.2.8/30 is directly connected, Serial0/3/0
172.20.2.10/32 is directly connected, Serialds3,0
172.20.2.12/30 [120/1] wia 172.20.2.%, 00:00:21, Seriald/s/3/0

Fig. C.4: Routing table of R3 with RIPv1 enabled.

C.2.4 Objective 4

1. Let’s replace RIPv1 with version 2. The process is simple, just enter version 2

in the RIP configuration mode. Perform this on all the routers.

Ri(config)#router rip

R1(config-router)#version 2

Click Fast Forward Time button (represented by two arrows above the Ne-
twork components section) which shifts time by 30 seconds. Test connectivity
of LAN devices with other routers.

Were pings successful?

. Examine R3’s routing table.

What new records did appear?

. You can see that all the networks are now reachable. As RIPv2 is classless

protocol, it sends subnet masks in its update messages so CIDR (Classless
Inter-Domain Routing) and VLSM (Variable-Length Subnet Mask) mecha-

nisms are supported. Subnet sizes may vary and they are still sent.
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5. Let’s take a closer look to dynamically learnt records. As seen in the [Fig. C.5|
apart from the items you learned in the Lab 2 about, there is some item
that wasn’t explained. The two numbers enclosed inside square brackets and

separated by slash. For example, let’s take the following record:

R 172.20.0.0/24 [120/1] wvia 172.20.2.5, 00:00:21,
Serial0/3/1

The format is [Administrative Distance/Metric].

Administrative Distance

Administrative Distance represents priority of the way that the route was
learnt. If the way to the same destination is learnt from more sources, only the

one from the source with lowest Administrative Distance value is chosen and
installed to the routing table [6]. Some examples are shown in the [Tab. C.1}

Tab. C.1: Table of Administrative Distances [6].

Route Source | Administrative Distance
0 Directly connected
1 Static route
110 OSPF
120 RIP

Metric

If more routes are learnt from the same routing source, the more suitable one
is chosen based on the metric value. Lower metric represents better path. As
RIP protocol uses the hop count as its metric, number of routers to reach the

destination is considered.

6. You can see that the Administrative Distance in the example above is equal
to 120, which means that the route source is RIP protocol’] Metric value is 1,
so the destination can be reached via 1 next router. As for the 172.20.1.0/2/
network, there is no more sufficient route source and there are also two routes
to the same destination with the same metric. This means that both routes

are installed to the routing table and load balancing is applied.

3Both versions 1 and 2 have the same Administrative Distance.
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7. Now let’s check the chosen path from the perspective of LAN devices. Open
Command Prompt on any of the PCs from R1’s LAN and use tracert]] com-
mand followed by the IP address of any of the PCs belonging to R2’s LAN

(see |[Fig. C.6)).

8. So summing all these things together, the shortest path (based on the number

of routers along the way) is chosen.

Rigshow ip route
Codes: L - local, © - connected, 5 - static, B - BRIF, M - mobile, B - BEP
0 — EIFRP, EX - EIGRPF extermnal, © — O5PF, IR - OS5PFF inter area
N1l - OS5PF NS5R extermnal type 1, N2 - OS5PF NS55R external type 2
El - 0O5PF external type 1, EZ - OSPF external type Z, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-l, L2 - I5-I5 lewel-2, ia - I5-IS5 inter area
¥ — pcandidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Fateway of last resort is not set

172.20.0.0/1¢ is wariabkly subnetted, 8 subnets, 3 masks

=) 172.20.0.0/24 [120/1] wia 172.20.2.5, 00:00:21, Seriald/ 371

=) 172.20.1.0/24 [120/2] wia 172.20.2.%5%, 00:00:21, Seriald/ 370
[120/2] wia 172.20.2.5, 00:00:21, Seriald/3/1

=) 172.20.2.0/30 [120/1] wia 172.20.2.5, 00:00:21, Seriall/ 371

c 172.20.2.4730 is directly connected, Serial0/ /371

L 172.20.2.8/32 is directly connected, Seriall/ /371

c 172.20.2_.8/30 is directly connected, Serial0/3/0

L 172.20.2.10/32 is directly connected, Seriald/3/0

=) 172.20.2.12/30 [120/1] wia 172.20.2.%, 00:00:21, Serialdys/3/0

Fig. C.5: Routing table of R3 with RIPv2 enabled.

C:v*tracert 172.20.1.1

-

Tracing route to 172 _2I ) maximim of 30 hops:

1

Fig. C.6: Output of tracert command with RIPv2 configured.

4Tracert (or traceroute) is a network utility to trace the route from source to destination and
list all the routers along the path. It is based on the ICMP messages (Windows) or UDP datagrams
(Cisco, Linux) in conjunction with TTL value inside IP packet. The output consists of RT'T (Round
Trip Time) and IP address of the device [T].
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C.2.5 Objective 5

1. Let’s move to the second crucial part of this lab, and that is configuration of
OSPF. To demonstrate the purpose of Administrative Distance, you are going
to preserve the RIP protocol. So in the end, you will have 2 routing protocols
configured on the same router.

2. OSPF configuration is quite different from RIP. Bellow is the syntax to estab-

lish routing on the router:

Router (config)#router ospf <process-id>
Router (config-router)#network <network-number>

<wildcard-mask> area <area-id>

Now let’s explain meaning of the items:

» <process-id> — Number of process that is to be run (or already running
in case of configuration adjustment) on the router. This ID is locally
significant, each router can have different number.

e <network-number> — The address of the connected network.

o <wildcard-mask> — Wildcard mask is the inverse of a subnet mask in
classic format. You can calculate it by subtracting classic subnet mask
from the 255.255.255.255 value. So for example, subnet mask in the clas-
sic format 255.255.255.0 would be expressed as 0.0.0.255 in the wildcard
format.

« <area-id> — Number of the area which the network (more specifically
the router interface) belongs to. Information about the network is propa-
gated inside this area.

For the clarification, OSPF configuration is shown on the R1:

R1(config)#router ospf 1
R1(config-router)#passive-interface FastEthernet0/0
R1(config-router)#network 172.20.0.0 0.0.0.255 area O
R1(config-router)#network 172.20.2.0 0.0.0.3 area 0
R1(config-router)#network 172.20.2.4 0.0.0.3 area O

3. To verify that both routing protocols are active on the router, issue the
show ip protocols in the Privileged EXEC mode. There are informati-
ons about the current configuration of routing protocols. You should find two

lines as following:
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« Routing Protocol is "rip".
« Routing Protocol is "ospf 1".
4. Before continuing further, try to calculate the OSPF metric to reach the desti-
nations from the perspective of R1 based on the equation in the Intro-
duction section. Remember, metric is based on the cumulative cost, which

means sum of all the costs along the way to reach the destination (destination

cost included). Some of the costs are shown in the [Tab. C.2P|

Tab. C.2: Cost of certain interfaces on the Cisco devices.

Interface Cost
Serial (Packet Tracer default) | 64
Ethernet 10
FastEthernet 1
GigabitEthernet 1

5. Configure OSPF on the R2 router.

6. Explore R1’s routing table. The output should look like in the [Fig. C.7
What routes are reachable via OSPF? Does the metric correspond to your cost
calculations?

What networks are still reachable via RIP? Why?

You can see that both RIP and OSPF learnt networks are present in the
routing table. RIP learnt networks leading to the same destinations as those
learnt via OSPF still exist, but router chooses the routing source with lower
Administrative Distance value. In this case, OSPF with the value of 110 is the
preferred one over RIP with the value of 120.

7. Configure OSPF on the rest of the routers.

8. Click the Fast Forward Time button and then perform the same tracert
test as in the Objective 4 and figure out what path is chosen to reach the R2’s
LAN.

What path is used? Can you determine why before continuing to the next step?

9. Explore the contents of the R1’s routing table. See for the current
output. You can see that there are no more RIP learnt paths. Every distance
network is reachable via OSPF.

5You can notice that FastEthernet and GigabitEthernet interfaces have the same cost. As the
reference value is 100 Mbps, interfaces faster than FastEthernet would not have integer values,
which is required, and therefore are rounded. There are mechanisms to set more precise calculating
or explicitly define cost.
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Rlgshow ip route
Codes: L - local, T - connected, 5 - static, B - RIP, M - mokile, B — BGP
D - EIGRP, EX - EIGRP external, & - Q5PF, IL - O5PF inter area
N1l - OS5PF HNS55R extermal type 1, NZ - O5PF MS55R external type 2
El - OSPF external type 1, EZ - O5PF external type 2, E - EGF
i - I5-I5, L1 - I5-IS5 lewel-l, LZ - I5-I5 lewel-Z, ia - I5-I5 inter area
¥ — pcandidate default, U - per—-user static route, o — QDR
P - periocdic downloaded static route

Fateway of last resort is not set

172.20.0.0/16 is wariably subnetted, 9% subnets, 3 masks
172.20.0.0/24 is directly connected, FastEthernetl/0
172_.20.0_.254/32 is directly connected, FastEthernetd/0
172.20.1.0/24 [110/782] wia 172.20.2_.2, 00:35:07, Serialld/ 370
172.20.2.0/30 is directly connected, Serial0ys3/0
172.20.2.1732 is directly connected, Serialldys3/0

,20.2_.4/30 is directly connected, Seriald /3,1

20.2.5/32 is directly connected, Seriald /3,1

L20.2.8/530 [120/1] wia 1T7Z2.20.2.6, 00:00:09, Seriall/3/71

20,2 12530 [110/845] wia 172.20.2.2, 00:35:07, Serialdys3s0

Qe O 0P a

"
&

Fig. C.7: Routing table of R1 with OSPF enabled.

Does the metric of new networks correspond to your calculated cumulative

cost?

You can see that although the R2’s LAN can be reached directly through the
neighboring router, it is not the preferred way. As OSPF uses bandwidth for
the metric calculation, more appropriate way was selected. The cumulative
cost of three times default serial link bandwidth is still lower than the cost of
our modified link.

10. Putting all these pieces of information together, OSPF chooses the fastest
path.

11. Save your current progress for the future lab.
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BElgshow ip route
Codes: L - local, T - connected, 5 - static, R - RIF, M - mobile, B - BEF
I - EIGRF, EX - EIGRF extermnal, O — O5PF, IZ - OS5PF inter area
N1l - O5PF NS55L external type 1, H2 - OS5PF NS5R external type 2
El - O5PF external type 1, EZ - O5PF external type 2, E — EGPF
i - I5-I5, L1 - I5-I5 lewel-1l, LZ — I5-I5 lewel-Z, ia — I5-I5 inter area
* — pandidate default, U - per-user static route, o — QDR
F - periodic downloaded static route

Fateway of last resort is not set

172.20.0.0/1¢6 is wariably subnetted, % subnets, 3 masks
c 172.20.0.0/24 is directly connected, FastEthernet0/0
L 172.20.0.254/32 is directly connected, FastEthernetd/0
O 172.20.1.0/24 [110,/153] wia 172.20.2.%6, 00:02:32, Serial0/ 371
c 172.20.2.0/30 is directly connected, Serial0/s3/0
L 172.20.2.1/32 is directly connected, Serial0/3/0
c 172.20.2.4/30 is directly connected, Seriall/S3/1
L 172.20.2.5/32 is directly connected, Serial0d/3/1
O 172.20.2.8/30 [110,/128] wia 172.20.2.€, 00:03:20, Serial0/ 371
O 172.20.2.12/30 [110/1592] wia 172.20.2.86, 00:02:32, Serialls3/1

Fig. C.8: Routing table of R1 with complete OSPF.

C.3 Final questions

What is used as a metric for Distance Vector routing protocols?
What is used as a metric for Link State routing protocols?
3. What is the difference between RIP version 1 and version 2 in terms of sub-
netting?
What criteria are considered while choosing the best path to the routing table?
5. If the same network is learnt via RIP and OSPF, what path is added to the
routing table? Why?
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D Lab4 - TCP and UDP

You are going to learn about transport layer protocols which provide end-to-end
connectivity. There are two main protocols used — TCP and UDP. There is also
SCTP protocol, but it is out of scope of this lab.

Objectives

Analyze UDP packets using the DNS protocol in Wireshark.

Analyze TCP packets using the DNS protocol in Wireshark.

View graphs and compare the two protocols.

Generate HTTP traffic in Wireshark.

Create the reference topology in Packet Tracer (see , then configure
addresses and add the new network to OSPF routing process.

AN

&

Start the DNS and HTTP services and create a web page on the server.
7. Configure the DNS server address on the PCs.

8. Access the server web page and analyze the traffic.

R T e I
2dn

2811

- . ' )
= g = - =
- = . s et PC-PT Server-PT
PC-PT PC-BT PC-PT boh PCS Server
PCO PC1 PC2 PC3

Fig. D.1: Lab 4 reference topology.
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D.1 Introduction

As you can already know, IP addresses (network layer) are used to uniquely identify
the devices on the internet. IP packets are used to deliver data to the proper device.
In reality, it’s not the computers that communicate themselves, but the processes
running on them. Therefore, there is one other layer needed for addressing to diffe-
rentiate local processes on the device. Transport layer protocols use port numbers
as addresses. The numbers are used from the range of 0-65535:

o Well-known ports — This group uses numbers from 0 to 1023. These are
used by the servers providing common services. Clients commonly use them
as destination ports when initiating communication.

» Registered ports — These range from 1024 to 49151. They are used both by
the clients and servers. Clients can have certain range reserved (based on the
operating system), for server purposes they must be registered by the IANA.

o Dynamic ports — Ports ranging from 49152 to 65535 are dynamically assigned
to the clients when initiating communication.

TCP and UDP ranges are the same, but independent of each other. It is common

for well-known ports that even though application is using only TCP or UDP, the

same port number from both ranges is assigned to it.

UDP

UDP (User Datagram Protocol) is defined in RFC 768 [1]. It is considered as unreli-
able and connectionless protocol [2]. Unreliable means that there is no acknowledg-
ment system to confirm the correct reception of the data sent. UDP just sends data
and doesn’t care if they arrive or not. Therefore, reliability is left to the applications.
Connectionless implies that there is no verification of existence of the destination
and no virtual circuit for data transmission is established before the actual commu-
nication begins. UDP receives data from the application layer, adds header to them

and the UDP datagram is created. The structure of datagram can be seen in the
Fig. D.2

UDP datagram

Header

Source port Destination port Length Checksum Data

2B 2B 2B 2B

Fig. D.2: UDP datagram structure.
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The header consists of:

» Source port — Used by the device (process) that wants to communicate (for
example sending request).

e Destination port — This identifies the destination process on the device
the data are destined for. When the destination answers (for example sends
response), source and destination ports are switched.

o Length — The length of the whole datagram (header + data) in bytes.

e Checksum — This is used by the destination to check if some errors occured
during the transmission.

You can see that the header (additional overhead for transmission) is just 8 bytes
long. It is one of the features that is suitable for many applications (and often requi-
red). UDP is simple protocol that uses low overhead, does not establish connections
between devices, does not acknowledge data and therefore is considered fast. This is
utilized by applications using simple request-response communication model and by
multimedia. Multimedia are using UDP, because it allows them to use multicast
and broadcast addresses (which are also used by routing protocols to send updates).
They also accept certain level of data loss, which means one hundred percent reliable

delivery is not required.

DNS

DNS (Domain Name System) protocol is used by every user whether he knows it
or not. This protocol makes life easier for anyone who wants to use internet com-
munication (for accessing web pages, communicating with other devices etc.). It
allows to assign names to the devices instead of accessing them via their logical
addresses (for example accessing domain www.youtube.com instead of using its IP
address 142.251.87.110). This works also in reverse naturally. So in other words,
DNS translates domain names to its respective IP addresses and vice versa. The
protocol implements standard query-response model. Records are stored as a com-
bination of IP address and domain name. DNS uses hierarchical design. First, local
cache on the PC is examined for the presence of dynamic records or hosts file for the
presence of static records. If there is no match, DNS server is contacted (local server
and if there is no match, then the ISP server is contacted). If the server does not
store record either, it uses root (superior) servers that lead him to the lower levels
and to the desired domain name. DNS server then stores this record and informs
PC about it. DNS uses TCP and UDP port number 53.
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TCP

TCP (Transmission Control Protocol) is defined in the document RFC 793 [3]. As
compared to the UDP protocol, TCP is realiable and connection oriented. Reliabi-
lity is achieved by sending acknowledgment messages to the devices the data were
received from. As regards connection orientation, before transmitting data, the de-
vices must first establish virtual circuit. This procedure is called three-way hand-
shake. Devices must agree on the connection, set the numbering and acknowledge
the messages received from the other end. Then the data can be transmitted bidi-
rectionally. After all the information are transmitted, the connection must be ended.
Normally the procedure is accomplished by 4 messages (four-way handshake), but
faster alternative is possible. TCP receives application data in form of byte stream
and divides them to the blocks called segments by adding header to them. A header

containing only the mandatory items takes up 20 bytes. The segment structure is

shown in the
TCP segment

Header
Source | Destination | Sequence | Acknowledgment | Header Reserved | Flags W|r_1dow o Urgent Options Data
port port number number length size pointer
2B 2B 4B 4B 4b 4b 1B 2B 2B 2B

Fig. D.3: TCP segment structure.

The following items can be found inside TCP header:

e Source port — The same meaning as in the UDP. Identifies number of the
local process.

e Destination port — Identifies number of the destination process.

e Sequence number — As TCP is reliable protocol, it needs to maintain in-
formation about the data sent and received. Each byte is assigned sequence
number to reach this. The sequence number in the TCP header determines
the first byte of transmitted data inside segment.

o Acknowledgment number — Devices acknowledge received data by this
number. Every sequence number (byte) less than the value in this item is
acknowledged. This also means, that this value determines the next byte
(sequence number) that the sender is expecting from the other device.

o Header length — Number of 4-byte items in the header.

« Reserved — Space reserved for the future use.

o Flags — This is important part of the TCP. The state of communication can

be determined by analyzing flags. There are 8 flags (each represented by 1 bit),
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but for the purpose of this lab only a few are important:

— SYN - This flag is used during the initiation of connection. Parameters
of the connection are determined, like ISN (Initial Sequence Number),
window size, optional parameters etc.

— ACK — When this flag is set, the segment sender acknowledges the receipt
of data sent by the destination. It is common in bidirectional communi-
cation that each device sends new data and also acknowledges the data
sent from the other device.

— FIN — When process finishes data sending, it indicates by setting the FIN
flag that it has no other data to send and wants to finish the connection.
Both devices have to send this flag to end the connection. Commonly
four-way handshake is used for this purpose, but there is also abbreviated
three-way handshake version[|

e Window size — Defines maximum number of bytes that can be sent by the

other device without acknowledgment reception. It is common that the window
size is changing during the communication.

e Checksum — The same meaning as in the UDP

e Urgent pointer — Used when urgent data are carried beside common appli-

cation data.

« Options — Available options that can be used (for example during the con-

nection initiation).

TCP provides every aspect of reliability so the application does not need to
worry if the data are received correctly or received at all. It also provides flow
control mechanisms to ensure continuous transmission with data loss (that the TCP
can influent). Sliding window is an example of such mechanism. The character of
TCP suggests that it is not very suitable for the real-time applications. On the other
hand, this is exactly what data applications demand. Fast transmission is not the
primary factor, but everything must be delivered plus delivered correctly. Examples
of such protocols are FTP, SSH, SMTP, HTTP and many others.

Communication

To understand how the communication is realized, look at the [Fig. D.4] The con-
nection begins with the three-way handshake. Only the most important parameters
are mentioned:

1. Client generates connection "request'by sending the message with SYN flag

set. The ISN number is generated to the Sequence number item. The first

!There is also an option available using the special flag, but it is not discussed in this lab.
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byte of data will be sent (after virtual circuit is established) with the number
ISN + 1.
2. Server receives the message and answers with SYN and ACK flags set. It
sends its own ISN generated and acknowledges the ISN sent from the client.
3. Client receives the message and acknowledges it by sending the expected data
(determined by the Acknowledgment number inside header) and acknowled-
ging the ISN of the server. The ACK flag is set.

Now that the connection is established, data are transmitted. In the end, the
connection is ended and the process looks like followingﬂ

1. The server sends its application data and sets the FIN and ACK flags. This
means that the server is acknowledging the data received from the client, sends
its last application data and wants to end the connection.

2. The client sends its data and acknowledges the received segment. Only the
ACK flag is set.

3. The client then sends new message with FIN flag setE| indicating that it also
wants to close the connection.

4. The server receives message with the FIN flag set and acknowledges it. It sets
just the ACK flag.

As mentioned earlier, connection termination can be abbreviated with the three-
way handshake. The sequence would look like this:

1. Server - [FIN, ACK],

2. Client — [FIN, ACK],

3. Server — [ACK].

Both UDP and TCP are using sockets to uniquely identify the communicating
processes over the internet. Socket is a combination of IP address and port number in
the format IP__address:port_ number (for example 192.168.0.1:51257). In case
of TCP, unique connection between 2 devices is determined by the pair of sockets,

each identifying one end.

2In the example, server is sending the FIN first but any side can initiate the connection ending.
3Here the point is that the server informed client about no other application data to be sent

but the client still can have data to be sent. So the client can continue with sending and server
just acknowledges these data. After the local process on client has no more data to be sent, the

message with FIN flag is also generated.

170



Client

Three-way |
handshake |

— e — —

Four-way |
handshake |

=Y,
T SEQ ’
cP =X * A,

K= )

Tcp (SE
Q= .
ACK = y+);_+ T

-~

Fig. D.4: TCP communication.

HTTP

Server

Time

HTTP (Hypertext Transfer Protocol) is basically used for the communication with

web servers. It is based on the request-response model. If the client wants to visit the

page, he types domain name (or IP address) in the web browser, generates request

(GET method) and sends it to the server. Server hosting the page sends its content
in response (200 OK if everything is correct) to the client [4]. HTTP uses TCP
port 80 (but UDP port 80 is also assigned to it). Interesting thing about HTTP is

that if there is some error (either on the client or server side), and thus 200 OK
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response cannot be generated, the other status code than 200 is generated. It can

tell client where exactly did the problem occur. For example 4xx code indicates error

on the client side and 5xx indicates error on the server side. For more information

you can visit [5].

D.2 Wireshark

D.2.1 Objective 1

1.

In the first part of this lab you are going to analyze captured packets in the
Wireshark. Open the software and select Ethernet interface. You can stop
capturing the packets right now by clicking on the red square (in the Main
toolbar).

Open the CMD (Command Prompt). For the purpose of DNS communication,
you are going to use the nslookup!| utility. You are going to ask for the IP
address of the www.vut.cz domain. This would be the standard process if you

entered this domain name to your web browser.

. Start capturing packets in Wireshark (by clicking on the blue fin icon). Now

in the CMD, execute nslookup command which takes you to the interactive
mode. Now enter set type=A to query only the [Pv4 addresses. Finally, query

the TP address for domain by typing www.vut.cz. The sequence of commands

is displayed in the

. Now let’s examine the output. The first two lines indicate the domain name

of the local DNS server (Server: UnKnown) and its IP address

(Address: 192.168.206.2). The last two lines display the answeif] So in the
example, domain is available under the IP address 147.229.2.90.

Switch to the Wireshark window. Enter the following command to the Filter
Toolbar:

dns.qry.name==www.vut.cz.localdomain

4This is the utility used for querying domain names and receiving its respective IP addresses or

vice versa. It has also many other functions, but these will be sufficient for this lab. The communi-

cation is based on the standard DNS model query-response. There are 2 modes — interactive and

non-interactive. In the interactive mode, you just type nslookup command and then you are inside

this utility (command prompt changes to >). Here you can type just the parameters, settings etc.

without the nslookup command at the beginning. In the non-interactive mode, you just enter

nslookup command followed by the parameter (for example nslookup www.google.com).

SNOTE: It is possible that your result won’t contain the ".localdomain"suffix. If so, don’t include

the suffix in the following commands.
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BN Command Prompt - nsleckup

Fig. D.5: Command sequence for DNS query.

This displays only the DNS query-response we issued from all the other DNS
communications that were also captured. The output should look like in the
D)

Tme sowre  Destaton Protocol | Length Info
353 11.271594 192.168.206.130 192.168.206.2 DNS 82 Standard query 8x@002 A www.vut.cz.localdomain
354 11.288850 192.168.206.2 192.168.206.130 DNS 98 Standard query response ©x0002 A www.vut.cz.localdomain A 147.229.2.90

Fig. D.6: Captured DNS query-response via UDP.

6. Let’s expand the query message. You can see that UDP is used as the transport
layer protocol. Expand User Datagram Protocol section. The output should
be similar to the [Fig. D.7l The source port is assigned from the dynamic range
and the destination port is well-known port assigned for the DNS service. Now
look at the length and UDP payload.

Comparing these two values, does the header size correspond to the introduction
information?

7. Now display the response and expand the User Datagram Protocol section.
How did the source port and destination port change?

Does the UDP header size still correspond?

D.2.2 Objective 2

1. Now we are going to analyze the same communication but using the TCP

as the transport layer protocol. Basically, DNS uses UDP for simple query-
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¥ User Datagram Protocol, Src Port: 62988, Dst Port: 53
Source Port: 62988
Destination Port: 53
Length: 48
Checksum: 8x1el8 [unverified]
[Checksum Status: Unverified]
[Stream index: 6]
» [Timestamps]
UDP payload (48 bytes)

Fig. D.7: UDP contents of DNS query.

response communication (low data transmission) and TCP is used for zone
transfers (larger amount of data where consistency is required). Using the
nslookup tool, you can enforce usage of TCP.

2. Switch to the CMD and type set vc. This enforces DNS to establish virtual
circuit and therefore use TCP.

3. Issue the query for www.vut.cz again. Now move back to the Wireshark. With
the filter still applied, you can see that 2 new records appeared (see

I | dns.ry.name == vut.cz.localdomain

No. Tme Source Destination Protocol  Length  Info
I 696/55.222422 192.168.206.130 192.168.206.2 DNS 82 Standard query ©x08002 A www.vut.cz.localdomain

691 55.231905 192.168.206.2 192.168.206.130 DNS 98 Standard query response @x@802 A www.vut.cz.localdomain A 147.229.2.9@

1159 299.469314 192.168.206.130 192.168.206.2 DNS 96 Standard query ©x0803 A www.vut.cz.localdomain

1161 299.419027 192.168.206.2 192.168.206.130 DNS 171 Standard query response 0x0003 No such name A www.vut.cz.localdomain SOA a.root-servers.net

Fig. D.8: Captured DNS query-response via TCP.

4. Right click on one of the newly added messages and then Follow > TCP
Stream. Close the popped up window and take a look at the conversation

flow. Although the same query-response communication was issued, many

more packets were transmitted (see [Fig. D.9)).

N[msrmea s

Mo, Tme Source Destination Protocol  Length  Info

1158 299.408654

192.168.2086.130 192.168.206.2 54 65230 + 53 [ACK] Seg=1 Ack=1 Win=64248 Len=0

1159 299.409314 192.168.2086.130 192.168.206.2 DNS 96 Standard query 8x8003 A www.vut.cz.localdomain
1160 239.409547 192.168.206.2 192.168.2086.130 TCcP 60 53 + 65230 [ACK] Seg=1 Ack=43 Win=64240 Len=0
1161 299.419027 192.168.2086.2 192.168.2086.130 DNS 171 Standard query response @x8003 No such name A www.vut.cz.localdomain SOA a.root-servers.net

1163 299.419738 192.168.2086.2 192.168.2086.130 60 53 + 65230 [ACK] Seq=118 Ack=44 Win=64239 Len=0

1168 299.420653 192.168.2086.130 192.168.206.2 TCcP 54 65230 + 53 [ACK] Seq=44 Ack=119 Win=64123 Len=0

Fig. D.9: Captured TCP stream using DNS.

5. At first, three TCP messages were exchanged to establish virtual circuit. Click
through all the messages and examine the contents inside Transmission Control
Protocol section. Source and destination port numbers principle remains the
same. For further analysis, the important items will be Sequence number,

Acknowledgment number and Flags.
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6. First message generates Sequence number (ﬁand sets the SYN flag. No acknowledg-
ment is set as no data are being acknowledged (see |Fig. D.10)).

v~ Transmission Control Protocol, Src Port: 65230, Dst Port: 53, Seq: @, Len: ©
Source Port: 65236
Destination Port: 53
[Stream index: 19]
[TCP Segment Len: @]
Sequence Number: @ (relative sequence number)
Sequence Number (raw): 2899129383
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @
Acknowledgment number (raw): @
1800 .... = Header Length: 32 bytes (8)
Flags: ©0x002 (SYN)
Window: 64240
[Calculated window size: 6424@]
Checksum: @x1dfd [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
Options: (12 bytes), Maximum segment size, Mo-Operation (NOP), Window scale, No-Operation (NOP), Mo-Operation (NOP), SACK permitted
[Timestamps]

Fig. D.10: First TCP message.

Look at the Header Length and Options rows. Excluding optional parameters,
how many bytes does the TCP header take? Does it correspond to the intro-
duction?

7. Compare the remaining two messages with the three-way handshake infor-
mation in the introduction.

8. The data themselves are transmitted starting with the DNS query. Examine
the TCP section inside packet.
Compare the Sequence Number and Acknowledgment Number with the values
in previous neighboring packet. Do they differ? Why?

9. DNS server acknowledges the incoming query.
What Acknowledgment Number does he set? What does it mean?

10. Server then answers with the query. The following 4 packets represent the
four-way handshake to close the connection. Examine the TCP section in the
first packet sent by the client.

What flags are set?
11. Compare the four-way handshake process with the theory in introduction.
12. In the CMD, set nslookup behavior to the default state (using UDP for simple

transmission) by typing set novc.

5You can see that both communicating ends generated Sequence number 0 in the Info column.
That is just the relative number that Wireshark displays for clarity. Real sequence numbers are
randomly generated numbers and their real value can be seen in the Sequence number (raw)

Tow.
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D.2.3 Objective 3

1. Now let’s compare the two transmissions in graphs. Stop the capturing by

clicking on the red square.

. Use the dns.qry.name==www.vut.cz.localdomain filter again to display the
DNS conversations. First click on one of the packets that used UDP as the
transport protocol. Right click on it and then select Follow > UDP Stream.
Click File > Export Specified Packets... and save it to your desktop under
the "DNS UDP"name.

. Now export the TCP stream the same way as UDP. So use the initial filter
again, follow the TCP Stream of DNS packets using TCP as the transport
layer protocol and save it to your desktop under the "DNS_TCP"name.

. Now select File > Open and select the DNS UDP file from your desktop.
Now click File > Merge... and select the DNS TCP file. You will compare
the two transmissions, but for that it would be sufficient if they started at
the same time, but TCP is shifted in time. For this purpose, select the first
packet of TCP conversation, right click on it and select Set/Unset Time
Reference. Now the time value changes to the *REF* and following packets
are using the relative time to the first packet (see|Fig. D.11)).

Source Destination Protocl  Length  Info

1 0.000000
2 0.0089483
3 *REF*
40.001224
5 ©.001291
6 0.001951
7 ©.002184
8 0.011664
90.012269
10 8.012375
11 6.012327
12 6.013290

192.168.206.130
192.168.206.2
192.168.206.130
192.168.206.2
192.168.206.130
192.168.206.130
192.168.206.2
192.168.206.2
192.168.206.130
192.168.206.2
192.168.206.2
192.168.206.130

192.168.206.2
192.168.206.130
192.168.206.2
192.168.206.130
192.168.206.2
192.168.206.2
192.168.206.130
192.168.206.130
192.168.206.2
192.168.206.138
192.168.206.130
192.168.206.2

DNS
DNS
TCP
TCP
TCP
DNS
TcP
DNS
TcP
TCP
TCP
TCP

82 Standard query ©x0002 A www.vut.cz.localdomain

98 Standard query response @x8002 A www.vut.cz.localdomain A 147.225.2.90
66 65230 + 53 [SYN] Seq=0 Win=64240 Le MSS=1460 WS=256 SACK_PERM=1

60 53 > 6523@ [SYN, ACK] Seq=0 Ack=1 W: 64240 Len=0 MS55=1460

54 65230 = 53 [ACK] Seq=1 Ack=1 Win=64: Len=0

96 Standard query @x@083 A uww.vut.cz.
60 53 > 65230 [ACK] Seq=1 Ack=43 Win=64248 Len=0

171 Standard query response ©x0003 No such name A www.vut.cz.localdomain SOA a.root-servers.net
54 65230 > 53 [FIN, ACK] Seq=43 Ack=118 Win=64123 Len=0

60 53 + 65230 [ACK] Seq=118 Ack=44 Win=64233 Len=0

60 53 > 65230 [FIN, PSH, ACK] Seq=118 Ack=44 Win=64239 Len=0

54 65230 + 53 [ACK] Seg=44 Ack=119 Win=64123 Len=0

aldomain

Fig. D.11: TCP and UDP conversations merged.

5. Click Statistics > I/O Graphs. In the newly popped up window, delete all

the default graphs (the [-] icon). Add 2 new graphs by clicking on the [+]
icon. Name the first graph as "UDP transmission'and the second one as "TCP
transmission".

. In the Display Filter column, set udp for the UDP transmission and tcp for
the TCP transmission. Change colors at your discretion and set Y Axis to
Packets. Change Interval to 1 ms and tick Enabled} The output should
look like in the Data for the graph are exported to the for
UDP transmission and to the [Tab. D.2 for the TCP transmission.

. More packets were used for the complete transmission in case of TCP than

with UDP. This was also apparent when you displayed the whole streams.

"There still applies the rule that if you have scattered graphs, click Reset to automatically set

scale.
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Tab. D.1: Table of packets sent during the UDP transmission.

Seconds |0 |12 |3[4|5]6|7]8!9
Packets [1 00|00 |0O]0]0|0|1

Tab. D.2: Table of packets sent during the TCP transmission.

Seconds |0 12|34 |5]6|7|8!9
Packets [1|3]1(0|0|0]|0]1|3]|1

UDP communication TCP communication

Packets / s
o

05

0 Il Il Il Il
0 2 4 6 8 10 12

Time [ms]

Fig. D.12: Packets sent during DNS transmissions using UDP and TCP.

Now let’s compare the two protocols in terms of transmitted bytes. Change
the Y axis to Bytes. The output is shown in the [Fig. D.13] Data for the
graph are exported to the for UDP transmission and to the

for the TCP transmission.
. You can see that in comparison with UDP, TCP transferred many more bytes
to reach the same result.

In terms of time, which protocol was faster in full query-response transfer?

177



Tab. D.3: Table of bytes sent during the UDP transmission.

Seconds | 0 |1 |2|3[4|5]6|7|8|9
Bytes |82 |00 0[0|0[0]0]|0]|98

Tab. D.4: Table of bytes sent during the TCP transmission.

Seconds | 0 1 2 1314|516 7 8 9
Bytes |66 | 210 |60 |0 |0 |0|0| 171|174 | 54

UDP communication TCP communication

200
180
160
140

2 120

100

Bytes

80
60
40
20

Time [ms]

Fig. D.13: Bytes sent during DNS transmissions using UDP and TCP.

D.2.4 Objective 4

1. Now you will generate the HT'TP traffic to see more complex TCP transmis-
sions. Start capturing again. For the purpose of HTTP you will visit the
http://www.neverssl.com website. Open your browser, visit the web page and
after all the content is loaded, close the browser and stop capturing.

2. Put http inside the filter. GET method is displayed with its respective answer.
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Right click on any of the packets and select Follow > TCP Stream. In the
newly popped up window there is apparent standard HTML structure and
everything can be readfl Close the window and look at the TCP packets.

3. At the beginning, you can see standard virtual circuit establishment and then
HTTP data exchanged in TCP segments.

4. If there was some data lossﬂ during the transmission, it could look like in the
The black highlighted rows mean there were some errors during
the transmission. The TCP Previous segment not captured message tells
us that a segment with higher sequence number was received than it was
expected. Look at the [Fig. D.15 Compare its Sequence Number with Ack
number from the packet No. 3 (in the Info column). The next sequence number
expected from client is 1, but the received sequence number is 1478, which
means that 1477 bytes were lost during the transmission.

You can see that there was already one packet sent with the sequence number 1
(packet No. 5) from the server. Why is sequence number 1 still expected from
the client? (Hint: Look at the last item in the Info column of packet No. 5.)

No. Tme Source Destination Protocdl  Lengh  Info
1 0.000000 192.168.206.130 65.9.96.54 TcP 66 49836 > 88 [SYN] Seq=8 Win=64240 Len=0@ MS5=1468 WS=256 SACK_PERM=1
2 0.005701 65.9.96.54 192.168.206.130 Tce 60 80 > 49836 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460
3 ©.805739 192.168.206.130 65.9.96.54 TCP 54 49836 > 80 [ACK] Seq=1 Ack=1 Win=64240 Len=6
4 6.930098 192.168.206.130 65.9.96.54 HTTP 555 GET fonline HTTP/1.1
TCP

10 0.140425 192.168.206.130 65.9.96.54 TCP 54 49836 » 80 [ACK] Seq=562 Ack=2800 Win=64240 Len=0

11 0.194479 192.168.206.130 65.9.96.54 HTTP 483 GET /favicon.ico HTTP/1.1

12 0.194716 65.9.96.54 192.168.206.130 TCP 60 80 + 49836 [ACK] Seq=2800 Ack=931 Win=64240 Len=0

13 0.201109 65.9.96.54 192.168.206.130 TcP 554 89 > 49836 [PSH, ACK] Seq=2800 Ack=931 Win=64240 Len=50@ [TCP segment of a reassembled PDU]
14 ©.201353 65.9.96.54 192.168.206.130 HTTP 178 HTTP/1.1 208 OK (PNG)

15 ©.201389 192.168.206.130 65.9.96.54 TCP 54 49836 > 80 [ACK] Seq=931 Ack=3424 Win=63616 Len=0

Fig. D.14: Packet loss during the TCP transmission.

5. Client therefore sends TCP Dup ACK. It is called duplicate ACK because
it was already sent once. In our case, it is the duplicate of packet No. 3. Client
is telling that he is still expecting sequence number 1 from the server.

6. When the server receives this message, it is the indicator that there was some
packet loss during the transmission. Therefore, he sends data he already sent
again (messages marked as TCP Retransmission). The two segments are
transmitted, one with sequence number 1 and the second with the sequence
number:

1 + [length of previous segment]

8That is because HTTP does not use encryption of data and whoever captures the traffic can
read it. So if you would use other methods (like POST) and send data like password to the webpage
form, you would take a risk that your sensitive data could leak out. This security risk was removed

with the invention of HT'TPS that encrypts the data.
9NOTE: It is possible that you did not experience any data loss. If that is so, just settle with

the described example.
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¥ Transmission Control Protocol, Src Port: 88, Dst Port: 49836, Seq: 1478, Ack: 582, Len:

No.

Source Port: B0

Destination Port: 49836

[Stream index: 8]

[TCP Segment Len: 1322]

Sequence Mumber: 1478 (relative sequence number)
Sequence Mumber (raw): 1386302646

[Next Sequence Mumber: 2888 (relative sequence number)]
Acknowledgment Mumber: 582 (relative ack number)
Acknowledgment number (raw): 2157239626

9101 .... = Header Length: 20 bytes (5)

Flags: 0x@18 (PSH, ACK)

Window: 64249

[Calculated window size: 64248]

[Window size scaling factor: -2 (no window scaling used)]
Checksum: 8x8c73 [unverified]

Fig. D.15: "TCP Previous segment not captured'segment portion.

1322

7. The following messages were transmitted without any packet loss. You have

just seen the power of TCP. If there are some troubles during the transmission,

TCP takes care of reliable delivery of all the data to its destination (more

specifically it will do its best for it). If packet loss occurred during the UDP

transmission, it would not resend the data as in the case of TCP, because it

does not have any reliability mechanisms (except for checksum that indicates
errors in the received data). If you look at the [Fig. D.16, with no reliable
mechanisms, it’s up to the application to handle the packet loss. In this case,

there was timer set and as there was no response received, the application sent

query again and then the response was received.

Time: Source Destination Protocal Length  Info

Fig. D.16: DNS repeated query with UDP used.
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__1?;2.988537 192.168.206.130 192.168.206.2 DNS 70 Standard query Ox8003 A www.vut.cz
18 4.989581 192.168.206.130 192.168.206.2 DNS 70 Standard query 0x0004 A www.vut.cz
19 4.994613 192.168.206.2 192.168.206.130 DNS 86 Standard query response @x0004 A www.vut.cz A 147.229.2.90



D.3 Packet Tracer

D.3.1 Objective 5

1. Let’s move to the Packet Tracer. Open the saved topology from the previous
laboratory exercise and save it under a new name.

2. In the End Devices group, select the Server-PT device and add it to the
topology under the R2 router (see . Rename the device to Server and
connect it with R2 (port FastEthernet0/1) using the Copper Straight-
Through cable.

3. The server subnet has the address space 172.20.5.0/24 assigned (see.
Configure the first host address available on the server and the last host
address on the router. The configuration of the server is the same as on the
PCs, thus click on the server > Desktop > IP Configuration and fill
in the IPv4 Address, Subnet Mask and Default Gateway. Configure the router

interfacd™]
ﬁ\ 172.20.2.8/30 ﬁ\
R3 :>@<: —————————— :>@<: R4
I I
172202430 | | 172:20.2.12/30
R1 :bﬁ@ ——————————
@ 172.20.2.0/30

172.20.0.0/24

172.20.1.0/24 172.20.3.0/24

{—— {——

o[

Fig. D.17: Lab 4 addressing.

IONOTE: Don’t forget to enable the interface.
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4. Explore the R1’s routing table. Your output should look like in the .
You can see that the newly added server subnet is already present without any
further configurations.

Can you determine why? Hint: Look at the code of the path and recall the
difference in configurations of the two routing protocols you were configuring
in the previous lab. Also recall the network class principle of RIP.

Rlgshow ip route

Codes: L - local, C - connected, § - static, R - RIP, M - mcbile, B - BGP

I - EIFRP, EX - EIGRPF extermal, © — O5PF, IR - OSFF inter area
N1 - OSPF NS5R external type 1, W2 - OSPF N55R external type 2

El - O5PF external type 1, EXZ - OSPF external type 2, E - EGP

i - I5-I5, L1 - I5-I5 lewvel-l, L2 - I5-I5 lewel-2, ia - I5-IS5 inter area
¥ — pcandidate default, U - per-user static route, o - CDR

P - periodic downloaded static route

Fateway of last resort is not set

172.20.0.0/16 is wariably submetted, 10 submnets, 3 masks

172.2 -0/24 is directly connected, FastEthernetl/0
172 254732 is directly connected, FastEthernet0/0
172.2 .0/24 [110/15%3] wwia 172.20.2.¢, 00:03:4&, Seriald/s3s1

2.0/30 is directly connected, Serialldys3/0
2.1/32 is directly connected, Serialldys3/0
-4/30 is directly connected, Seriald /3,1
-5/32 is directly connected, Seriald /3,1
-8/30 [ll0/128] wwia 172.20.2.&, 00:04:1%, Seriald/s3s1
212530 [110/1592] wia 172. L&, 00:03:5¢&, Seriald/s/3/1
.0/24 [120/1] wia 172.20. 00:00:20, Serialds3s0

Hdoop a0

Fig. D.18: R1’s routing table with RIP path.

5. As we want to have routes learnt only via OSPF in the routing tables, let’s add
the 172.20.5.0/24 subnet to the OSPF routing process. If you don’t remember
the command sequence use the previous laboratory manual to repeat.

6. Display the R1’s routing table again and verify that the OSPF record is present
instead of the RIP record.

7. Use ping command to test the reachability of server to the R1’s LAN.

8. Save your current progress by clicking on the File > Save. Don’t forget to

save your progress after completing individual objectives!

D.3.2 Objective 6

1. If the connectivity is functional, let’s move to the configuration of services on
the server. You will make it the DNS server as well as the web server for the
R1’s LAN. In order to do this, the services must be enabled.

2. Click on the server and open the Services tab. You will configure the web ser-

vice first. As you already know from the introduction, web traffic uses HT'TP
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protocol (or HTTPS) for communication, so select the HT'TP from the ser-
vices column. The basic setup is visible on the Enable the HTTP
protocol and disable the HTTPS protocol (by ticking the On option for the
HTTP and Off for the HTTPS). You can see in the File Manager section that
there are many files used for the basic web page. The only important file for

us is the index.html, so preserve this one and delete all other files.

¥ server - O >
Physical Config Sarvices Desktop Programming Attributes
L]
SERVICES HTTP
HTTP
DHCP HTTP HTTPS
DHCPwE (® On ) off ® On () off
TFTP
DMNS File Manager
SYSLOG File Name Edit Delete
AAA
NTE 1 copyrights.html (edit) (deleta)
EMAIL 2 cscoptlogo177x111 jpg (delets)
FTP
IoT 3 helloworld htmil (edit) (delata)
VM Ma.nagement 4 image_html (edit) (deleta)
Radius EAF
5 indesx.html (edit) (deleta)
MNew File Import
] Top

Fig. D.19: Basic server web configuration.

3. Edit the index.html file. There is some HTML code already generated, but

you will use simple custome one. You can use the one below:

<html>
<center><hl style="color:red">My custom web
page</h1></center>
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<hr>
<p>Good job, I successfully accessed the web page!</p>
</html>

Save it and move to the next point.
4. Next configure the DNS service. First turn it on by ticking the On option. Next

you will add the record consisting of the domain name and the IP address.

Add www.mywebpage.com to the Name form and IPv4 address of the server
to the Address form. The Type should be set to A Record. Finally click on

the Add button. The result is displayed in the

P osere — O
Physical Config Services Dasktop Programming Artributes
I
SERVICES DNS
HTTP
DHCP DNS Service @ On () off
DHCPvE Resource Records
TETP
DNS Name | Type | A Record ~
SYSLOG
Address
NTP Add Save Remove
EMAIL
FTP MNo. Mame Type Dretail
LoT 0 www.mywsbpage.com A Record 172.20.31
WM Management
Radius EAP
DNS Cache
] Top

Fig. D.20: Server DNS configuration.
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D.3.3 Objective 7

1.

2.

Now that you have the server fully prepared for the access, you have to set
the DNS server address on the clients so that they know which server to use
for the domain name translations.

Set up the DNS Server address on PCs of R1’s LAN] You can find the

configuration in the same tab where you configured the end device addresses.

D.3.4 Objective 8

1.

Let’s generate the communication by accessing the web page. For the purpose
of packet analysis, switch to the Simulation mode.
Click the Show All/None button to clear the filter. Next select the Edit
Filters, list through the tabs and choose the following protocols for the cap-
turing;:

« UDP,

« TCP,

o DNS,

« HTTP.
Now you can close the tab.
Select any PC from the R1’s LAN and open the Web Browser from the
Desktop tab. Enter the www.mywebpage.com address to the URL form and
click Go. Don’t close the PC window during the whole communi-
cation!
You can see that the DNS datagram appeared in the Event List. Open the
datagram and analyse its content.
What is the source port?
What is the destination port? What is the destination IP address?
Click Capture then forward until the datagram reaches the server. During
the transmission, you can observe the path the datagram is taking to reach its

destination (according to the routing table records).

. Open the packet. You can see that the Inbound and Outbound PDU De-

tails are present. Explore the outbound section.

How did the source and destination port change?

Look at the DNS Answer. What is the IP address the server is responding for
the queried domain?

Click Capture then forward until the datagram reaches the PC. Now there

is new TCP segment generated. Open it and explore its content.

1You can also set the R2’s LAN, but it is not necessary for the future purposes.
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10.

11.

12.

13.

What is the source port?

What is the destination port?

What is the sequence number?

What is the acknowledgment number?

How many flags are set (the bits with the value of 1)? With the knowledge of

TCP communication, what flags do these bits represent?

Click Capture then forward until the segment reaches the server.

How did the source and destination port change? What is the sequence number?
What is the acknowledgment number?

How many flags are now set? What flags are used?

You can now click Capture then forward so that the TCP segment is rece-
ived by the PC. As you probably guessed correctly, the three-way handshake
communication just occurred between the devices. Two segments were already
exchanged, the third one is needed. Also the HTTP message appears. Explore
the contents of TCP segment and HTTP message and compare their values.
What is the sequence number?

What is the acknowledgment number?

What kind of HT'TP message is transferred?

Click Capture then forward until the segment reaches the server. Both
the TCP segment finishing the three-way handshake and HTTP message are
now transferred. Server receives the segment finishing the virtual circuit es-
tablishment before the HT'TP request arrives, so the request can be processed
and answer sent correctly.

Click Capture then forward once more so the HI'TP message reaches the
server. Analyze the contents and compare the inbound and outbound PDU
details as in the previous steps.

What kind of HT'TP message is now transferred to the client?

Click Capture then forward until the HTTP message reaches the client.
New TCP segment is now generated.

Did the web page displayed correctly? Compare the sequence and acknowledg-
ment numbers of the incoming HTTP message and outgoing TCP segment.
How did they change?

How many flags are sent in the outgoing TCP segment? What kind of flags
probably is that? Hint: The web page was successfully transferred and there is
no other HT'TP data to be sent.

Click Capture then forward until the segment reaches the server. Compare
the sequence numbers, acknowledgment numbers and the number of flags in-

side incoming and outgoing segments. You can probably derive that this is the
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faster alternative of four-way handshake in closing the virtual circuit.
14. Click Capture then forward until the segment reaches the client.

How many flags are set in the outgoing segment?

Obviously this is the last segment to close the connection. Verify this by clic-
king Capture then forward until the segment reaches the server.
Is there another segment generated for the client?

15. One last note in conclusion. If you look back at the communication and write
out the flag bits in order as they are shown, you should come to the conclusion
that this is the order of flagd"}

Ob X X X ACK PSH X SYN FIN

16. Save the current progress for a future lab.

D.4 Final questions

1. What items does the UDP header contain?

2. What happens when the packet is lost during the UDP communication in
comparison with TCP?

3. What precedes and follows the data exchange via TCP protocol?

4. How is the TCP connection (virtual circuit) establishment called?

5. What group of ports do the servers use for common services?

12The PSH flag was not explained, but basically it tells the transport layer to send the data to
the application without expecting additional data.
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E Lab 5 - DHCP

In this laboratory you are going to analyze DHCP protocol and configure various

scenarios to analyze its functionality.

Objectives

1. Release and renew IP configuration via DHCP and capture communication
with DHCP server in Wireshark.

Analyze DHCP packet content during communication states.

Generate graphs from the captured communication.

Create the reference topology in Packet Tracer (see .

Configure R2 as the DHCP server for both connected LANs. Set PCs to use
DHCP and analyze communication.

6. Enable DHCP service on the LAN server and configure R2 as the DHCP relay

agent. Release and renew IP configuration via DHCP and explore the relay

AN

agent’s role.

Fig. E.1: Lab 5 reference topology.
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E.1 Introduction

DHCP (Dynamic Host Configuration Protocol) is protocol used for providing IP
configuration to the clients without the intervention of administrator (except for
initial configuration of DHCP server). In the early days of internet, every client had
to be configured manually. This was not a big deal as there were only a few clients
in local networks. With the internet growing, manual configuration started to be
challenging as the number of clients started to grow enormously and administrators
had to keep records of each pair of client device and its assigned IP address.

Protocols like RARP and BOOTP were invented, but they had certain limitati-
ons (for example statically defined IP-MAC records). New protocol, DHCP, defined
in the RFC 2131 [I], is successor to the BOOTP.

DHCP servers assign IP addresses to its clients dynamically and thus no perma-
nent records are created (although options for making static records from dynamic
exist). Addresses are assigned from the pool, where administrators define the add-
ress range for clientd]] Commonly, clients obtain the addresses and are allowed to
use them for a certain time called lease time. This is the parameter configured
by administrators during the DHCP server setup. After this time expires, clients
must stop using the address and release it back to the pool. Such situation would
force clients to immediately break connections to the internet and reconnet after
new address is assigned (after the standard DHCP communication process). Other
method is used. Clients in relatively defined time (before the expiration), which is
half the lease time [2], contact DHCP server and request lease time extension. This
leads to the continuous address usage and no break moments are present.

Two scenarios of DHCP server placement may exist in the networks. Either server
is placed in the same subnet as the client or server is placed in the different network.
In the same subnet scenario, standard DHCP communication occurs. In the different
subnet scenario, some extra part has to be added to allow communication outside the
local subnet as broadcast communication mechanisms are used. This part is called
relay agent. Relay agents are commonly routers configured to this role. Their task
is to forward DHCP messages to the appropriate subnets (where client and server

are located) with some extra information addedﬂ.

1Other parameters like subnet mask, default gateway address, DNS server and others are also

defined.
2These information are used to uniquely identify client in the subnet as server may receive many

requests from different clients scattered across many subnets.
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DHCP message structure

DHCP uses UDP protocol for data delivery. Client communicates via port 68 and
server via port 67. The DHCP structure contains many items (see [Fig. E.2)). The

items are divided into two categories — fixed and optional [3].

DHCP message

op

htype | hlen hops xid | sec | flags | ciaddr |yiaddr| siaddr | giaddr| chaddr | sname file options

1B

1B 1B 1B 4B 2B 2B 4B 4B 4B 4B 16B 64B 128B

Fig. E.2: DHCP message structure.

Only some of the parameters are explained for this lab’s purpose and their re-

spective Wireshark field name is given in the parentheses:

op (Message type) — The operational code is used to identify the message type.
Possible values for this parameter are:

— 1 — Request message (sent from client).

— 2 — Reply message (sent from server).
htype (Hardware type) — Type of hardware address (similar to the ARP HW
type). Value 1 is used for the Ethernet.
hlen (Hardware address length) — Length of the hardware address.
hops (Hops) — Number of relay agents the message travelled through before
reaching the server.
xid (Transaction ID) — Random number generated by the client that uniquely
identifies the transaction between client and server.
secs (Seconds elapsed) — Time measured in seconds that has passed since the
client request was sent.
ciaddr (Client IP address) — The client’s IP address set by the client. During
the initial communication for IP address assignment, the address is set to
0.0.0.0. During the lease time extension, client sets its assigned IP address.
yiaddr ( Your (client) IP address) — The client address set by a server to inform
client which address from the pool it may get (or already got) assigned.
giaddr (Relay agent IP address) — The gateway IP address set to 0.0.0.0 by
default (by a client). When a router is set to the relay agent’s role, it uses
its local interface address (the interface connected to the subnet where client
is located) to determine, which pool should DHCP server use to assign the

address.
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o chaddr (Client MAC address) — The hardware address of the client.

o options — The optional parameters used during the communication. Mainly

the items specifying the configuration for a client and identification of a server
are used. Each option is defined by the code, length and value. Some of them
are listed below:

— Subnet mask — Defines the subnet mask client should use for correct

configuration. The code is 1 and the length of 4 bytes.

Router — Used for the default gateway address. The code is 3 and the
length of 4 bytes.

Domain name server — Here the DNS server address is set. The code
is 6 and the length of 4 bytes.

Requested IP address — Used by the client when more than 1 offer is
received?] Client selects IP address and informs servers about his choice.
The code is 50 and the length of 4 bytes.

IP address lease time — Lease time configured on the server. The code
is 51 and the length of 4 bytes.

DHCP message type — This item is used for the message type iden-
tification. The code is 53 and the length of 1 byte. Common values are
Discover, Offer, Request, Reply.

— DHCP server identifier - DHCP server sets its own [P address for the

following communication. The code is 54 and the length of 4 bytes.

DHCP communication process

As mentioned earlier, broadcast mechanisms are used to deliver messages during

the initial address assignment process. Basically, 4 messages are transferred before

the client is allowed to use IP configuration. The whole communication consists of
— DHCP Discover, DHCP Offer, DHCP Request, DHCP ACK. For the purpose of

lease time extension, the unicast communication occurs. Only the DHCP Request

and DHCP ACK messages are exchanged between client and server. The messages
are shown in the [Fig. E.3] Communication process proceeds as follows:

1.

Client sends out discovery message to contact all the possible DHCP servers

about his interest to obtain IP configuration.

2. Servers send their offer from the appropriate address pool.

3. The client chooses one of the received offers and informs all the servers about

his choice.
. The server, that was chosen by the client, reserves IP address for the client

and sends out acknowledgment to confirm the choice.

3The case where more than 1 DHCP server is present in the network.
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Fig. E.3: DHCP communication.

5. After certain time, client contacts the server to extend the lease time so he
can continue using the address.
6. Server acknowledges the request (if it’s possible) and extends the lease time

for the client.

193



E.2 Wireshark

E.2.1 Objective 1

1. First of all, let’s confirm that the way the IP address is assigned to your PC
is via DHCP. From the Windows desktop, click
Start > Settings > Network & Internet > Change adapter options. You
should see available interfaces as shown in the [Fig. E.4

& Network Connections - [m] X
4 & » Control Panel » Metwork and Internet > Network Connec tions ~ (] Search Network Connections »
Organize + B ~ [ o
— Ethernetd — Vhware Network Adapter VMnet1 — VMware Network Adapter VMnet2
L‘_!' Metwork L‘_!'h Enabled L‘.SA Enabled

&2 Intel(R) 82574L Gigabit Network C... @ VMware Virtual Ethernet Adapter ... @ VMware Virtual Ethernet Adapter ...

Fig. E.4: Windows interfaces.

Right click on the appropriate Ethernet interface and select Properties. From
the list of items shown, choose Internet Protocol Version 4 (TCP/IPv4)
and click on the Properties. As you can see in the [Fig. E.5| two methods of
setting the IP address are available:

e Obtain an IP address automatically.

o Use the following IP address.
The first option corresponds to the DHCP, the second one to the manual
configuration. You should have the automatic method selected.
The way we will use to release and renew the IP address is using the command
line.

2. Open the Wireshark application and start capturing traffic on the Ethernet
interface.

3. Open the CMD and display the current configuration of your Ethernet inter-
face (write somewhere your MAC and IP addresses).

4. type ipconfig /release. With this command, you voluntarily release your
IP configuration from all the interfaces where configuration was assigned via
the DHCP. Now type ipconfig /renew. With this command, you are asking
for the IP configuration from DHCP servers. Your output should look similar
to the [Fig. E.0

5. Display the configuration again.

Did you get assigned different IP address?
6. Now move to the Wireshark and stop capturing the packets.
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Internet Protocol Version 4 (TCP/IPvd) Properties

General  Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings,

(@) Obtain an IF address automatically
() Use the following IP address:

(@) Obtain DNS server address automatically
() Use the following DNS server addresses:

Validate settings upon exit Advanced. ..

Concel

Fig. E.5: Windows IP address configuration options.

E.2.2 Objective 2

1. As you have probably captured more than just DHCP packets, apply the ap-

propriate filter to display only the DHCP communication. Your output should
look like in the [Fig. E.7l Look at the information in the Info column and

compare the message sequence with the theory.

2. Let’s analyze the first packet which is the DHCP Release message. Select the

packet and unroll the Dynamic Host Configuration Protocol section. Look at

the items and get familiar with their meaning using the information given in

the introduction.

What is the message type?

What fields are used to identify the client’s physical address? What are their

values?

What logical addresses does the client specify? What is their meaning?

What is the numeric value of DHCP Release message type?
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Windows IP Configuration

Ethernet adapter Etherneté:

Ethernet adapter WMware Metwork Adapter VMnetl:

Windows IP Configuration

Ethernet adapter Ethernet@:

Time
1 0.000000
24.,512738
3 5.541319
45.542027
55.542139

What is the source port?

sers\Engineer>

Default Gatewa)

Link-1
Default

Engineers:

Subnet |

Default

=3

config

r frelease

/renew

Fig. E.6: Windows IP release and renew.

Source

192.
2.0,
192.
Q..
192.

168
2.0
168
e.e
168

.206.130

.206.254

.206.254

Destination

192.
255,
192.
255.
192.

168.
255,
168.
255.
168.

206.
255,
206.
255.
206.

254
255
130
255
130

Protocal
DHCP
DHCP
DHCP
DHCP
DHCP

Length Info
342 DHCP
344 DHCP
342 DHCP
370 DHCP
342 DHCP

Release
Discover
offer
Request
ACK

Fig. E.7: Captured DHCP communication.

What is the destination port?
What is the destination I[P address?
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What is the destination MAC address?

3. Now move to the next packet — DHCP Discover. Here the renewal process of
IP address begins. As you can see, source [P address changed to the 0.0.0.0
value. As client released its address, no valid IP address is configured on the
interface. Therefore, default address is used as the sourceﬂ Also as client rele-
ased complete configuration, he sends the message as broadcast to inform all
the possible DHCP servers about his interest to obtain address. Compare the
values inside DHCP section with the previous packet.

What is the message type?

How did the Client IP address change?

Is the DHCP Server Identifier present? Why?

What is the source port?

What is the destination port?

What is the destination IP address?

What is the destination MAC address?

You can probably notice the special option Requested IP address is present
although he has not received any offers. This is due to the fact that client
remembers its previous address and wishes to continue with its usage. Server
that provided given address decides whether it is possible or not and provides
him available address.

4. Move to the DHCP Offer packet. Server reads the requested IP address and
checks its availability. In most of the cases, clients get the same address offered.
What is the message type?

What parameters are included as the options?

What is the IP address lease time?

What is the source port?

What is the destination port?

What is the destination IP address?

What is the destination MAC address?

Notice the strange situation where server directs the offer to the offered IP
address even though the client does not use it yet. This prevents other devices
from processing the offer further beyond the network layer.

5. The next packet is DHCP Request. The client receives the offer, accepts it and
generates request to inform every possible DHCP server about his choice.
What is the message type?

What IP addresses does the client specify in the options fields?
What is the source port?

4The 0.0.0.0 address just indicates that the device doesn’t have valid IP address, it is not used
for the communication, where it would be used as the destination address.
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What is the destination port?

What is the destination IP address?

What is the destination MAC address?

. The final step is the confirmation of the server that the client can start to use
the offered configuration. For this purpose the DHCP ACK message is used.
What is the message type?

Compare this message with the offer? What items did change?

Did the transaction ID change during the whole communication?

What is the source port?

What is the destination port?

What is the destination IP address?

What is the destination MAC address?

After the client receives the acknowledgment, he can start communicating with
the given parameters.

. For capturing the lease time extension communication you would have to wait
half the time of lease time, but there is no time for that. To explore the com-
munication see You can see that the new transaction occured between
client and server consisting of DHCP Request and DHCP ACK messages. The
original lease time offerred by the server is shown in the [Fig. E.9

Time Source Destination Protocal Length  Info

1 0.000000 192.168.206.130 192.168.206.254 DHCP 342 DHCP Release - Transaction ID ex33eb98c9
2 4.550595 9.0.0.0 255.255.255.255 DHCP 344 DHCP Discover - Transaction ID exfe5f124b
3 4.833345 192.168.206.254 192.168.206.130 DHCP 342 DHCP Offer - Transaction ID @xf65f124b
4 4.833924 9.0.0.0 255.255.255.255 DHCP 370 DHCP Request - Transaction ID @xf65f124b
5 4.8340872 192.168.206.254 192.168.2086.1308 DHCP 342 DHCP ACK - Transaction ID @xf65f124b
6 904.7108463 192.168.206.130 192.168.286.254 DHCP 358 DHCP Request - Transaction ID @xeel996cd
7 904.710687 192.168.206.254 192.168.206.130 DHCP 342 DHCP ACK - Transaction ID @xeel996cd

Fig. E.8: Captured DHCP lease time extension.

v Option: (51) IP Address Lease Time
Length: 4
IP Address Lease Time: (180@s) 30 minutes

Fig. E.9: Offered DHCP lease time.

Determine the time it took to begin the lease time extension process from the
original configuration assignment (use the Time column where the values in
seconds are displayed).

How many minutes did it take to start the process? Does it correspond to the

introduction?

How many minutes (or hours/days, with regard to your lease time, choose the
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most appropriate time value) would you have to wait to see the lease time

extension process on your computer?

E.2.3 Objective 3

1. Now let’s generate the graphs of the captured communication.

2. Use the standard procedure, i.e. Statistics > I/O Graphs, delete all the gra-
phs, add new one where you set the Graph Name "DHCP communication",
set Display Filter to dhcp, the Color as you like. Next set the Y Axis to
Packets and Interval to 1 sec. Don’t forget to tick Enabled. The output
should look like in the [Fig. E.I0] The data for the graph are exported to the
Tab. E1l

Tab. E.1: Table of packets sent during the DHCP communication.

Seconds |0 123|415
Packets |1 |00 |0 |1

DHCP communication

25|

N
T

Packets / s
o

05

O 1 1 1 1
0 0.5 1 1.5 2 2.5 3 3.5 4 4.5 5
Time [s]

Fig. E.10: Packets sent during the DHCP communication.
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3.

Bytes /s

Change the Y Axis to Bytes and redraw the graph. The output should look
similar to the The data for the graph are exported to the [Tab. E.2

Tab. E.2: Table of bytes sent during the DHCP communication.

Seconds | 0 112131 4 5)
Bytes | 342 |1 0|0 |0 | 344 | 1054

DHCP communication

1100 . . . . . . . . . .
1000 -
900 -
800
700
600
500
400
300
200
100

1.5 2 2.5
Time [s]

Fig. E.11: Bytes sent during the DHCP communication.
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E.3 Packet Tracer

E.3.1 Objective 4

1.

Open the file you were supposed to save in the last laboratory and save it

under a new name. Here you will add some devices to the topology according

to the [Fig. B.1]

2. Remove the link connecting Server with R2.

3. Add one 2960 switch from the Switches subgroup inside Network Devices

group. Then add one PC (that could serve as the administrator’s PC) from
the End Devices group.

. Interconnect the devices as following;:

« Connect PC’s FastEthernetO port with switch’s FastEthernet0/1 port
using the Copper Straight-Through cable.

« Connect Server’'s FastEthernetO port with switch’s FastEthernet0/2
port using the Copper Straight-Through cable.

« Connect R2’s FastEthernet0/1 port with switch’s FastEthernet0/24
port using the Copper Straight-Through cable.

. The addresses on the router and server should be preserved. Assign the second

available host address to the PC and verify connectivity.
Save your current progress by clicking on the File > Save. Don’t forget to

save your progress after completing individual objectives!

E.3.2 Objective b

1.

Now that you have complete topology, let’s set the R2 router to the role of
a DHCP server. You will define two pools on the router. One for the LAN
with 172.20.1.0/24 address space and one for 172.20.3.0/2/ address space.
The following steps have to be accomplished to set the server correctly:

o Exclude the IP addresses that shouldn’t be assigned by the DHCP server.
Basically, these addresses represent statically assigned addresses to the
servers, router interfaces and devices like printers etc.

« Configure the pool where you specify address range, default gateway, DNS

server, lease time etc.

. First of all, let’s explicitly define the addresses that shouldn’t be assigned by

the DHCP server.

How many addresses will be excluded?
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The sequence of commands is as following:

R2(config)#ip dhcp excluded-address 172.20.1.254
R2(config)#ip dhcp excluded-address 172.20.3.1
172.20.3.10

R2(config)#ip dhcp excluded-address 172.20.3.254

As you have probably correctly estimated, 3 addresses are defined as static.
Two for the router interfaces and one for the server.
The ip dhcp excluded-address command followed by the IP address defines
which individual addresses shouldn’t be assigned by the servei’} But you can
also define a range of addresses. This is the case for the 172.20.3.0/24 network.
Here we suppose that other servers will be connected to the network in the
future, so we reserve them 10 addresses (including the server’s that is already
connected) with specifying the low and high IP addresses. Every address
within this range including the two specified will be omitted during the address
assignment.

3. The next step is to define individual pools. The following pool represents the
172.20.1.0/24 network:

R2(config)#ip dhcp pool CLIENT-NETWORK
R2(dhcp-config)#network 172.20.1.0 255.255.255.0
R2(dhcp-config)#default-router 172.20.1.254
R2(dhcp-config)#dns-server 172.20.3.1

The ip dhcp pool command defines the name of the pool where configu-
ration parameters will be specified next. In our case, the name "CLIENT-
NETWORK"is used. The network network command followed by the network
[P address and subnet mask determines the address space for the given pool.
The default-router command determines the default gateway of the subnet
and the dns-server defines, as the name suggests, the DNS server.

4. Configure the DHCP pool for the server subnet using the same sequence of
commands, but with correct addresses for the subnet. Use the "SERVER-
NETWORK"as the pool name.

5. Everything is ready now for the dynamic configuration of clients. Let’s move
to the Simulation mode and filter only the DHCP. Choose one PC from
the client network, go to the IP Configuration and switch from Static to
Dynamic. Minimize the PC configuration window. You should now see one

packet generated (DHCP Discover message). Explore its content.

5Notice that the command is typed in the Configuration mode, not in the specific pool

configuration.
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Are there any IP addresses set in the DHCP section?
What is the source port?

What is the destination port?

What is the destination IP address?

What is the destination MAC address?

6. Click Capture then forward until the packet reaches the routeif’} The DHCP
Offer message is generated. The output should look like in the [Fig. E.12]
Which pool is used to assign the IP configuration?

What IP addresses does the router provide to the client?
What is the source port?

What is the destination port?

What is the destination IP address?

What is the destination MAC address?

DHCP
a ¢« 0 0 11 1 B o001 1%y o0 110 240 1 1 1 1 1 1 Bytes
OP:0x000000000000000 HW TYPE HW LEN:6 HOPS:0
2 W
TRANSACTION ID
SECS:0 FLAGS:0x00000000000000000000000000008000

CLIENT ADDRESS:0.0.0.0

YOUR CLIENT ADDRESS:172.20.1.1

SERVER ADDRESS:172.20.1.254

RELAY AGENT ADDRESS:0.0.0.0

CLIENT HARDWARE ADDRESS:0001.6356.B1C7

SERVER HOSTMAME (64 BYTES)

FILE (128 BYTES)

OPTIONS (212 BYTES)

DHCP Domain Name Server Option
o ¢+ 1 0 4 ¢ 0 0 8 0 0 0 r v " "t "t r "t or 1 r "t 1 1 1 1 Bis

OPE LEM:4 DOMAIN NAME SERVER:172.20.2.1

DHCP Domain Name Option
o ¢« 1 0 4 ¢ 0 0 8 ¢ 0 o r oo oo o orr o r o r "t o1 1 1 1 Bis

OP:15 LEN:0x0 DOMAIN NAME:

Fig. E.12: DHCP Offer message generated by the router.

61f the Qutbound PDU Details tab does not appear, click Capture then forward once again.
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7. Click Capture then forward until the DHCP Request message is generated
and explore its content.
What IP addresses does the client specify?
What is the destination IP address?
What is the destination MAC address?

8. Click Capture then forward until the DHCP Ack message is generated by
the router and explore its content.
How does the packet content differ from the DHCP Offer message?
What is the destination IP address?
What is the destination MAC address?

9. Now click Capture then forward until the DHCP Ack message reaches the
client. Open the PC configuration window again. You should see the applied

configuration as in the [Fig. E. T3]

|IP Configuration

(@) DHCP () Static DHCP request successful.
IPv4 Address 172.20.1.1

Subnet Mask 255.255.255.0

Default Gateway 72.20.1.254

DNS Sarver 1722031

Fig. E.13: DHCP client configuration.

10. Switch to the Realtime mode and verify the correct configuration by accessing
the server’s web page (www.mywebpage.com).

11. Switch to the Simulation mode again and use the same process for address
assignment on the other PC in the same subnet.
What IP address does it get assigned?

12. Now use the DHCP to obtain IP address on the administrator’s PC (in the
server network).
Which pool is used to choose the address?
What IP address is assigned to it?

13. Switch to the Realtime mode and verify connectivity between the devices.

E.3.3 Objective 6

1. In this part of the laboratory, you will configure the DHCP service on the
server. Before this happens, disable the DHCP service on the R2 router using

the no service dhcp in the Configuration mode. By typing this command
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the DHCP configuration is preserved but the service is turned oﬂﬂ Verify
this by switching the admnistrator’s PC configuration to Static and back to
Dynamic. The TP address from the 169.254.0.0/1 6E| address range should be
assigned.

2. Now configure the service on the Server device. Select DHCP in the Services
tab. You can see that the service is turned off by default and one pool is already
present. Let’s configure a pool for the client network. Use the same information
in the Pool Name, Default Gateway and DNS Server fields as in the router
configuration. Set the Start IP Address to 172.20.1.1 and Subnet Mask to
255.255.255.0. Set the Maximum Number of Users to 100 and click Save. The
new pool is created as displayed in the [Fig. E.14]

¥ Server — O *
Physical Config Services Desktop Programming Attributes
SERVICES —
HTTP
DHCP Interface FastEthemnet0 ~ | Service () On (@ off
DHCPv6 Pool Name [CLIENT-NETWORK |
TFTR
DNS Default Gateway |'I?2.20.1.25r1 |
SYSLOG DNS Sarver [172.20.2.1 |
AAA
Start IP Address : [172 | [20 |[ |1 |
NTP
i Subnet Mask: B | 255 | 255 | [o |
FTP Maximum Number of Users : |'I[JD |
IoT
TFTP Server: [0:000 |
VM Management
Radius EAP WLG Addrass: [0.0.0.0 |
Add Save Remove
Start
Pool Default DNS P Subnet Max TFTP WLC
Name Gateway Server Mask Uszer Server Address
Addrezz
CLIENT-NETWORK 172.20.1.254 172.20.3.1 172.20.11 255.255.255.0 100 0.0.00 0.0.0.0
serverPool 0.00.0 0.0.0.0 172.202.0 255.255.255.0 512 0.0.0.0 0.0.0.0
[ Top

Fig. E.14: DHCP client network configuration on the server.

3. Create a pool for the server network the same way as the client network. This

time click on Add to preserve the client network configuration (otherwise it

"NOTE: When you close and open the .pkt file again, the service is enabled by default. So with

every start you have to manually turn the service off.
8This specific address range called APIPA (Automatic Private IP Addressing) is used by the

operating systems to assign addresses automatically when there is no DHCP server reachable [4].
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would be overwritten). Use the same parameters as in the router configuration.
Set the Start IP Address to 172.20.5.11, Subnet Mask to 255.255.255.0 and
the Maximum Number of Users to 10. Enable the service by ticking the On
option. The final result is displayed in the

B ocere - o
Physical Config Services Desktop Programming Attributes
SERVICES DHCP
HTTP
DHCP Interface FastEthemet( ~ | Service (@) On O off
D ElEE Pool Name [ SERVER-NETWORK |
TFTR
NS Default Gateway [172.202.254 |
SYSLOG DNS Server [172.20.2.1 |
AAA
Start IP Address : [172 |[20 |[2 | [11 |
NTP
i Subnet Mask: [255 | [2s5 | 255 o |
FTP Maximum Number of Users : |'I[J |
IoT
TFTP Server: [0000 |
VM Management
Radius EAP WLC Address: [0.0.0.0 |
Add Save Remove
Pool Default DNS S“apn Subnet Max TFTP WLC
MName Gateway Server Mask User Server Address
Address
SERVER-NETWORK 172.20.3.254 1722037 17220211 255.255.255.0 10 0.0.0.0 0.0.0.0
CLIENT-NETWORK 172.20.1.254 1722037 172201 255.255.255.0 100 0.0.0.0 0.0.0.0
sarverPool 0.0.00 0.0.0.0 172.20.2.0 255.255.255.0 512 0.0.0.0 0.0.0.0
[] Top

Fig. E.15: Final server DHCP configuration.

4. On the administrator’s PC, set the IP configuration to Static and back to
Dynamic. 1t should receive the first host address specified in the pool (as
displayed in the ﬂ

5. Reload DHCP configuration on the PCs in the client network as in the case of
administrator’s PC.

From which range did the PCs receive the addresses? Why is that?
Switch back to Static configuration.
6. As the server is in the different network, it is necessary to configure the router

to the role of DHCP relay agent. The configuration is quite simple:

91f it did receive the IP address from the default server pool, select this pool in the DHCP
service configuration and click Save to move it to the top. Then reload the IP configuration on
the PC.
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IP Configuration

(@) DHCP () Static

IPvd Address 172.20.3.11
Subnet Mask 255.255.255.0
Default Gatoway 72.20.3.254
DNS Server 172.20.3.1

Fig. E.16: Administrator’s PC DHCP configuration.

R2(config)#interface FastEthernet0/0
R2(config-if)#ip helper-address 172.20.3.1

First the interface is selected. Then the ip helper-address command followed
by the DHCP server address is typed. This configuration achieves the router to
forward DHCP messages, that are arriving at the FastEthernet0/0 interface,
to the DHCP server identified by the 172.20.3.1 address.

7. Switch to the Simulation mode and enable only one PC from the client ne-
twork to obtain the DHCP configuration. Minimize the PC configuration win-
dow. New packet (the DHCP Discover message) is generated. Click Capture
then forward until the packet reaches the router. Explore the contents of
Inbound PDU Details and Qutbound PDU Details and compare the two. The
DHCP section inside Qutbound PDU Details should look as in the
What changes occur inside the DHCP section?

How do the source and destination MAC addresses change? Hint: If you are
not sure about the destination MAC address, display complete configuration of
the server interface.

How do the source and destination IP addresses change?

8. Click Capture then forward until the packet (the DHCP Discover message)
reaches the server™]

What IP addresses are included in the DHCP section?
What is the destination IP address?
What is the destination MAC address?

9. Click Capture then forward until the packet (the DHCP Offer message)
reaches the router and compare the contents of incoming and outgoing packet.
How does the DHCP section change?

How do the source and destination MAC addresses change?

How do the source and destination IP addresses change?

10Tf the Outbound PDU Details tab does not appear, click Capture then forward once again.
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DHCP
0 1 1 1 1 1 1 1 B 1 1 1 1 1 1 1 16 1 1 1 1 1 1 1 24 1 1 1 1 1 1 Bytes

CP:0x0000000000000007 HW TYPE:1 HW LEN:6 HOPS:0
TRANSACTION ID
SECS:0 FLAGS:0x00000000000000000000000000008000
CLIENT ADDRESS:0.0.0.0
YOUR CLIENT ADDRESS:0.0.0.0
SERVER ADDRESS:0.0.0.0
RELAY AGENT ADDRESS:172.20.1.254
CLIENT HARDWARE ADDRESS:0001.6356.B1C7
SERVER HOSTMAME (64 BYTES)
FILE (128 BYTES)
OPTIONS (312 BYTES)
DHCP Client Identifier Option
0 1 1 1 4 ] 1 1 B 1 1 1 12 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 Bits.
OP:0x23d LEN:0Ox3d HW:0x1 ~
W

CLIENT IDENTIFIER (VARIABLE LENGTH):0001.6256.B1C7

Fig. E.17: DHCP section inside Outbound PDU details.

10. Click Capture then forward until the packet reaches the PC and new
message (the DHCP Request message) is generated.
Does the content of DHCP section differ from the incoming offer?
What is the destination IP address?
What is the destination MAC address?
11. Click Capture then forward until the packet reaches the router.
What fields are changed inside DHCP section of the outgoing packet compared
to the incoming packet?
What is the destination IP address?
What is the destination MAC address?
12. Click Capture then forward until the packet reaches the server and the
DHCP Ack message is generated.
Are there any additional parameters in comparison with the offer?
What is the destination IP address?
What is the destination MAC address?
13. Click Capture then forward until the packet reaches the router.
How do the source and destination MAC addresses change?
How do the source and destination IP addresses change?
Click Capture then forward until the packet reaches the PC. Check if the
configuration is set in the minimized window. Switch to the Realtime mode

and verify connectivity by accessing the www.mywebpage.com web page.
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14. Obtain the IP address on the other PC in the same subnet.
What address does it get assigned?

15. Verify connectivity with other devices.

E.4 Final questions

1. How many messages are exchanged during the initial address assignment?
What are they called?

2. What is defined by the lease time?

3. What is the relay agent used for?

4. When a relay agent is used in the DHCP communication, how does a server
identify which pool to use to assign the address?

5. How does a relay agent alter destination IP and MAC addresses while forwar-
ding the DHCP messages?
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Acronyms

APIPA

ARP

CCNA

CIDR

CLI

CMD

DBD

DHCP

DNS

DTE

GUI

HTTP

IP

ISN

LAN

LSAck

LSR

LSU

MAC

OSPF

RIP

RTT

SPF

SPT

Automatic Private IP Addressing
Address Resolution Protocol
Cisco Certified Network Associate
Classless Inter-Domain Routing
Command Line Interface
Command Prompt

Database Description

Dynamic Host Configuration Protocol
Domain Name System

Data Terminal Equipment
Graphic User Interface
Hypertext Transfer Protocol
Internet Protocol

Initial Sequence Number

Local Area Network

Link State Acknowledgment

Link State Request

Link State Update

Media Access Control

Open Shortest Path First
Routing Information Protocol
Round Trip Time

Shortest Path First

Shortest Path Tree

211



TCP Transmission Control Protocol

VLSM Variable-Length Subnet Mask
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