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Abstract. In the paper, an original construction of 
a coaxial flange for measurements of shielding efficiency 
of composite materials is presented. The measurement 
procedure is conceived as a differential method to suppress 
influence of a flange. Attention is turned to measurements 
of carbon composites used in aerospace industry. The 
studied materials exhibit a significant ability to shield 
electromagnetic radiation. The shielding efficiency is ris-
ing with material thickness and with the number of fiber-
to-fiber contacts. The optimal composite structure consists 
of 4 layers of carbon composite; more layers do not influ-
ence the shielding efficiency significantly. 
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1. Introduction 
Historically, magnesium-based alloys, plastic and fab-

ric materials or wood were exploited for aircraft construc-
tion. Since mid-1950s, conventional materials have been 
replaced by non-conventional ones like reinforced plastics 
and advanced composites. Even the use of aluminum and 
aluminum alloys has been notably diminishing from 80% 
to only around 15% of airframes [1]. 

In order to enhance aircraft design, the aircraft indus-
try began to produce synthetic fibers, and the use of com-
posite materials has been increasing. Speaking about com-
posites, the fiberglass, the graphite or aramids (Kevlar) 
have been usually considered [2]. Pioneered by aviation 
and aircraft industry, other industries have included com-
posites into their production as well. Auto racing, sport 
equipment, boating and defense industry belong to typical 
examples. 

The composite can be defined as a structure being 
composed from different materials. Such a general defini-
tion may refer to metal alloys which are made from various 

metals to enhance diverse characteristics, such as strength, 
ductility, conductivity or other desired properties. 

Similarly, the composition of composite materials can 
be seen as a combination of reinforcement components, 
e.g. a fiber, a whisker, or a particle [3]. These components 
form a structure being surrounded and held in place by 
a resin. When separated, reinforcement and resin are of to-
tally different properties than when combined. Even in 
their combined state, a possibility of identification and 
mechanical separation of components stay preserved. 

As an example, a concrete can be given. The concrete 
is a composite being composed of cement (resin) and 
gravel or reinforcement rods to reinforce the material. 

Compared to traditional materials used in aircraft in-
dustry, composites excel in an increased strength, and an 
ability to accommodate the performance needs. Moreover, 
the costs, the design and inspection ease, as well as the 
strength to weight criterion help composites to become the 
material of choice for aircraft construction [4]. 

On the other hand, electrical conductivity and shield-
ing efficiency of composites is lower compared to fully 
metallic structures. Therefore, the shielding efficiency has 
to be measured to ensure the requested electromagnetic 
properties of the composite structure [5], [6]. 

In [7], authors discussed theoretical and practical 
aspects of measurement of shielding efficiency by a coaxial 
flange. Here, the concrete with carbon fibers was the 
measured composite material. Using a vector network 
analyzer, frequency response of scattering parameters was 
recorded in the frequency range from 9 kHz to 1 GHz, and 
shielding efficiency was evaluated afterwards. Outputs of 
measurements by the coaxial flange were verified by 
antenna measurements and reference measurements using 
brass in the flange. 

In IEEE Xplore, approximately 100 papers focused 
on measurements of shielding efficiency of composite 
materials have been published in last 5 years. A significant 
number of papers is focused on measurements of: 

 Textile-based composite materials; e.g. [9], [10]; 
 Graphite-based materials; e.g. [11]; 
 Magnetic materials; e.g. [12], [13]; 
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 Epoxy materials; e.g. [14]; 
 Cement-based materials; e.g. [15], [16]. 

From the viewpoint of this paper, measurements of CFRP 
materials are relevant. In [17], free-space measurements 
were applied using a mono-conic antenna. Measurement 
outputs were analyzed considering needs of automotive 
applications. 

Next to the automotive applications, attention has 
been also turned to the protection of computer systems [18] 
and biomedical applications [19]. Pure aircraft applications 
have been discussed in [20] to [22]. 

In [7], [8], [2022], the ASTM D4935 standard was 
followed using a conventional coaxial flange. A deeper 
consideration of specific properties of aircraft composites 
resulted in the design of an original coaxial flange. In the 
paper, the new flange is compared with [7] in detail to 
show differences. 

In Sec. 2, the designed coaxial flange is described and 
compared with the existing one presented in [8]. Measure-
ment uncertainties are discussed in Sec. 3. In Sec. 4, sam-
ples of aircraft composites are measured and their optimal 
structure is discussed. Section 5 concludes the paper. 

Measurements have been verified by numerical sim-
ulations in CST Studio Suite. The comparison approves 
validity of results. 

Measurement of shielding efficiency is very important 
in the area of radio engineering. Thanks to the proper 
shielding, low-power signals (e.g., an on-board communi-
cation in the airplane) can be protected against high-power 
interferences (e.g., high intensity radiated fields generated 
outside the airplane). 

Specific composite materials used for the construction 
of airplanes require specific modifications of conventional 
measurement techniques. For this reason, the presented 
differential method was developed and the originally modi-
fied flange was designed. 

2. Coaxial Flange and Samples 
The coaxial flange is suitable for measuring the far-

field electromagnetic (EM) shielding efficiency (SE) of 
planar materials. From the measured data, near-field SE 
values may be calculated for magnetic (H) sources and 
electrically thin samples [925]. Electric (E) field SE 
values may be calculated from identical far-field data, but 
their validity and applicability have not been established. 

The measurement method is valid over a frequency 
range from 30 MHz to 1.5 GHz. The frequency limits are 
based on decreasing displacement currents caused by the 
decreased capacitive coupling at lower frequencies and 
an over-moding [25] at higher frequencies. The over-
moding denotes an excitation of modes other than the 
transverse electromagnetic one (TEM). 

A number of discrete frequencies should be selected 
within the range of measurement. For electrically thin, 
isotropic materials with frequency independent electrical 
properties (conductivity, permittivity, permeability), the 
measurement at few frequencies is sufficient since the far-
field SE values are frequency-invariant. If the material is 
not electrically thin or the parameters vary with frequency, 
measurements should be performed at more frequencies 
within the band of interest. 

2.1 Coaxial Flange 

A fundamental equipment setup is shown in Fig. 1. 
The coaxial flange is connected to the network analyzer. 
Physical dimensions of a coaxial flange are given in 
D4935–10 [26]. 

Figure 2 shows a half of a flange spread into particu-
lar structural elements. The coaxial flange is enlarged. The 
coaxial transmission line with special taper sections is 
completed by notched matching grooves to keep the char-
acteristic impedance 50 Ω throughout the entire length of 
the flange [27]. The impedance is checked and values 
higher than 60.5 Ω are corrected. 

Three aspects are important when designing the 
flange: 

 The pair of flanges holds the sample. This allows the 
capacitive delivery of energy into insulating materials 
through displacement currents. 

 A reference sample of the same thickness and electri-
cal properties as the load sample causes the same dis-
continuity in the transmission line as caused by the 
load sample. 

 Nonconductive (nylon) screws are used to connect 
two sections of the holder together during tests. This 
prevents the conduction of currents so that the desired 
displacement currents can dominate. This behavior is 
necessary for the correct operation of the sample 
holder. 

 
Fig. 1. Measurement of shielding efficiency: the fundamental 

measurement setup. 
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Fig. 2. Half of coaxial flange. Grey: parts from brass. Blue: 

parts from plexiglass. 

Comparing the designed coaxial flange with [7], the 
following differences can be identified: 

 Since a set of two samples is measured (a reference 
one and a load one), the influence of the coaxial 
flange to the measurement results is compensated. 

 Thanks to the flange construction, there are no practi-
cal restrictions on the measured sample size. 

 A wider frequency range of measurements is reached 
(1.5 GHz versus 1.0 GHz in [7]). 

Thanks to the described modifications of the flange, the 
shielding efficiency can be measured more accurately 
compared to [7]. 

Measurements [26] are no longer supported and fur-
ther developed by ASTM. Nevertheless, [6] is still fre-
quently used due to the simplicity and the ease of use. 

Measurements [26] do not require large transmitting 
and receiving antennas, shielded TEM cells or shockless 
chambers. Only a relatively small sample of a shielding 
material is needed to determine the shielding efficiency. 
Thus, measurements [26] are particularly suitable for re-
search laboratories and development facilities that develop 
and test novel shielding materials (thin conductive films, 
shielding fabrics, etc.). 

2.2 Test Samples 

For measurements, a set of two samples is used: a ref-
erence sample and a load one. The load sample and the 
reference one should be of the same thickness and should 
consist of the same material. As depicted in Fig. 3, both the 
samples are stored in the coaxial flange. 

Dimensions of samples are given in [26]. The annulus 
of the reference sample has diameters rin = 33.0 mm and 
rout = 76.2 mm. The load sample can be larger than the 
outer diameter of the flange on the holder but keeping them 
to the recommended dimensions will speed up handling. 

Thickness of samples is a critical dimension. For the 
best repeatability of measurements, thickness of the refer-
ence sample and the load sample should be identical and 
should meet the condition [26]: 

 t   / 100. (1) 

Here,  is the wavelength of electromagnetic wave propa-
gating at the frequency of measurement within the sample. 

 
Fig. 3. Samples in coaxial flange. Top: the reference sample. 

Bottom: the load sample. 

Thickness t of samples is considered to be identical if 
the difference ta < 25 μm and the ta / ta < 5% where the 
subscript a denotes the average value. 

Materials of samples can be both homogeneous and 
inhomogeneous, both single-layered and multi-layered, 
both conductive and non-conductive. The measured 
shielding efficiency of inhomogeneous materials depends 
on geometry and orientation of the sample, and repeatabil-
ity is worse than in case of homogeneous materials. 

2.3 Measurement Procedure 

Measured samples are clamped between the mirrored 
halves of the holder (see Fig. 3). Shielding efficiency is 
computed as a ratio of the incident power and the power 
transmitted by the load sample. 

After the calibration of the network analyzer, the co-
axial flange is connected and the dynamic range is deter-
mined. The dynamic range can be checked by comparing 
the maximum signal level (no sample in the flange) and the 

 
Fig. 4. Determination of the dynamic range: frequency re-

sponses of transmission coefficient for empty flange 
(blue) and flange with metallic load (red). 



RADIOENGINEERING, VOL. 30, NO. 4, DECEMBER 2021 657 

 

minimum one (metallic load sample). In Fig. 4, frequency 
responses of transmission coefficient for both the cases are 
depicted. 

The lower limit of the measurement system sensitivity 
is evaluated as a function of the sensitivity and the band-
width of the receiver. Narrowing the bandwidth of the 
receiver lowers the detectable signal level but increases the 
measurement time. 

Leakage caused by connectors or cables may reduce 
the dynamic range of the system because a parallel signal 
path, which does not pass through the sample, is created. If 
a step attenuator is connected in series with the holder, the 
detected minimum signal level is changed according to the 
attenuator setting. If the step attenuator does not create 
a leakage path, the leakage is negligible and the dynamic 
range is measured correctly. If signal levels do not corre-
spond, the attenuation should be increased until a one-to-
one correspondence is achieved. 

Since the leakage from a coaxial connector is given 
not only by the quality of the connector, but also by the 
torque when tightening the connector, connections should 
be rechecked. 

2.4 Holder Verification 

The sample holder should be initially checked by 
a time-domain reflectometer or another suitable instrument 
to ensure that the characteristic impedance 50.0 ± 0.5 Ω 
can be guaranteed. A time-domain system provides both 
the magnitude and the location of a mismatch. Each time 
the auxiliary equipment is connected to the sample holder, 
a reference sample has to be measured. 

Scattering parameters of the manufactured coaxial 
flange without a sample were verified by comparing simu-
lated and measured frequency responses. In Fig. 5, meas-
ured responses are compared with transient simulations in 
CST Microwave Studio. Since the flange is symmetrical, 
only the S11 and S21 are compared for clarity. The S-param-
eter S11 is identical with S22 and S12 with S21, as discussed 
later in the paper. 

 
Fig. 5. Comparison of measured S-parameters (solid line) and 

simulated ones (dashed line) of the flange. 

Responses differ at lower frequencies mainly (up to 
~0.5 GHz for S11) due to the material simplification in the 
simulation model. And moreover, connectors on the flange 
were not taken into the account in simulations. 

In simulations, production inaccuracies and tolerances 
were not considered. Since the coaxial flange is assembled 
from two halves, an imperfect combination of these halves 
can result in a capacity bond which can mainly influence 
measurements at lower frequencies. 

When comparing measurements and simulations, the 
dynamic measurement range has to be taken into account 
as well. Here, the S21 parameter reaches the value about 
90 dB in measurements and the value about 200 dB in 
simulations; such a small value of the simulated transmis-
sion coefficient can be hardly measured. The uncertainties 
described in Sec. 3 have to be added to measurements as 
well. 

In order to reach a better agreement between meas-
urements and simulations, models of a connector and 
wiring have to be developed and incorporated into the 
simulation model. Further, a tolerance analysis needs to be 
performed to evaluate the influence of manufacturing 
inaccuracies. The tolerance analysis shows that the critical 
role is played by the length of central pins and the dimen-
sions determining the overall length of the coaxial flange. 

Since the simulations were aimed to verify the fun-
damental functionality of the designed coaxial probe, addi-
tional analyses were performed in a limited extent. 

Values |S11| < 15 dB and |S22| < 15 dB in the whole 
range of interest refer to good impedance matching on the 
both flange ports. Values |S21| > 1 dB and |S12| > 1 dB in 
the measuring range approve an accurate design of the 
whole flange. 

The presented measurement method is based on 
a transversally split coaxial holder (Fig. 3). Into the holder, 
samples of a tested material are inserted. The measurement 
is based on comparison of capacitive coupling between the 
conductors in the holder when a load sample and a refer-
ence sample are inserted. 

The method is applicable for frequencies from 
30 MHz to 1.5 GHz. For frequencies lower than 30 MHz, 
the measurement is not accurate due to imperfect capaci-
tive coupling. High frequencies are limited by the excita-
tion by higher wave modes. 

The shielding efficiency is calculated by comparing 
attenuation of the reference sample and the load one. 

3. Measurement Uncertainty 
Operator-caused errors, sample-caused errors, and 

measurement system errors are considered to be the most 
significant errors. 

Operator-caused errors may be caused by the lack of 
experience or training. No limits can be related to such 



658 D. KRUTILEK, Z. RAIDA, J. DRINOVSKY, EXPERIMENTAL CHARACTERIZATION OF AIRCRAFT ELECTROMAGNETIC … 

 

errors. Nevertheless, the deviations might be large enough 
to indicate invalidity of results. 

Sample-caused errors may appear due to irregularities 
in samples. Isotropic and homogeneous samples with 
smooth surfaces provide the most repeatable results. If the 
reference sample and the load one have different thickness, 
a bias error can appear. If thickness of both samples is the 
same but irregular, random errors might appear. Inhomo-
geneity or anisotropy of samples causes various effects 
depending on the size and the geometry. Measurement 
experience shows that acceptable measurement repeatabil-
ity may be expected with exception of rough surfaces. 

Measurement system errors are caused by impedance 
mismatch, generator instabilities, leakage paths, limited 
dynamic ranges, limited frequency ranges, receiver errors 
etc. Nevertheless, a well-trained operator can perform 
measurements over the appropriate frequency range and 
within the dynamic range of the system, can avoid leakage 
paths, can use suitable attenuators to avoid mismatch, can 
monitor and adjust input power to keep it constant. Then, 
measurement system errors may be reduced to a very mod-
est part of the total error. 

In Tab. 1, a summary of estimated errors is given for 
favorable conditions and a skilled operator. The systemic 
error in the receiver is irrelevant since shielding efficiency 
measurement is differential. The random error related to 
the drift over a few-minute time period is relevant. 

If no attenuators are used, the mismatch error on the 
generator side is significant: 

 With the reference sample in the holder, the imped-
ance seen by the signal generator is determined al-
most entirely by the receiver. 

 With the load sample in the holder, the impedance 
seen by the signal generator is almost a short circuit 
for conductive samples. 

The impedance variation is reduced by the attenuator 
between the signal generator and the sample holder. The 
variation of the impedance level seen by the signal gener-
ator may also load the signal generator and cause the vari-
ation of the output power. 

These variations can be monitored by a bidirectional 
coupler, and can be compensated. The couplers are not 
shown as a part of the setup in Fig. 1. So, the error due to 
the generator instability is not compensated. The magni-
tude of the corrections measured with a coupler determined 
the magnitude of the effect if no compensation is used. 
 

Source Systemic Random 
Mismatch 0.5 dB 0.5 dB 
Power instability in signal generator 0.4 dB 0.4 dB 
Receiver calibration 0.3 dB 0.1 dB 
Total 1.2 dB 1.0 dB 

Tab. 1. Summary of estimated uncertainties [12]. 

4. Samples to Determine Optimal 
Structure 
In this section, samples measured by the presented 

method are described. The samples belong to carbon com-
posites used in the aviation industry as a skin of aircraft. 
An overview of samples is given in Tab. 2, their photo-
graphs are shown in Fig. 7. 

Measured samples are divided into two groups: 

 Samples 1 to 6 are made from Carbon-Fiber-Rein-
forced Polymer (CFRP). For multiple layers, the lay-
ers are laid so that the fibers of the composite inter-
sect by 45° in each layer. 

 Samples 8 to 13 consists of CFRP composite supple-
mented with a copper protective grid (Cu). A layer of 
Glass-Reinforced Plastic (GRP) covers the front side 
to protect the Cu grid against mechanical damage and 
to smoothen the surface. 

In addition, the Cu grid, which is protected by a GRP 
composite on both sides, is added as a sample 7. The role 
of the Cu grid is played by a structure produced by 
DEXMET [28]. Structure of the grid is depicted in Fig. 6, 
including basic dimensions. The DEXMET grid is an ex-
panded copper foil which is commonly used as an addi-
tional protection against lightning strikes. 
 

# Composition  Layers 
Weight

[g] 
Thickness

[mm] 
1 1× CFRP 1 57.0 0.31
2 2× CFRP 2 101.0 0.55
3 3× CFRP 3 143.0 0.72
4 4× CFRP 4 179.5 0.90
5 6× CFRP 6 262.0 1.28
6 8× CFRP 8 344.5 1.71
7 2× GRP + 1× Cu 3 158.0 0.69
8 1× GRP + 1×Cu + 1× CFRP 3 141.5 0.67
9 1× GRP + 1×Cu + 2× CFRP 4 191.0 0.82

10 1× GRP + 1×Cu + 3× CFRP 5 233.0 1.05
11 1× GRP + 1×Cu + 4× CFRP 6 290.0 1.30
12 1× GRP + 1×Cu + 6× CFRP 8 369.0 1.65
13 1× GRP + 1×Cu + 8× CFRP 10 467.0 2.10

Tab. 2. Parameters of measured samples. 

 
Fig. 6. Geometry and dimensions of the DEXMET grid 

3CU7-125A [28]. 
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 a) b) c) 

 
Fig. 7. Detailed photographs of the sample surfaces: 

a) samples 1-6, b) sample 7, c) samples 8-13. 

 
Fig. 8. Frequency response of shielding efficiency of CFRP 

composites (samples 1–6) and Cu grid + GRP (sample 
no. 7). Influence of the different number of layers. 

 
Fig. 9. Frequency response of shielding efficiency of CFRP 

protected composites (samples 8–13) and Cu grid + 
GRP (sample no. 7). Influence of the different number 
of layers. 

All the samples were measured. Results were post-
processed and are displayed in Figs. 8 and 9. 

Figure 8 shows frequency responses of shielding effi-
ciency of CFRP composites without the protective Cu grid 

for the different number of layers (samples 1 to 6). Obvi-
ously, shielding efficiency grows with the increasing num-
ber of layers. There is practically no difference between 4 
and 8 layers of CFRP (samples 4, 5 and 6). 

Figure 9 shows a comparison of CFRP composites 
with the protective Cu grid (samples 8 to 13). Compared to 
the unprotected version, a slightly better shielding effi-
ciency is reached but stronger resonances at lower frequen-
cies can be observed. This behavior is probably caused by 
the combination of a carbon composite and a grid shape. 
Again, there is no significant difference of shielding effi-
ciency between samples with 4, 6 or 8 layers (samples 11, 
12 and 13). 

In Fig. 8 and 9, frequency response of shielding effi-
ciency of the Cu grid (sample 7) is given as a reference. 

Performed measurements show that the shielding effi-
ciency of carbon composites is better than GRP composites 
protected by a Cu lattice (a higher number of GRP layers 
does not have a significant effect on shielding efficiency). 
This conclusion is valid for the protection against high 
intensity radiated fields (HIRF). When protecting the 
structure against lightning, a Cu lattice is necessary. 

5. Summary 
The paper deals with an original construction of a co-

axial flange for the measurement of shielding efficiency of 
composite materials. The novel construction is aimed to im-
prove properties of a standard coaxial flange D4935–10 [26]. 

In order to minimize the influence of a flange to ob-
tained results, the measurement procedure was conceived 
as a differential method. Behavior of the coaxial flange was 
simulated in the transient solver of CST Microwave Studio 
to approve validity of measurements. 

Using the developed measurement approach, the 
shielding efficiency of carbon fiber composites was stud-
ied. The studied materials exhibit a significant ability to 
shield electromagnetic radiation. For example, a carbon 
fiber structure with four layers and a thickness of 0.9 mm 
reaches shielding levels between 74.2 dB and 80.1 dB. 

The shielding efficiency of composites is rising with 
material thickness and with the number of fiber-to-fiber 
contacts. Thus, shielding efficiency is positively influenced 
not only by a higher volume fraction of fibers but also by 
continuity of conductive fibers along the transverse and 
parallel directions with respect to the incident wave. 

The shielding efficiency increases with frequency. 

In order to optimize the composite structure in terms 
of weight and shielding efficiency, only 4 layers of carbon 
composite are recommended to be used. More layers do not 
influence the shielding efficiency significantly. The results 
furthermore show financial and weight savings reached by 
replacing some layers with a glass fiber composite. 
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Observing shielding efficiency of carbon composites 
protected by a Cu grid, no significant difference can be 
identified. The Cu grid only increases the shielding effi-
ciency of glass-based composites. The Cu grid is used in 
combination with the carbon composite on the surface of 
aircraft as a protection against the lightning; currents up to 
200 kA can be conducted. 

The presented measured data are going to be used for 
the calibration of equivalent homogeneous numerical mod-
els of composites. These models will be used to simulate 
the effects of lightning and HIRF on composite aircraft. 
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