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Abstract: In this paper we focused on authentication of low-cost devices involved in Internet of
Things (IoT) in smart homes. We proposed a unilateral authentication protocol for authentication of
low-cost devices involved in IoT with a Control Unit (CU) of a smart house. The protocol allows
secure transmission of secret information between communication entities. Only cryptographic prim-
itives as Hash functions, XOR operations and Physical unclonable functions (PUFs) are necessary for
execution of the protocol. Security of the proposed protocol is described.
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INTRODUCTION

Nowadays, Information technology (IT) has become an inseparable part of human lives. The fastest
growing part of IT is Internet. Internet is used by many people on the Earth everyday. The form of
Internet is still in an evolution. Internet directs to its further phase now. The most important role in
this phase will play IoT. According to [1] it is expected that IoT, which excludes PCs, tablets and
smartphones, will grow to 26 billion units installed in 2020. This is a huge number and will play an
important role in human lives. IoT usually uses low-cost devices (which represent computationally
and resource constrained devices) to collect and exchange data from sensors and another equipment
by Wireless sensor network (WSN), RFID technology, 3G and 4G connections, Wi-Fi, WiMAX and
so on. Itis presumed that these devices will be everywhere around us and will help us in our day lives.
These devices will be implemented in smart homes, smart cities, hospital environment, industry mon-
itoring applications and so on. Since data from these devices are crucial for specialized applications,
it must be secured.

The most important terms in cryptographic security are authentication, confidentiality, integrity and
non-repudiation. With using authentication protocols it is possible to verify authenticity of entities
during electronic communications. Confidentiality ensures that only authorized entities can know the
secret information. Integrity ensures that data were not modified during transmission between com-
munication entities. Non-repudiation ensures that any communication entity cannot deny some fact
which was done before. Authentication between communication entities can be unilateral or mutual.
In case of unilateral authentication or one-way authentication, the first entity is authenticated to the
second entity or the second entity is authenticated to the first entity. In case of mutual authentication
communication entities are authenticated to each other. Mutual authentication is typically used to
ensure an extra level of security, for example, in financial transactions between organizations or in
some cases of access control.
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2 PHYSICAL UNCLONABLE FUNCTIONS

Many PUFs concepts have been presented over the past thirty years. The first studies cannot be called
PUFs by their authors, but they may have some PUF properties. This is due to the fact that the PUF
concept was systematically written only by Ravikanth Pappu in 2001. Pappu described the concept
of PUF in his dissertation thesis [2]. Pappu called PUFs Physical one-way functions (POWFs) and
defined them as functions which are easy to compute but hard to invert. Most concepts of PUFs are
based on heterogeneities and the differences between physical components of a device, which are
caused by manufacturing differences. Heterogeneities of the produced components are random and
they cannot be controlled by a manufacturing process. For this reason PUFs cannot be cloned. PUFs
represent an alternative to classic store of secret keys, which are stored in nonvolatile memories. In
PUFs secret keys are generated during an authentication process with using unique properties of the
concrete device. These unique properties depend on variations in the manufacturing process. In case
a secret key is stored in a nonvolatile memory, an attacker gets it. After that the attacker can perform
a clonning attack. A protection against this attack can be ensured by encryption of secret data if
a system is switched off. If the system is switched on, secret data are decrypted. PUFs can be used
as an alternative to a protection against clonning attacks. Most PUFs exploit the differences from
chips, which are caused by the differences in a manufacturing process, to generation unique keys
by direct outputs from system circuits of chips without explicitly storing them. PUFs can be used
for authentication (identification of chip) and generation of the secret keys. PUFs are functions with
an internal random character, which mostly exploit manufacturing variabilities to generation unpre-
dictable responses. Therefore, responses of PUFs are compared to fingerprints. An input of PUF is
called challenge and an output of PUF is called response. PUFs are not really mathematical func-
tions since these functions are able to produce several output values from one input value or from
several input values they can produce one output value. Challenge — response pair (CRP) is created
by mapping of challenges to corresponding responses (response = PUF (challenge)). Authentica-
tion by PUFs consists of two phases. The first is an initialization phase in which a PUF is inquired
and CRPs are stored in a database. In the second phase a challenge from the database is applied to
a PUF and an obtained response is compared with the corresponding response which is stored in the
database. If they are equal, the device will be authenticated. This phase is called an identification
phase or a verification phase.

PUFs can be created by many ways. Many of them can be used to authentication on low-cost devices.
Optical PUFs are represented in [3] and [4]. Other papers use a ring oscillator (RO) to build PUFs. In
[5] a lightweight RO-PUF is described. In this work [6] are described two methods to extract secret
keys from a ring oscillator. The papers [7] and [8] represent delay-based PUFs. The works [9] and
[10] use SRAM memory to build PUFs. PUFs can be used to authenticate, generate secret keys and
solve the “Night-shift problem”. PUFs bring more security and simultaneously reduction of costs.
PUFs do not require any permanent storage to save a unique secret information. PUFs are able to
generate the unique secret information “on-the-fly”. The main disadvantage of PUFs is their output
noise. All PUFs produce unstable responses, some of them are very sensitive to the environmental
conditions. These errors of outputs may have a random nature or a deterministic nature. Deterministic
generated errors are caused by differences of environmental conditions, differences of supply power,
ageing of components and so on. Random errors are caused by a peripheral noise. The noisy output
of a PUF is a problem for authentication. An error correction code (ECC) can be used to solve this
problem. The disadvantage is that an ECC requires a non-volatile memory. However, the PUF for
authentication can be implemented without an ECC. In this case the parameters of one PUF must be
different enough from the another PUF. Even a very noisy output can be identified correctly.
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3 OUR PROPOSAL OF AUTHENTICATION PROTOCOL WITH SECURE TRANSMISSION
OF INFORMATION FOR SMART HOMES

Many protocols for authentication of devices involved in IoT were proposed. [11] uses secret sharing
scheme to authentication. The authors of [12] use Elliptic Curve Cryptography (ECC) to authenti-
cation. [13] uses Fermat Number Transform (FNT) and Chinese Remainder Theorem (CRT) to au-
thenticated communication. The authors of [14] use some implicit certificates to authentication. [15]
shows a comparative study on various authentication protocols in WSN. We have proposed a strong
unilateral authentication protocol with secure transmission of information between a low-cost device
involved in IoT and CU of a smart house. The proposed protocol uses only Hash functions, XOR
operations and PUFs. Figure 1 shows the principle of the proposed protocol. On the left side of
Figure 1 a concept of wireless communication between low-cost devices involved in IoT and a CU of
a smart house is shown. The blue numbers represent the steps in the Figure 1 on the right side. On
the right side of Figure 1 an exchange of messages between a low-cost device and the CU during in
an authentication process can be seen.
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Figure 1: Principle of proposed protocol.

There are low-cost devices (D) —D,) and CU in the proposed protocol. The CU has a database of
CRPs of PUFs implemented in low-cost devices (D; — D,,). In case a low-cost device wants to send
an authenticated secret information to the CU, it will act as follows. The device in the step 1 sends
IPcy||IPp||0x01||h; to the CU. IPcy represents the IP address of the CU. IPp represents the IP address
of a low-cost device. 0x01 represents a type of a transmitted secret information, which the device will
send to the CU. The CU compares the received hash /| with its own hash h/l, which is computed by
a Hash function with using received IPcy ||[Pp||0x01. If they are equal, integrity of transmitted data
will be guaranteed. Subsequently, the CU in the step 2 sends IPp||IPcy ||0x01||challengep||h; to the
device. The device compares the received hash /, with its own hash hlz, which is computed by a Hash
function using received IPp||IPcy||0x01||challengep. If they are equal, integrity of transmitted data
will be guaranteed. The device D computes a responsep = PUF (challengep) and a hash(responsep).
Now the device performs an operation XOR with a secret information and the hash(responsep). The
size of the transmitted secret information must be equal to the size of the hash(responsep), in order
to the conditions of the Vernam cipher [16] will be satisfied. The size of the output hash function
can be equal for example 256 bits. The result of the operation XOR represents a public value p =
s @ hash(responsep). The device in the step 3 sends IPcy ||IPpl|p||hs to the CU. The CU compares
the received hash Az with his own hash h;, which is computed by a Hash function using received
IPcy ||[IPp||p. If they are equal, integrity of transmitted data will be guaranteed. Subsequently, the CU
computes hash(responsep) from the corresponding responsep from its database to the challengep,
which CU sent to the device. The CU computes the secret information s = p @ hash(responsep) using
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the received value p and the hash(responsep). The secret information can represent for example a
temperature from a gas boiler. In case the CU starts protocol, the step 1 will be skipped. In the
proposed protocol a light-weight variant of the Hash function SHA-3 or the light-weight hash function
LOCHA for WSN [17] can be used. The PUF suitable for implementation on low-cost devices is
presented for example in [5]. A suitable Error correcting code (ECC) must be included on outputs
of the used PUFs. An ECC for output of a PUF is necessary to secure transmission of the secret
information. In this case the Hamming distance between the save responsep in the database and the
computed responsep must be zero, in order to decryption of the secret information will be successful.

Authentication of the device D to the CU is achieved by CRPs of the PUF, which is implemented in
the low-cost device. Integrity of the received data is ensured by Hash functions (hashes &1 — h3). On
inputs of Hash functions all transmitted values are inserted. Randomness of messages is achieved by
CRPs, which are different for each PUFs. Unrepeatability is achieved by an assumption that each
CRP can be used only once. Non-repudiation of authentication of the device and receiving secret
information is achieved by CRPs. The corresponding responsep to the specific challengep can create
only one specific PUF, which is implemented in one specific low-cost device. Confidentiality of the
transmitted secret information is achieved by a Hash function, XOR operation and a PUF. The secret
information is XORed with the responsep, which is known only to the CU and to the device D, which
has implemented the corresponding PUF, which can be used to generate the corresponding responsep.
The proposed protocol can be implemented in the constrained application protocol (CoAP) [18] or in
the 6LowPAN [19].

4 CONCLUSION

In this paper a strong unilateral authentication protocol with secure transmission of information be-
tween a low-cost device involved in IoT and Control Unit of a smart house was presented. The
protocol uses only PUFs, Hash functions and XOR operations. Our protocol is easy to implement
on both ASIC and FPGA. The proposed protocol will be resistant to attacks coming from quantum
computers, due does not use PKI, Elliptic curves, hyperelliptic curves, class groups and so on. In our
feature work we will implement our protocol on suitable low-cost devices and we will test stability of
PUFs outputs against local environmental and voltage fluctuations.
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