Priloha 1

Monitoring pomoci SNMP

V této Casti ptilohy jsou na obrdzcich zobrazeny jednotlivé tabulky, které 1ze najit
na Dashboardu monitorovaciho systému Zabbix, pro dohled nad siti. Jednotlivé tabulky
se pak zobrazuji na jedné strance.

Recent Problems.
Time v
11:52:23
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115041
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11:00
09:16:38
Today
2018-04-08 04:15:56
Yesterday
2018-03-13 01:.02:42
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Info

Host

OKS-HK-DCO01-8W01

TEC-HK-DC01-8W02

TEC-HK-DC01-5W01

SEC-HK-VCENTER

OKS-CST-NTAP8200

OKS-HK-NTAP8200

Timew Recovery time Status
1:52:27 » 11:5427 RESOLVED
11:52:23 » PROBLEM
M:51:27 « PROBLEM
15126 PROBLEM
115126 » PROBLEM
115126 » PROBLEM
11:51:25 » PROBLEM
11:51:24 PROBLEM
15041« PROBLEM
11:50:39 » PROBLEM
11:42:27 » 11:4427 RESOLVED
114135 & 11:46:05 RESOLVED
114127 11:48:27 RESOLVED
11:41:26 11:48:26 RESOLVED
114126 » 11:48:26 RESOLVED
114126 » 11:48:26 RESOLVED
11:41:25 » 11:48:25 RESOLVED
11:41:24 11:49:24 RESOLVED
1140041 11:48:41  RESOLVED
11:40:39 & 11:48:39 RESOLVED

Obrazek 2: Dashboard — historie problému

Info

Problem - Severity

Host
OKS-HK-WAN-SWO2-MGMT

OKS-HK-3MP-3W05

OKS-HK-WAN-SW02-MGMT
OKS-HK-WAN-SWO01-MGMT
OKS-HK-WAN-SWO1-MGMT

OKS-HK-WAN-SWO1-MGMT

TEC-HK-DC01-8W02

TEC-HK-DCO1-3W01
OKS-HK-WAN-SW02-MGMT

9

PO1-primary

OKS-HK-WAN-SW02-MGMT

OKS-HK-WAN-SWO1-MGMT

OKS-HK-WAN-SWO1-MGMT

OKS-HKDCO1-8W01

TEC-HK-DCO1-8W02

T

CO1-8W01

-

Problem » Severity

Duration

5m15s

6m11s

6m12s

6m12s

6m12s

6m13s

6m 14s

6m57s

6m 59s

2h41m

d7h41m

27d 8h 54m

1m 1d 22h

Obrazek 1: Dashboard — dosud nevyiesené problémy v siti
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No
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Updated: 11:56:18



System status

Host group a Disaster
Cisco Firewalls

Cisco Routers

Cisco Switches

Datacentrum

FIM Virtual Servers

Network Devices

OKS Virtual Servers

Zabbix servers

High Average Warning

Information Not classified

Obrazek 3: Dashboard — status systému

Status of Zabbix

Farameter

Zabbix serveris running

Mumber of hosts (enabled/disabledfemplates)
Mumber of items (enabled/disabled/not supported)
Mumber of triggers (enabled/disabled [problemlok])

Mumber of users (online)

Required server performance, new values per second

Value Details

Yes localhost 10051
177 8612189

8078 TBE1/87 /110
4760 4698 /62 [0/ 4689]
7 1

123.96

Updated: 08:03:17

Obrazek 4: Dashboard — status Zabbix serveru

Updated: 11:57:16



Ukazka casti pridanych hosti

V této casti piilohy jsou zobrazena ¢ast pfidanych hostl. U kazdého hostu je
zobrazeno, kolik je na ném vytvofeno aplikaci, pocet monitorovanych itemi, pocet
nastavenych triggerti, grafli a kolik je nastaveno pravidel pro discovery. Déle jsou u
kazdého hosta vypsany jednotlivé Templaty, které ma dany host ptfifazené. Je zde také
vidét, zda je dany host povoleny a jakym zplsobem je monitorovan (v této ¢asti jsou hosti
monitorovani pomoci SNMP).

OK8-CST-DCO1-RTO1 Applications 9 tems 112 Triggers 42  Graphs 17 Discovery7 Web 10.252193.7:  Cisco Interface Discovery, Enabled EmE | nvOHE |

10050 Template ule Cisco
CISCO-ENVMON-MIB SNMPv2,
Template Module ICMP Ping,
Template Net Cisco 10S
SNMPv2_TEST (Template
Module Cisco CISCO-
MEMORY-POOL-MIB SHNMPvZ,
Template Module Cisco
CISCO-PROCESS-MIB
SNMPv2, Template Module
Ci entory SNMPv2,
Template Module Generic
SNMPv2_TEST)

OKS-CST-DCO1-RT02 Applicaions 9 ltems 52 Triggers 22 Graphs 7 Discovery7 Web 10.252.193.8:  Cisco Interface Discovery, Enabled B [ o |
10050 Template ule Cisco
CISCO-E ON-MIB SNMPv2,

Template Module ICMP Ping,
Template Net Cisco 103
SNMPvZ_TEST (Template
Module Cisco CISCO-
MEMORY-POOL-MIB SNMPv2,
Template Module Cisco

Template Moc
SNMPv2_TEST)

OKS-CST-DCO1-5Wo1 Applications @ Items 312 Triggers 114 Graphs so Discovery 7 Web 10252193 4: i nterface Discovery, Enabled m
10050
CISCO-ENVMON-MIB SNMPvZ,
Template ule Cisco
CISCO-PROCESS-MIB
SNMPv2Z, Template Module
Generic SNMPv2_TEST,
ule ICMP Ping
OKS-CST-DCO1-SW02 Applications 8 tems 313 Triggers 114 Graphs 50 Discovery7 Web 10.252.1935 Cisco Interface Discovery, Enabled EE
10050 Ci! \exus FRU
(PowerSupply, Fan, Temp),
Template ule Cisco
CISCO-E ON-MIB SNMPv2,
Template ule Cisco
CISCO-PROCESS-MIB
SNMPvZ, Template Module
Generic SNMPv2_TEST,
Template Module ICMP Ping
OKS-CST-DCO1-SWHMGMT Applications @ Items 183 Triggers 72 Graphs 31 Discovery7 Web 102521938 [ s |
10050
CISCO-ENVMON-MIB SNMPv2,
Template Module ICMP Ping,
Template Net Cisco 108
SNMPv2_TEST (Template
Module Cisco CISCO-
MEMORY-POOL-MIB SNMPv2,
Template Module Cisco
CISCO-PROCESS-MIB
SNMPvZ, Template Module
Cisco Inventory SNMPv2,
Template ule Generic
SNMPv2_TEST)
OKS-CST-ESX1 Applications 7 ems 92 Triggers4  Graphs  Discoverys Web 10.252.193.37: Template Module ICMP Ping,  Enabled EmE | nvOHE |
10050 Template SNMP ESX
OKS-CST-ESKZ Applications 7 tems 92 Triggers4  Graphs Discovery 5 Web 10.252.193.38. Template Module ICMP Ping,  Enabled Em m
10050 Template SNMP ESX
OKS-CST-ESX3 Applicaions 7 ltems 100 Triggers&  Graphs  Discoverys Web 10.252.193.39: Template Module ICMP Ping, ~ Enabled B [ o |
10050 Template SNMP ESX
OKS-CST-ESK4 Applications 7 ltems 92 Triggers 4  Graphs  Discovery5 Web 1025219340: Template Module ICMP Ping, [ s |
10050 Template SNMP ESX
OKS-CET-NTAPS200 Applications 7 tems 179 Triggers 55 Graphs Discovery 5 Web 10.252.19310: Template Module ICMP Ping,  Enabled Em m
10050 Template SNMP NetApp cDot
OKS-CST-NTAP8200-01 Applications 1 Items 3 Triggers 3 Graphs Discovery Web 10.252.183.11 Template Module ICMP Ping Enabled
10050

Obrazek 5: Vypis nékterych pridanych hostli na Zabbix serveru



Monitoring hosta OKS-HK-DCO01-SWO01 (latest data) a
vytvorené triggery

V této Casti jsou zobrazeny jednotlivé itemy a vytvofené triggery pro hosta
(switch) OKS-HK-3NP-SW04. Obrazek 6 a Obrazek 7 zobrazuji Latest data hosta vyse.
Latest data jsou zde zamérné, protoze kdyby zde byly zobrazeny pouze itemy, nebylo by
Z obrazka vidét, které hodnoty jsou vycitany. Sloupec Last value zobrazuje posledni
vy¢tenou hodnotu z hosta. Obrazek 8 a Obrazek 9 zobrazuji nastavené triggery a jejich
zavislosti na jiné triggery. Z obrazki je také vidét v jakém piipad¢ se trigger spusti (je
vidét syntaxe triggeru).

v Name a ue Cr

v CPU (1 Item)
# CPU utilization 2018-05-14 09:03:24 1% Graph

v Fans (4 ltems)
FanModule-1 2018-05-14 09:03:25 on (2) History
FanModule-2 2018-05-14 09:03:24 on(2) Histary
FanModule-3 2018-05-14 09:03:25 on(2) History
FanModule-4 2018-05-14 09:03:24 on (2) History

v General (5 ltems)
Device contact details 2018-05-14 09:01:24 who@where History
Device description 20138-05-14 02:01:24 Cisco NX-0S(tm) n3500 History
Device location 2018-05-14 09:01:24 snmplocation History
Device name 2012-05-14 02:01:24 CKS-HK-DCO1-SW0O1 Histary
System object ID 2018-05-14 09:.01:24 CISCO-SMI:ciscoMedul History

v Interface (336 Items)
Ethernet1/1: Interface 20158-05-14 09:03:24 Ethernet1/1 History
Ethernet1/1: Interface Input 2018-05-14 09:03:24 360.76 Kbits -17.73 Kbits Graph
Ethernet1/1: Interface Input Drop 2018-05-14 09:03:25 0 packets Graph
Ethernet1/1: Interface Output 2018-05-14 09:03:24 24 43 Kbits -92 23 Kbits Graph
Ethernet1/1: Interface Cutput Drop 2018-05-14 09:03:25 0 packets Graph
Ethernet1/1: Interface Speed 2013-05-14 02:03:24 4.29 Gbits Graph
Ethernet1/1: Interface Status 2018-05-14 09:03:24 up (1) Graph
Ethernet1/2: Interface 2013-05-14 09:03:25 Ethernet1/2 History
Ethernet1/2: Interface Input 2018-05-14 09:03:25 193.93 Kbits +17.56 Kbits Graph
Ethernet1/2: Interface Input Drop 2018-05-14 09:03:24 0 packets Graph
Ethernet1/2: Interface Output 2013-05-14 02:03:24 117 69 Kbits +06.23 Kbits Graph
Ethernet1/2: Interface Qutput Drop 2018-05-14 09:03:24 0 packets Graph
Ethernet1/2: Interface Speed 2018-05-14 09:03:24 4.29 Gbits Graph
Ethernet1/2: Interface Status 2018-05-14 09:03:25 up (1) Graph
Ethernet1/3: Interface 2018-05-14 09:03:25 Ethernet1/3 History
Ethernet1/3: Interface Input 2013-05-14 02:03:24 0 bits Graph
Ethernet1/3: Interface Input Drop 2018-05-14 09:03:24 0 packets Graph
Ethernet1/3: Interface Cutput 2018-05-14 09:03:24 0 bits Graph
Ethernet1/3: Interface Output Drop 2018-05-14 09:03:25 0 packets Graph
Ethernet1/3: Interface Speed 2018-05-14 09:03:24 4.29 Gbits Graph
Ethernet1/3: Interface Status 2015-05-14 03:03:24 down (2) Graph
Ethemnet1/4: Interface 2015-05-14 09:03:24 Ethernet1/4 History
Ethernet1/4: Interface Input 2018-05-14 09:03:24 0 bits Graph
Ethernet1/4: Interface Input Drop 2018-05-14 09:03:24 0 packets Graph
Ethernet1/4: Interface Cutput 2018-05-14 09:03:24 0 bits Graph
Ethernet1/4: Interface Output Drop 2013-05-14 02:03:25 0 packets Graph
Ethernet1/4. Interface Speed 2018-05-14 09:03:25 4.29 Gbits Graph
Ethernet1/4: Interface Status 2015-05-14 09:03:24 down (2) Graph
Ethemet1/5: Interface 2015-05-14 09:03:25 Ethemet1/5 History
Ethernet1/5: Interface Input 2018-05-14 09:03:24 147.31 Kbits -102.78 Kbits Graph
Ethernet1/5: Interface Input Drop 2013-05-14 02:03:25 0 packets Graph
Ethernet1/5: Interface Qutput 2018-05-14 09:03:25 249.29 Kbits +362.34 bits Graph
Ethernet1/5: Interface Cutput Drop 2018-05-14 09:03:24 0 packets Graph
Ethernet1/5: Interface Speed 2018-05-14 09:03:25 4.29 Gbits Graph

Obrazek 6: Latest data pro zatizeni SW OKS-HK-DCO01-SWO01(prvni ¢ast)
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Ethernet1/45: Interface
Ethernet1/45: Interface Input
Ethernet1/45: Interface Input Drop
Ethernet1/45: Interface Output
Ethernet1/45: Interface Output Drop
Ethernet1/45: Interface Speed
Ethernet1/45: Interface Status
Ethernet1/46: Interface
Ethemnet1/46: Interface Input
Ethemnet1/46: Interface Input Drop
Ethernet1/46: Interface Qutput
Ethemet1/46: Interface Qutput Drop
Ethernet1/4&: Interface Spesd
Ethernet1/46: Interface Status
Ethemnet1/47: Interface
Ethernet1/47: Interface Input
Ethemet1/47: Inferface Input Drop
Ethernet1/47: Interface Output
Ethernet1/47: Interface Qutput Drop
Ethernet1/47: Interface Spesd
Ethernet1/47: Interface Status
Ethernet1/48: Interface
Ethernet1/48: Interface Input
Ethernet1/48: Interface Input Drop
Ethernet1/48: Interface Qutput
Ethernet1/48: Interface Output Drop
Ethernet1/48: Interface Speed
Ethernet1/48: Interface Status
Memory (3 ltems)

Available Memory

Memary Free

Memory Used

Power Supply (2 ltems)
PowerSupply-1

PowerSupply-2

Status (5 ltems)

Device uptime

ICMP loss

ICMP ping

ICMP response time

SNMP availability

Temperature (4 liems)

ASIC Temperature senser status
ASIC Temperature Value

Intake Temperature sensor status

Intake Temperature Value

2018-05-14 03:04:24

2018-05-14 03:04:24

2018-05-14 03:04:24

2018-05-14 09:04:25

2018-05-14 09:04:24

2018-05-14 09:04:24

2018-05-14 09:04:24

2018-05-14 09:04:25

2018-05-14 09:04:24

2018-05-14 09:04:24

2018-05-14 09:04:24

2018-05-14 02:04:24

2018-05-14 09:04:25

2018-05-14 02:04:24

2018-05-14 09:04:25

2018-05-14 09:.04:25

2018-05-14 09:04:24

2018-05-14 09:04:24

2018-05-14 02:04:25

2018-05-14 02:04:25

2018-05-14 03:04:24

2018-05-14 03:04:24

2018-05-14 03:04:24

2018-05-14 03:04:25

2018-05-14 03:04:24

2018-05-14 03:04:25

2018-05-14 09:04:24

2018-05-14 09:04:24

2018-05-14 01:00:44

2018-05-14 09:04:24

2018-05-14 09:04:24

2018-05-14 09:04:54

2018-05-14 02:04:54

2018-05-14 02:04:54

2018-05-14 09:05:02

2018-05-14 09:05:02

2018-05-14 02:05:02

2018-05-14 02:04:40

2018-05-14 02:04:25

2018-05-14 03:04:24

2018-05-14 03:04:24

2018-05-14 03:04:25

Ethernet1/45
0 bits

0 packets

0 bits

0 packets
4.20 Gbits
down (2)
Ethernet1i48
0 bits

0 packets

0 bits

0 packets
4.29 Gbhits
down (2)
Ethernet1/47
0 bits

0 packets

0 bits

0 packets
4.20 Ghits
down (2)
Ethernet1/45
0 bits

0 packets

0 bits

0 packets
4.29 Ghits

down (2)

353GB
117 GB +449.22 KB

2,36 GB -442.22 KB

on(2)

on(2)

99 days, 14:45:43 +00:00:30
0%

Up (1)

57ms

available (1)

ok (1)
41°C
ok (1)

26°C

Obrazek 7: Latest data pro zafizeni SW OKS-HK-DCO01-SWO01(druha ¢ast)
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D Severity

0

D ‘Warning

0

D ‘Warning

O

D ‘Warning

0

D ‘Warning

|

D ‘Waming

D ‘Warning

Name a

Cisco Nexus FRU (PowerSupply, Fan, Temp): CPU utilization is
above warning threshold = 75%

Depends on:

OKS-HK-DCO01-SW01: CPU utilization is above waming
threshold = 90%

Cisco Nexus FRU (PowerSupply, Fan, Temp): CPU utilization is
above warning threshold = 90%

Depends on:

OKS-HK-DC01-SW01: Unavailable by ICMP ping

Interface Discovery: Ethernet1/1 Alias: INPUT is over 50%
maximum interface speed

Depends on:

OKS-HK-DCO01-5W01: Ethernet1/1 Alias” INPUT is over 90%
maximum interface speed

Interface Discovery: Ethernet1/1 Alias: INPUT is over 0%
maximum interface speed

Depends on:

OKS-HK-DC01-SW01: Unavailable by ICMP ping

Interface Discovery: Ethernet1/1 Alias: QUTPUT is over 50%
maximum interface speed

Depends on:

OKS-HK-DC01-5W01: Ethemnet1/1 Alias: QUTPUT is over 90%
maximum interface speed

Interface Discovery: Ethernet1/1 Alias: QUTPUT is over 90%
maximum interface speed

Depends on:

OKS-HK-DC01-SW01: Unavailable by ICMP ping

Interface Discovery: Ethernet1/1 Alias: status changed to DOWN
Depends on:
OKS-HK-DCO01-SW01: Unavailable by ICMP ping

Interface Discovery: Ethernet1/1 Alias: status changed to UP
Depends on:
OKS-HK-DC01-SW01: Unavailable by ICMP ping

Interface Discovery: Ethernet1/2 Alias: INPUT is over 50%
maximum interface speed

Depends on:

OKS-HK-DCO1-SW01: Ethernet1/2 Alias: INPUT is over 80%
maximum interface speed

Interface Discovery: Ethernet1/2 Alias: INPUT is over 90%
maximum interface speed

Depends on:

OKS-HK-DC01-SW01: Unavailable by ICMP ping

Interface Discovery: Ethernet1/2 Alias: QUTPUT is over 50%
maximum interface speed

Depends on:

OKS-HK-DC01-5W01: Ethemnet1/2 Alias: QOUTPUT is over 90%
maximum interface speed

Interface Discovery: Ethernet1/2 Alias: QUTPUT is over 0%
maximum interface speed

Depends on:

OKS-HK-DC01-SW01: Unavailable by ICMP ping

Interface Discovery: Ethernet1/2 Alias: status changed to DOWN
Depends on:
OKS-HK-DC01-SW01: Unavailable by ICMP ping

Interface Discovery: Ethernet1/2 Alias: status changed to UP
Depends on:
OKS-HK-DC01-SW01: Unavailable by ICMP ping

Interface Discovery: Ethernet1/3 Alias: INPUT is over 50%
maximum interface speed

Depends on:

OKS-HK-DCO1-SW01: Ethernet1/3 Alias: INPUT is over 90%
maximum interface speed

Interface Discovery: Ethernet1/3 Alias: INPUT is over 90%
maximum interface speed

Depends on:

OKS-HK-DC01-SW01: Unavailable by ICMP ping

Interface Discovery: Ethernet1/3 Alias: QUTPUT is over 50%
maximum interface speed

Depends on:

OKS-HK-DCO1-SW01: Ethemnet1/3 Alias: QUTPUT is over 90%
maximum interface speed

Expression

Problem: {OKS-HK-DC01-SW01 cisco nexus system cpu ulilfcisNexSysCpuUtil] last{#3)}=75
Recovery: {OKS-HK-DCO01-SW01:cisco.nexus.system.cpu.utilfcisNexSysCpuUtil). last({#5)}<75

Problem: {OKS-HK-DC01-5W01 cisco_nexus system cpu utilfcisMex SysCpuUtil] last{#3)}=90
Recovery: {OKS-HK-DCO01-8W01:cisco.nexus.system.cpu.utilfcisNexSysCpuUtil). last(#5)}<90

{OKS-HK-DC01-SW01-cisco.inter inputiciscolntMoninput 436207616] last{60)}>({OKS-HK-DCO1-
SWO01cisco.inter.speed[ciscolntSpeed.4362076 16]. last()}*0.50)

{OKS-HK-DC01-SW0 1 cisco.inter input[ciscolntMoninput 4362076 16] last{60)}> ({OKS-HK-DC01-
SWO1:cisco.inter.speed[ciscolntSpeed.4362076 16]. last()}*0.90)

{OKS-HK-DC01-SW0 1:cisco.inter.outputicisc olntMonOutput. 4362076 16).last{60)}> ({CKS-HK-DCO1-
SW01 cisco.inter speed[ciscolntSpeed 4362076 16].last()}*0.50)

{OKS-HK-DC01-SW01-cisco.inter outputiciscolntMonOutput 436207616) last{60)}>({OKS-HK-DCO1-
SWO01cisco.inter.speed[ciscolntSpeed.4362076 16]. last()}*0.90)

{OKS-HK-DCO01-SW01:cisco.inter.status[ciscolntMonStatus.436207616].last()}>{OKS-HK-DCO 1-
SW01:cisco. inter status[ciscolntMonStatus 4362076 16] last(, 10m)}

{OKS-HK-DCO01-8W01:cisco.inter.status[ciscolntMonStatus.436207616].last()}<{OKS-HK-DCO1-
SW0 1 cisco.inter status[ciscolntMonStatus. 4362076 16] last(, 10m)}

{OKS-HK-DC01-SW0 1 cisco.inter input[ciscolntMoninput 436211712] last{60)}={{OKS-HK-DCD1-
SWO1:cisco.inter.speed[ciscolntSpeed.436211712].1ast()}*0.50)

{OKS-HK-DCD1-SW0 1 cisco.interinput[ciscolntMoninput 4362117 12] last{B0)}>({OKS-HK-DCO1-
SWO1:cisco.inter.speed[ciscolntSpeed.436211712).1ast()}*0.90)

{OKS-HK-DC01-SW01-cisco.inter outputfciscolntMonQutput 4362117 12] last{60)}>({OKS-HK-DCO1-
SWO01cisco.inter.speed[ciscolntSpeed.4362 117 12]. 1ast()}*0.50)

{OKS-HK-DC01-SW0 1 cisco.inter outputfciscolntMonOutput 4362117 12] last{60)}>({OKS-HK-DCD1-
SW01cisco.inter.speed[ciscolntSpeed.4362 117 12].1ast()}*0.90)

{OKS-HK-DCO01-SW01:cisco.inter status[ciscolntMonStatus.436211712].last()}-{OKS-HK-DC01-
SW01 cisco.inter status[ciscolntMonStatus 4362 117 12].last({, 10m)}

{OKS-HK-DC01-SW01-cisco.inter status[ciscolntMonStatus 436211712] last()}<{OKS-HK-DC01-
SWO01 cisco.inter.status[ciscolntMonStatus.4362 117 12].last{, 10m)}

{OKS-HK-DC01-SW0 1 -cisco.interinput[ciscolntMonlinput 4362 15808].last{60)}={({OKS-HK-DCO1-

SWO1:cisco.inter.speed[ciscolntSpeed.436215808]. last()}*0.50)

{OKS-HK-DCO01-SW0 1 cisce.inter.input[ciscolntMoninput.436215808]. last{60) > ({OKS-HK-DCO1-
SWO1:cisco.inter.speed(ciscolntSpeed.436215808]. last()}*0.90)

{OKS-HK-DCO1-5W01:cisco.inter. i utput 436215808] {60)}>({OKS-HK-DCO1-
SWO01 cisco.inter.speed[ciscolntSpeed.436215308]. last()}*0.50)

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Obrazek 8: Vypis casti triggert na zatizeni SW OKS-HK-DCO01-SWO01(prvni ¢ast)
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]

Interface Discovery: Ethernet1/47 Alias: OUTPUT is over 90%
maximum interface speed

Depends on:

OKS-HK-DC01-SW01: Unavailable by ICMP ping

Interface Discovery: Ethernet1/47 Alias: status changed to DOWN
Depends on:
‘OKS-HK-DC01-SW01: Unavailable by ICMP ping

O

O

Interface Discovery: Ethernet1/47 Alias: status changed to UP
Depends on:

OKS-HK-DCO01-SW01: Unavailable by ICMP ping

D ‘Warning Interface Discovery: Ethernet1/48 Alias: INPUT is over 50% maximum
interface speed

Depends on:

OKS-HK-DC01-SW01: Ethernet1/48 Alias: INPUT is over 90%
maximum interface speed

Interface Discovery: Ethernet1/48 Alias: INPUT is over 90% maximum
interface speed

Depends on:

OKS-HK-DC01-SW01: Unavailable by ICMP ping

O

O
F
E!
2

Interface Discovery: Ethernet1/48 Alias: OUTPUT is over 50%
maximum interface speed

Depends on:

OKS-HK-DC01-8W01: Ethernet1/42 Alias: OUTPUT is over 30%
maximum interface speed

O

Interface Discovery: Ethernet1/43 Alias: QUTPUT is over 90%
maximum interface speed

Depends on:

OKS-HK-DC01-SW01: Unavailable by ICMP ping

]

Interface Discovery: Ethernet1/43 Alias® status changed to DOWN
Depends on:
OKS-HK-DC01-SW01: Unavailable by ICMP ping

]

Interface Discovery: Ethernet1/48 Alias: status changed to UP
Depends on:
OKS-HK-DC01-SW01: Unavailable by ICMP ping

Fan Discovery: FanModule-1 is in critical state or failed
Depends on:
OKS-HK-DC01-SW01: Unavailable by ICMP ping

O

Fan Discovery: FanModule-2 is in critical state or failed
Depends on:
OKS-HK-DC01-SW01: Unavailable by ICMP ping

O

Fan Discovery: FanModule-3 is in critical state or failed
Depends on:
OKS-HK-DCO01-SW01: Unavailable by ICMP ping

O

O

Fan Discovery: FanModule-4 is in critical state or failed
Depends on:
OKS-HK-DC01-SW01: Unavailable by ICMP ping

|:| ‘Warning Template Module ICMP Ping: High ICMP ping loss
Depends on:
OKS-HK-DC01-SW01: Unavailable by ICMP ping

D Warning Template Module ICMP Ping: High ICMP ping response time

Depends on:
OKS-HK-DC01-SW01: High ICMP ping loss
OKS-HK-DCO01-SW01: Unavailable by ICMP ping

Cisco Nexus FRU (PowerSupply, Fan, Temp): Memory usage is above
warning threshold = 80%

Depends on:

OKS-HK-DC01-SW01: Unavailable by ICMP ping

O

O
F
E!
2

Template Module Generic SNMPv2_TEST: No SNMP data collection

PowerSupply Discovery: PowerSupply-1 is in critical state or failed
Depends on:
OKS-HK-DCO01-SW01: Unavailable by ICMP ping

PowerSupply Discovery: PowerSupply-2 is in critical state or failed
Depends on:
OKS-HK-DCO01-SW01: Unavailable by ICMP ping

O

Severity Name a

0o

Depends on:
OKS-HK-DCD1-SW01: Temperature is above warning threshold = 65°C

Depends on:
OKS-HK-DCO01-SW01: Unavailable by ICMP ping

Depends on:
OKS-HK-DCD1-SW01: Teplota v Racku je vySsi jak = 40°C

Depends on:
OKS-HK-DC01-SW01: Unavailable by ICMP ping

O

O

Template Module ICMP Ping: Unavailable by ICMP ping

D Waming Template Module Generic SNMPv2_TEST: {HOST.NAME} has been restarted

Depends on:
OKS-HK-DCO1-SW01: No SNMP data collection

Obrazek 9: Vypis casti triggerl na zafizeni SW OKS-HK-DC01-SWO01(druha ¢ast)

Cisco Nexus FRU (PowerSupply, Fan, Temp): Temperature is above waming threshold > 50°C

Cisco Nexus FRU (PowerSupply, Fan, Temp): Temperature is above waming threshold > 65°C

Cisco Nexus FRU (PowerSupply, Fan, Temp): Teploia v Racku je vy&8i jak > 35°C

Cisco Nexus FRU (PowerSupply, Fan, Temp): Teploia v Racku je wy8i jak > 40°C

{OKS-HK-DC01-SW01:cisco.inter.outputfciscolntMonCutput. 436396032 last(60)}-({OKS-HK-DCD1-
SW01 cisco.inter speed[ciscolntSpeed.436396032] last()}*0.90)

{OKS-HK-DCO01-SW01:cisco.inter.status[ciscolntMonStatus.436396032) last()}>{OKS-HK-DCO1-
SWO1:cisco.inter status[ciscolntMonStatus. 436396032].last{, 10m)}

{OKS-HK-DCO01-SW01:cisco.inter.status[cisc olntMonStatus.4 36396032] last()}<{OKS-HK-DCO1-
SWO01:cisco inter status[ciscolntMonStatus 436396032] last{, 10m)}

{OKS-HK-DC01-SW01:cisco.inter.input[ciscolntMoninput.4 364001 28] last{60)}>({OKS-HK-DCO1-
SW01 cisco.inter speed[ciscolntSpeed. 436400128] last()}*0.50)

{OKS-HK-DC01-SW01:cisco.inter.input[ciscolntMoninput.4 364001 28] last{60)}>({OKS-HK-DCO1-
SWD01 cisco.inter speed[ciscolntSpeed. 436400128] last()}*0.90)

{OKS-HK-DCO01-SW01:cisco.inter.outpuifciscolntMonOutput 436400128] last{60)}>({OKS-HK-DCD1-
SWO1:cisco.inter speedfciscolntSpeed.436400128).last()}*0.50)

{OKS-HK-DCO01-SW01:cisco.inter.outpulciscolntMonQutput. 436400128].last{60)}>({OKS-HK-DCD1-
SWO1:cisco.inter speedfciscolntSpeed.436400128).1ast()}*0.90)

{OKS-HK-DC01-SW01:cisco inter statusfciscolntMonStatus 436400128] last()}>{OKS-HK-DCO1-
SWO1 cisco.interstatus[ciscolntMonStatus.436400128].last{, 10m)}

{OKS-HK-DC01-SW0 1 cisco.inter status[ciscolntMonStatus. 436400123] last()}<{OKS-HK-DCOD1-
SWO1:cisco.inter status[ciscolntMonStatus. 4364001 28].last{, 10m)}

{OKS-HK-DC01-SW01:nexus.fan. discovery[nexusFanDiscovery. 534] last(#3)}=1 or {OKS-HK-DCO1-
SWO01:nexus.fan.discovery[nexusFanDiscovery.534] last(#3)}-2

{OKS-HK-DCO01-SW01:nexus.fan.discovery[nexusFanDiscovery.535].last(#3)}=1 or {OKS-HK-DCD1-
SWO1:nexus.fan.discovery[nexusFanDiscovery.535]. last(#3)}-2

{OKS-HK-DC01-SW01:nexus.fan.disc overy[nexusFanDiscovery.536].last(#3)}=1 or {OKS-HK-DCOD1-
SWO01:nexus fan discovery[nexusFanDiscovery 536] last(#3)}=2

{OKS-HK-DC01-SW01:nexus.fan disc overy[nexusFanDiscovery.537].last(#3)}=1 or {OKS-HK-DCOD1-
SW01:nexus.fan. discovery[nexusFanDiscovery 537] last(#3)}=2

{OKS-HK-DC01-8W01-icmppingloss. min{5m)}>{8ICMP_LOSS_WARN} and {OKS-HK-DCD1-
SWO1:icmppingloss. min(5m)}<100

{OKS-HK-DC01-SW01-icmppingsec avg(5m)}={$ICMP_RESPONSE_TIME_WARN}

{OKS-HK-DC01-SW01:cisco.nexus.memory. noryUsed].k
SW01 cisco nexus memory availciscoNexusMemoryAvail] last{0)}*0.8)

t(0)}=({OKS-HK-DCO1-

{OKS-HK-DCO1-SW01-zabbix[host snmp, available]. max({SSNMP_TIMEQOUTH}=0
{OKS-HK-DCO01-SW01:nexus.ps.discovery[nexusPSDiscovery.470].last{)}=1 or {OKS-HK-DCO1-
SWO01:nexus ps discovery[nexusPSDiscovery 470] last{)}=2

{OKS-HK-DC01-SW01:nexus.ps.discovery[nexusPSDiscovery.471].last{)}=1 or {OKS-HK-DCO1-
SW01:nexus.ps. discovery[nexusPSDiscovery 47 1] last()}=2

Expression
Problem: {OKS-HK-DCO1-SW01:temperature nexus.asic last(#3)}=50
Recovery: {OKS-HK-DCO1-SW01:temperature nexus.asic last{#5)}<50

Problem: {OKS-HK-DCO1-SW01:temperature nexus.asic last(#3)}=65
Recovery: {OKS-HK-DCO1-SW01:temperature nexus.asic_last(#5)}<65

Problem: {OKS-HK-DCO1-SW01:temperature nexus.intake last{#3)}=35
Recovery: {OKS-HK-DC01-SW01:temperature nexus.iniake last(#5)}=35

Problem: {OKS-HK-DC01-SW01-temperature nexus intake last{#3)}>40
Recovery: {OKS-HK-DC01-SW01:temperature nexus.iniake last(#5)}=40

{OKS-HK-DCD1-SW01:icmpping.max(#3)}=0

{OKS-HK-DCD1-SWD1:system.uptime. last(}}<10m
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Monitoring hosta OKS-HK-ESXO01 (latest data) a vytvorené
triggery

V této Casti jsou zobrazeny jednotlivé itemy a vytvofené triggery pro hosta
hypervisor OKS-HK-ESX01. Obrazek 10 a Obrazek 11 zobrazuji Latest data. Sloupec
Last value zobrazuje posledni vy¢tenou hodnotu z hosta. Jak je vidét z obrazka tak
monitorované itemy jsou rozdilné oproti OKS-HK-DCO01-SWO01 vyse. Monitoruji se zde
jednotlivé pfipojené disky, informace o zafizeni, pamét RAM, jednotliva CPU,
dostupnost zafizeni a jednotlivé virtudlni stanice, které jsou pod timto hypervisorem
spusténé. Obrazek 12 zobrazuje nastavené triggery a jejich zavislosti na jiné triggery.
Z obrazk je také vidét v jakém piipad¢ se trigger spusti (je vidét syntaxe triggeru).

v Name a Last check Change

v Disk partitions (12 ltems)
vmisivolumes/5a58bb60-68d413c4-de 7e-0025b500001¢: Storage Free % 2018-05-14 09:07:35 27.22% Graph
vmisivolumes/5a58bb80-88d413c4-dc7e-0025b500001c: Storage Free Space 2018-05-14 02:07:38 1.71 TBytes Graph
Mmisivolumes/5a58bbB0-68d413c4-dc 7e-0025b500001c: Storage Size 2018-05-14 09:.07:41 6.29 Thytes Graph
Ivmisivolumes/5a58bb60-68d413c4-dc7e-0025b500001c: Storage Used 2018-05-14 09:07 .44 4.58 TBytes Graph
misivolumes/5830ccd1-dfad2c86-fabd-002505aa0000: Storage Free % 2018-05-14 09:07:33 5.94 % Graph
Mvmifsivolumes/5830ccd1-dfa42c86-fab4-002505aa0000: Storage Free Space 2018-05-14 09:07:36 373.86 GBytes Graph
vmisivolumes/5830ccd1-df948c86-fabd-002505aa0000: Storage Size 2018-05-14 02:07:39 £.20 Thytes Graph
Mmisivolumes/5830ccd1-df948c86-fabd-002505aa0000: Storage Used 2018-05-14 09:07:42 5.02 TBytes -4 MBytes Graph
Ivmisivolumes/5919b30d-79360269-55de-0025b500001¢: Storage Free % 2018-05-14 09.07.24 97.89 % Graph
vmisivolumes/5919b30d-79360269-55de-0025b500001¢: Storage Free Space 2018-05-14 09:07:37 2.05 TBytes Graph
vmisivolumes/5919b30d-79360269-55de-0025b500001¢: Storage Size 2018-05-14 050740 2.1 Tbytes Graph
Jvmisivolumes/5919b30d-79360269-55de-00250b50000 1c: Storage Used 2015-05-14 09:07:43 4416 GByles Graph

v General (5 liems)
ESXi name 2018-05-14 02:50:56 oks-hk-oob-esx1.sec.ce... History
ESXi uptime 2018-05-14 02:55:57 40 days, 14:31:03 +00:05:00 Graph
ESXi Version 2018-05-14 08:51:00 650 Histary
ESXi Viviware Build 20158-05-14 03:50:59 7967591 Graph
System ESXI Uptime 2018-D5-14 08:55:55 40 days, 14:32.01 +00:04:59 Graph

» Interfaces (26 ltems)

v Memory (5 ltems)
Memory Available 2018-05-14 08:55:30 274 50 GBytes Graph
Memory Free 2018-05-14 09:07:29 123.41 GByles -547 37 KBytes Graph
Memary Free % 2018-05-14 09:07.28 44.94 % Graph
Memory Used 2018-05-14 09:07:32 151.18 GBytes +31.92 KBytes Graph
Memoary Used % 2018-05-14 09:07:31 55.06 % Graph

v Processors (48 ltems)
AVG CPU Load 2015-05-14 09:07:58 4% Graph
Used CPU% CPU Pkg/lD/Node: 0/0/0 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20GH 2018-05-14 09:07.34 2% 1% Graph
Used CPU% CPU Pkg/ID/Node: 0/1/0 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20GH 2018-05-14 09:07:35 2% +1% Graph
Used CPU% CPU Pkg/ID/Node: 0/2/0 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20GH 2018-05-14 09:07:36 1% 1% Graph
Used CPU% CPU Pkg/ID/Node: 0/3/0 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2 20GH 2018-05-14 09:07:37 2% 1% Graph
Used CPU% CPU Pkg/ID/Node: 0/4/0 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2 20GH 2015-05-14 09:07:38 1% -1% Graph
Used CPU% CPU Pkg/ID/Node: 0/5/0 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20GH 2018-05-14 09:07.29 4% +2% Graph
Used CPU% CPU Pkg/ID/Node: 0/6/0 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20GH 2018-05-14 09:07:40 1% 1% Graph
Used CPU% CPU Pka/ID/Node: 0/7/0 Intel(R) Xeon(R) GPU E5-2650 v4 @ 2 20GH 2018-05-14 09:07:41 1% 1% Graph
Used CPU% CPU Pkg/ID/Node: 0/8/0 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2 20GH 2015-05-14 09:07:42 1% Graph
Used CPU% CPU Pkg/ID/Node: 0/9/0 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2 20GH 2015-05-14 09:07:43 1% Graph
Used CPU% CPU Pkg/ID/Node: 0/10/0 Intel(R} Xeon(R) CPU E5-2650 v4 @ 2.20G 2018-05-14 09:07:44 2% +2% Graph
Used CPU% CPU Pkg/D/Node: 0/11/0 Intel{R) Xeon{R) CPU E5-2650 v4 @ 2.20G 2018-05-14 09:07:45 1% 1% Graph
Used CPU% CPU Pka/ID/Node: 0/12/0 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20G 2018-05-14 09:07:46 2% Graph
Used CPU% CPU Pkg/ID/Node: 0/13/0 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20G 2015-05-14 09:07:47 2% +1% Graph
Used CPU% CPU Pkg/ID/Node: 0/14/0 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20G 2018-D5-14 09:.07.48 2% 1% Graph
Used CPU% CPU Pkg/iD/Node: 0/15/0 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20G 2018-05-14 09:07:49 2% 1% Graph
Used CPU% CPU Pkg/ID/Node: 0/16/0 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20G 2018-05-14 09:07:50 1% 1% Graph

Obrazek 10: Latest data pro zatizeni ESXi OKS-HK-ESXO01 (prvni ¢ast)



Used CPU% CPU Pka/ID/Node: 1/39/1 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20G

Used CPU% CPU Pka/iD/Node: 1/40/1 Intel{R) Xeon(R) CPU ES-2650 v4 @ 2.20G

Used CPU% CPU Pka/ID/Node: 1/41/1 Intel{(R) Xeon(R) CPU E5-2650 v4 @ 2.20G

Used CPU% CPU Pka/ID/Node: 1/42/1 InteliR) Xeon(R) CPU E5-2650 v4 @ 2.20G

Used CPU% CPU Pka/ID/Node: 1/43/1 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20G

Used CPU% CPU Pka/ID/Node: 1/44/1 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20G

Used CPU% CPU Pkg/ID/Node: 1/45/1 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20G

Used CPU% CPU Pka/ID/Node: 1/46/1 Intel(R) Xeon(R) CPU E5-2650 v4 @ 2.20G

Used CPU% CPU Pka/ID/Node: 1/47/1 Intel{R) Xeon(R) CPU E5-2650 vd4 @ 2.20G

Sta

tus (3 ltems)

ICMP loss

ICMP ping

ICMP response time

Virtual Machines (72 liems)

Vi

W

Vh:

VM:

Vh:

VM:

W

W

W

Vh:

VM:

Vh:

VM:

W

VM:

W

Vh:

W

Vh:

VM:

Vi

VM:

W

W

T JEVP-HK-MGMNTO1: Available Memory
JEVP-HK-MGMNTO1: Guest State
JEVP-HK-MGMNTO1: Number of CPU
JEVP-HK-MGMNTO1: Power State
JEVP-HK-MSSQLDT: Available Memary
JSVP-HK-MSSQL01: Guest State
JEVP-HK-MSSQL01: Number of CPU
JEVP-HK-MSSQLDT: Power State
JEVP-HK-SED01: Available Memory
JEVP-HK-SED: Guest State
JEVP-HK-SED1: Number of CPU
JSVP-HK-SED: Power State
OKS-HK-AHO1: Available Memory
OKS-HK-AHD1: Guest State
OKS-HK-AHO1: Number of CPU
OKS-HK-AHD1: Power State
OKS-HK-CA-CEZd: Available Memory
OKS-HK-CA-CEZd: Guest State
CKS-HK-CA-CEZd: Number of CPU
OKS-HK-CA-CEZd: Power State

- OKS-HK-COP1RCA-CEZD: Available Memaory
OKS-HK-COP1RCA-CEZD: Guest State
CKS-HK-COP1RCA-CEZD: Number of CPU

OKS-HK-COP1RCA-CEZD: Power State

2018-05-14 03:10:13

20158-05-14 02:10:14

2015-05-14 02:10:15

2018-05-14 02:10:16

2015-05-14 021047

2018-05-14 0%:10:18

2015-05-14 09:09:18

2018-05-14 0%:10:20

2018-05-14 0%:09:21

2018-05-14 02:10:18

2015-05-14 02:10:18

2018-05-14 02:10:18

2018-05-14 03:00:42

2018-05-14 0%:10:20

2018-05-14 02:00:04

2018-05-14 02:09:26

2015-05-14 09:09:38

2018-05-14 021017

2015-05-14 03:00:01

2018-05-14 09:09:23

2018-05-14 0%:09:30

2018-05-14 03:10:08

2018-05-14 08:59:52

2015-05-14 02:10:74

2018-05-14 02:09:34

2015-05-14 02:10:12

2018-05-14 02:59:56

2015-05-14 021018

2018-05-14 03:00:43

20158-05-14 09:09:21

2015-05-14 03:00:05

2018-05-14 02:09:27

2015-05-14 09:09:28

2018-05-14 02:10:06

2015-05-14 02:01:10

2018-05-14 0%:10:12

13 %
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Obrazek 11: Latest data pro zatizeni ESXi OKS-HK-ESX01 (druha ¢ast)
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O - Memory Discovery: Available Memory is less than 10%

D ‘Waming Template Module ICMP Ping: High ICMP ping loss
Depends on:
OKS-HK-ESX1: Unavailable by ICMP ping

[ waming Template Module ICMP Ping: High ICMP ping response time

Depends on:
OKS-HK-ESX1: High ICMP ping loss
OKS-HK-ESX1: Unavailable by ICMP ping

Template Module ICMP Ping: Unavailable by ICMP ping

oo

Wirtual Machines Discovery: VM JSVP-HK-MGMNTO is
POWERED OFF

Depends on:

COKS-HK-ESX1: Unavailable by ICMP ping

(I

O

Wirtual Machines Discovery: VM JSVP-HK-MGMNTO is
POWERED ON

Depends on:

OKS-HK-ESX1: Unavailable by ICMP ping

Wirtual Machines Discovery: VM JSVP-HK-MSSQLO is
POWERED OFF

Depends on:

OKS-HK-ESX1: Unavailable by ICMP ping

Wirtual Machines Discovery: VM JSVP-HK-MSSQLO is
POWERED ON

Depends on:

OKS-HK-ESX1: Unavailable by ICMP ping

Wirtual Machines Discovery: VM JSVP-HK-SEQ1 is
POWERED OFF

Depends on:

OKS-HK-ESX1: Unavailable by ICMP ping

Wirtual Machines Discovery: VM JSVP-HK-SEQ1 is
POWERED ON

Depends on:

OKS-HK-ESX1: Unavailable by ICMP ping

Wirtual Machines Discovery: VWM OKS-HK-AHO1 is
POWERED OFF

Depends on:

OKS-HK-ESX1: Unavailable by ICMP ping

Wirtual Machines Discovery: VWM OKS-HK-AHO1 is
PCWERED ON

Depends on:

OKS-HK-ESX1: Unavailable by ICMP ping

Wirtual Machines Discovery: VM OKS-HK-CA-CEZd is
POWERED OFF

Depends on:

OKS-HK-ESX1: Unavailable by ICMP ping

Virtual Machines Discovery: VM OKS-HK-CA-CEZd is
POWERED ON

Depends on:

OKS-HK-ESX1: Unavailable by ICMP ping

Wirtual Machines Discovery: VM OKS-HK-CDP1RCA-CEZD
is POWERED OFF

Depends on:

OKS-HK-ESX1: Unavailable by ICMP ping

Wirtual Machines Discovery: VM OKS-HK-CDOP1RCA-CEZD
is POWERED ON

Depends on:

COKS-HK-ESX1: Unavailable by ICMP ping

Wirtual Machines Discovery: VM OKS-HK-DC02 is
POWERED OFF

Depends on:

OKS-HK-ESX1: Unavailable by ICMP ping

Wirtual Machines Discovery: VM OKS-HK-DC02 is
POWERED ON

Depends on:

OKS-HK-ESX1: Unavailable by ICMP ping

{OKS-HK-ESX1:.vmwhemUsed[7].last{0)} / {OKS-HK-
ESX1 - vmwhemTotal[7]. last{0}} = 0.9

{OKS-HK-ESX1 icmppingloss min{Gm)}={SICMP_LOSS_WARN} and {OKS-HK-
ESX1.icmppingloss.min{8m)}=100

{OKS-HK-ESXTicmppingsec.avg(Sm)}={8ICMP_RESPONSE_TIME_WARN}

{OKS-HK-ESX1:icmpping. max(#3)}=0

JOKS-HK-ESX 1 vmwMPower20]. str{ipowered on #0)}=1 and {OKS-HK-
ESX1.vmw\VMPower]90] str{powered offji=1

{OKS-HK-ESX1-vmuw\MPower[90] str{powered off #50)}=1 and {OKS-HK-
ESX1.vmw\VMPower]90] stripowered on)}=1

JOKS-HK-ESX1 -vmu/'MPower]36] stripowered on #50)}=1 and {OKS-HK-
ESX1:vmwVMPower]36] str(powered offfi=1

JOKS-HK-ESX 1 :vmuw/MPower]36]. str{powered off #0)}=1 and {OKS-HK-
ESX1:vmwVMPower]36] str(powered onji=1

JOKS-HK-ESX 1 vmw'MPower[74]. str{powered on #60)}=1 and {OKS-HK-
ESX1:vmw\WMPower[7 4] str{powerad off}=1

JOKS-HK-ESX 1 vmwIMPower[7 4] str{powered off #50)}=1 and {OKS-HK-
ESX1:vmw\WMPower[7 4] stripowered on)}=1

JOKS-HK-ESX1:vmwy/)MPower(51]. stripowered on #60)}=1 and {OKS-HK-
ESX 1 vmwy/MPower(s1] stripowered offl}=1

{OKS-HK-ESX1:vmwMPower51].stripowered off #50)1=1 and {OKS-HK-
ESH1:vmw\VMPower(31]. strpowered on)j=1

{OKS-HK-ESX1:vmwhMPower[91].stripowered on,#60)}=1 and {OKS-HK-
ESX1 vmw\VMPower]91] stripowered offj}=1

{OKS-HK-ESX1:vmwhMPower[91].stripowered off #60)}=1 and {OKS-HK-
ESX¥1 vmw\VMPower]31] str{powered on)}=1

{OKS-HK-ESX 1:.vmwhMPower(72].stripowered on,#60)}=1 and {OKS-HK-
ESX¥1 - vmw\MPower(72] stripowered offji=1

JOKS-HK-ESX 1 vmuw/ M Power[7 2] str{ipowered off #0)}=1 and {OKS-HK-
ESX1.vmw\VMPower[72] str{powered on)}=1

JOKS-HK-ESX1 -vmuw/MPower[70] str{powered on #60)}=1 and {OKS-HK-
ESX1.vmw\VMPower[70] stripowered offji=1

JOKS-HK-ESX 1 vmu/MPower[70] str{ipowered off #0)}=1 and {OKS-HK-
ESX1.vmw\MPower[70] stripowered on)}=1

Enabled

Enanled

Enabled

Enabled

Enanled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enanled

Enanled

Obrazek 12: Vypis ¢asti triggert pro zatizeni ESXi OKS-HK-ESX01
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Ukazka vytvorenych grafi

V této Casti ptilohy je zobrazen screen na hostu switch OKS-HK-WAN-SWO01-
MGMNT. Je zde vidét ¢ast monitorovanych rozhrani, kde pro kazdé z nich je zde datova
prostupnost pro downlink a uplink (input a output). Pokud je potieba grafy zobrazovat
samostatné, staci pouze kliknout na dany graf.

OKS-HK-WAN-SWO1-MGMT: GigabitEthernet1/0/6: Interface data rate (1d) OKS-HK-WAN-SWO1-MGMT: GigabitEthernet1/0/7: Interface data rate (1d)

60 Mbits 15 Kbits
40 Mbits 10 Kbits
20 Mbits 5 Kbits
0 bits 0 bits
L8288 8235858885228 228288 8 2 £ 8585588888858 28s888s535888838¢s8 8
AR ER e d a8 sdgg3sEsEEs A a8 3555558 Jd8g38883858588 845 A
~ 2 = & 2 =
] 3 3 3
: : : :
last min avg last min avg
M GigabitEthernet1/0/6: Interface Input [avg] 159.59 Kbits 0 bits  17.75 Kbits M GigabitEthernetl/0/7: Interface Input [avg] 968,05 bits 809,35 bits 1,02 Kbits 16
M GigabitEthernet1/0/6: Interface Output  [avg] 10.51 Kbits 582,93 bits  103.6 Kbits M GigabitEthernetl/0/7: Interface Qutput  [avg] 280,01 bits 127,65 bits 352 bits 32

OKS-HK-WAN-SWO1-MGMT: GigabitEthernet1/0/9: Interface data rate (1d)

OKS-HK-WAN-SWO1-MGMT: GigabitEthernet1/0/10: Interface data rate (1d)

1.5 bits 1.5 Kbits
1.0 bits 1.0 Kbits
0.5 bits 05Kb\tsl|.l.ll|llll||ﬂ.l|||l||I.Ll|.|]ll]ll|.] Lkl U
0,0, O 1 5 L L 0
0 bits 0 bits
N2 2852228282222 88828258888 ¢2¢& 8 49 M2 8228288282222 :8:2:28:88 ¢85 £8 8 49
acddsn 245 gdidsgSdeio g oq da2 2 aE L2828 s 8dgs833d885s588=2=2 4
b} 3 b} i} 3 b}
2 2 E 2
3 3
last min avg max last min av
W GigabitEthernet1/0/9: Interface Input [avg] Obits Obits 0bits 0 bits M GigabitEthernet1/0/10: Interface Input [avg] 402,94 bits 334,29 bits 444,03 bits
M GigabitEthernet1/0/9: Interface Output  [avg] Obits 0bits 0bits 0 bits @ GigabitEthernet1/0/10: Interface Qutput  [avg] 197.46 bits ~ 140.47 bits 252.1 bits

OKS-HK-WAN-SWOT1-MGMT: GigabitEthernet1/0/12: Interface data rate (1d) OKS-HK-WAN-SWO1-MGMT: GigabitEthernet1/0/13: Interface data rate (1d)
1.5 bits 1.5 bits
1.0 bits 1.0 bits
0.5 bits 0.5 bits
0 bits 0 bits
£ 828 22 828822822 228 ¢ 2 8 £ 88 8 22 838822288822 8¢ 8 8 2 8
AEfdereagdyRgssgagegsgds s aE s M8 Ee a8 J8RgE88zEes888 34
~ 2 = & 2 =
] 3 E 3
3 3 3 3
last min avg max last min avg max
M GigabitEthernet1/0/12: Interface Input [avg] Obits 0Obits 0bits 0 bits M GigabitEthernetl/0/13: Interface Input [avg] Obits Obits Obits 0 bits
M GigabitEthernet1/0/12: Interface Output  [avg] O bits  0bits  0bits 0 bits @ GigabitEthernet1/0/13: Interface Qutput  [avg] 0bits 0bits 0bits 0 bits

OKS-HK-WAN-SWO1-MGMT: GigabitEthernet1/0/15: Interface data rate (1d)

OKS-HIK-WAN-SWO1-MGMT: GigabitEthernet1/0/16: Interface data rate (1d)

60 Mbits 1.5 bits
40 Mbits 1.0 bits
20 Mbits I Mw 0.5 bits
0 bits 0 bits
L2285 2228882232888 2 288 8 8 49 #2885 2228 888822882828 8288 8 2 49
A afdaEgeag g 8858 EEEEEEED
i S - - =) -
E 2
last min W ma last min avg max
B GigabitEthernet1/0/15: Interface Input [avg] 0bits 0bits 1,02 Mbits 32,491 GigabitEthernet1/0/16: Interface Input [avg] Obits 0Obits 0Obits 0 bits
[ GigabitEthernet1/0/15: Interface Output  [avg] 5.03 Kbits 0 bits  455.9 kbits 68,73 b W GigabitEthernet1/0/16: Interface Output  [avg] Obits Obits  0Obits 0 bits

OKS-HK-WAN-SWO1-MGMT: GigabitEthernet1/0/18: Interface data rate (1d) OKS-HK-WAN-SWO1-MGMT: GigabitEthernet1/0/19: Interface data rate (1d)
1.4 Kbits 8 Kbits
1.2 Kbits 6 Kbits
1.0 Kbits 4 Kbits
0.8 Kbits " 2 Khits
0.6 Kbits 0 bits i i} s 2 ;
£83285323383838832:8:8338g8¢838:3 £55238822835822583583888:2334
322222223222;53332333352 fEEdES 28 JddscdgIEEsEsEdA
A 3 S A
] 3
last min avg last mir avg
M GigabitEthernet1/0/18: Interface Input [avg] 1.22 kbits 1.17 Kbits 1.22 Kbits M GigabitEthernet1/0/19: Interface Input [avg] 0 bits 0 bits ~ 984.16 bits
M GigabitEthernet1/0/18: Interface Output  [awvg] 712,37 bits  £85.26 bits ~ 718.31 bits @ GigabitEthernet1/0/19: Interface Output  [avg] 375,13 bits  363.18 bits ~ 463.47 bits

Obrazek 13: Ukazka grafii vytvotfenych na SW OKS-HK-WAN-SW01-MGMNT
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Monitoring pomoci Zabbix agenta

V této Casti jsou zobrazeny jednotlivé itemy a vytvorené triggery pro hosta (linux)
OKS-HK-DOKUWIKI, ktery je monitorovany pomoci Zabbix agenta. Template pouzity
pro tento monitoring byl jiz soucasti instalace Zabbix serveru od jehok tviirci. Obrazek
14 a Obrazek 15 zobrazuji Latest data. Vzhledem k tomu, Ze se jedna o OS Linux Centos
jsou zde monitorovany itemy jako vyuziti procesoru, misto na disku, uptime OS, pocet
spusténych procesit a podobné. Obrazek 16 zobrazuje nastavené triggery a jejich
zéavislosti na jiné triggery.

v Name a Lastcheck
v CPU (12 ltems)
Context switches per second 2018-04-09 12:05:44 65 sps +2 5ps
CPU idle time 2018-04-09 12:05:45 999 %
CPU interrupt time 2018-04-09 12:05:46 0%
CPU iowaitime 2018-04-09 12:05:47 0%
CPU nice time 2018-04-09 12:05:48 0%
CPU softirg time 2018-04-09 12:05:49 0.0083 %
CPU stealtime 2018-04-09 12:05:50 0%
CPU system time 2018-04-09 12:05:51 0.06 % -0.01%
CPU usertime 2018-04-09 12:05:52 0.03%
Interrupts per second 2018-04-09 12:05:40 38ips
Processor load (1 min average per core) 2018-04-09 12:05:42 0
Processor load (5 min average per core) 2018-04-09 12:05:43 0.005
Processor load (15 min average per core) 2018-04-09 12:05:41 0.03
v Filesystems (10 ltems)
Free disk space on/ 2018-04-09 12:05:08 16.21 GB +324 KB
Free disk space on / (percentage) 2018-04-09 12:05:10 92.62 %
Free disk space on /boot 2018-04-09 12:05:09 39382 MB
Free disk space on /boot (percentage) 2018-04-09 12:05:11 80.3%
Free inodes on / (percentage) 2018-04-09 12:05:06 99.75 %
Free inodes on /boot (percentage) 2018-04-09 12:05:07 99.94 %
Total disk space on/ 2018-04-09 11:52:12 17.5GB
Total disk space on /boot 2018-04-09 11:53:13 496.67 MB
Used disk space on / 2018-04-09 12:05:14 129GB -324 KB
Used disk space on /boot 2018-04-09 12:05:15 97.84 MB
v General (5 ltems)
Host boot ime 2018-04-09 12:02:39 2018-04-06 16:12:25
Host local time 2018-04-09 12:05:54 2018-04-09 14:05:50 +00:01:00
Hostname 2018-04-09 11:52:53 localhostlocaldomain
System information 2018-04-09 11:52:58 Linux localhostlocaldomai..
System uptime 2018-04-09 12:02:59 2 days, 21:50:31 +00:10:00
v Memory (5 tems)
Available memory 2018-04-09 12:06:02 3.37GB +100 KB
Free swap space 2018-04-09 12:05:55 2GB
Free swap space in % 2018-04-09 12:05:56 100 %
Total memory 2018-04-09 11:52:02 37GB
Total swap space 2018-04-09 11:52.57 2GB
v Metwork interfaces (2 ltems)
Incoming network traffic on eno 16780032 2018-04-09 12:06:04 1.94 Kbps +56 bps
Outgoing network traffic on eno16780032 2018-04-09 12:05:05 1.62 Kbps +72 bps
v 05 (8 ltems)
Host boot time 2018-04-09 12:02:39 2018-04-06 16:12:25
Hostlocal time 2018-04-09 12:05:54 2018-04-09 14:05:50 +00:01:00
Hostname 2018-04-09 11:52:53 localhostlocaldomain
Maximum number of opened files 2018-04-09 11:52:35 334516
Maximum number of processes 2018-04-09 11:52:36 32768
MNumber of logged in users 2018-04-09 12:06:00 0

Obrazek 14: Latest data virtualni stanice Dokuwiki (prvni ¢ast)
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System information

|| System uptime
v Performance (13 ltems)

|| Context switches per second

[ | cPUidletime

|| CPU interrupt time

|| CPUiowaittime

|| GPU nice time

[} cPU softirg time

|| CPU steal time
[ | CPU system time
|| CPUusertime
|| Interrupts per second
|| Pracessorload (1 min average per core)
|| Pracessorload (5 min average per core)
|| Processorload {15 min average per core)
v Processes (2 ltems)
[ | Number of processes

|| Number of running processes
v Security (2 ltems)

|| Checksum of fetc/passwd
|| Number of logged in users
v Status (3 ltems)

] 1cHP1oss

|| 1CWP ping

|| ICWP response time
v Zabbix agent (3 ltems)

|| Agentping

Host name of zabbix_agentd running

Version of zabbix_agent(d) running

2018-04-09 11:52:58 Linux localhostlocaldomai.

2018-04-09 12:02:59 2days, 21:50:31

2018-04-08 12:0644 64 5ps
2018-04-08 12:06:45 99.91%
2018-04-09 12:06:46 0%
2018-04-09 12:06:47 0.0082 %
2018-04-09 12:06:48 0%
2018-04-08 12:06:49 0%
2018-04-08 12:06:50 0%
2018-04-08 12:06:51 0.06 %
2018-04-09 12:06:52 0.03%
2018-04-09 12:06:40 38ips
2018-04-08 12:06:42 0
2018-04-08 12:06:43 0.005
2018-04-08 12:06:41 003
2018-04-09 12:06:38 172
2018-04-08 12:06:37 2
2018-04-08 115301 3641870581
2018-04-08 12:07:00 0
2018-04-08 12:06:29 0%
2018-04-08 12:06:59 Up (1)
2018-04-08 12:06:29 1.1ms
2018-04-08 12:06:32 up (1)

2018-04-08 11:52:32 OKS-HK-DOKUWIKI

2018-04-08 11:52:34 342

Obrazek 15: Latest data virtualni stanice Dokuwiki (druha ¢ast)

Severity Name a

Warning Template OS Linwx /etc/passwd has been changed on (HOST.NAME}

Template OS Linuwc Configured max number of opened files is too low on
{HOSTNAME}

Template OS Linuwx Configured max number of processes is too low on
{HOSTNAME}

Warning Template OS Linwx Disk IO is overloaded on {HOST.NAME}
Warning Mounted filesystem discovery: Free disk space is less than 20% on volume /
Warning Mounted filesystem discovery: Free disk space is less than 20% on volume /boot
Warning Mounted filesystem discovery: Free inodes is less than 20% on volume /
Warning Mounted filesystem discovery: Free inodes is less than 20% on volume /boot
Warning Template Module ICMP Ping: High ICMP ping loss

Depends on:

OKS-HK-DOKUWIKI: Unavailable by ICMP ping
Warning Template Module ICMP Ping: High ICMP ping response time

Depends on:
OKS-HK-DOKUWIKI: High ICMP ping loss
OK8-HK-DOKUWIKI: Unavailable by ICMP ping

Template OF Linux Host information was changed on {HOST.NAME}

Template App Zabbix Agent: Host name of zabbix_agentd was changed on
{HOST.NAME}

Template OS Linux: Hostname was changed on {HOST.NAME}

Template OS Linwc Lack of available memory on server {HOST.NAME}

Warning Template OS Linwe Lack of free swap space on {HOST.NAME}

Warning Template OS Linux: Processor load is too high on {HOST.NAME}

Warning Template OS Linux: Too many processes on {HOST.NAME}

Warning Template OS5 Linwc Too many processes running on {HOST.NAME}

- Template Module ICMP Ping: Unavailable by ICMP ping

- Template App Zabbix Agent: Version of zabbix_agent(d) was changed on
{HOST.NAME}

- Template App Zabbix Agent: Zabbix agent on {HOST.NAME] is unreachable for 5
minutes

- Template OS Linwe {HOST.NAME} has just been restarted

Expression
{OKS-HK-DOKUWIKI Vs file cksum[fetc/passwd] diff(0)=0

{OKS-HK-DOKUWIKI-kernel maxfiles last(0)}<1024

{OKS-HK-DOKUWIKI-kernel maxproc. last{0)}<256

{OKS-HK-DOKUWIKI:system.cpu.util iowaifl.avg{5m)}=20

{OKS-HK-DOKUWIKIVs f5_size[/ pree] last{0)}<20

{OKS-HK-DOKUWIKI Vs fs.size[/boot piree] last{0)}<20

{OKS-HK-DOKUWIKI vis Ts.inode(/, piree] last{0)}<20

{OKS-HK-DOKUWIKI Vs fs_inode[/baat pfree] last{0)}<20
{0KS-HK-DOKUWIKIiemppingloss min{Sm)}={SICMP_LOSS_WARN} and {OKS-HK-

DOKUWIKLicmppingloss.min{5m)}<100

{OKS-HK-DOKUWIKI icmppings ec avg(5m)}={SICMP_RESPONSE_TIME_WARN}

{OKS-HK-DOKUWIKIsystem.uname.diff{0)}=0

{OKS-HK-DOKUWIKI agent hostname diff(0)}=0

{OKS-HK-DOKUWIKIsystem.hostname.diff(0)}=0
{OKS-HK-DOKUWIKIvm.memory size[available] last(0)}<20M
{OKS-HK-DOKUWIKI: system.swap.size[ pfree] last(0)}<50
{OKS-HK-DOKUWIKIsystem.cpu.load[percpu,avg 1].avg{5m)}=5
{OKS-HK-DOKUWIKI:proc.num{l.ava{5m)}>300
{OKS-HK-DOKUWIKI proc.num[, runl.avg(5m)}=30
{OKS-HK-DOKUWIKLIcmpping.max(#3)}=0

{OKS-HK-DOKUWIKI:agent version. diff(0)}=0

{OKS-HK-DOKUWIK].agent.ping.nodata(5m)}=1

{OKS-HK-DOKUWIKI: system.uptime.change(0)}<0

Obrazek 16: Triggery virtualni stanice Dokuwiki
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